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Presentation Notes
Synopsis provided to Routeco describing presentation content;

During this session, participants will learn the vital importance of having a secure and stable network infrastructure for industrial automation environments.  The session will explore how Panduit’s 5 INs “building block” approach can help simplify robust Industrial Networks to take advantage of Industry 4.0 and IIoT Deployments.
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What is Big Data ?
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Presentation Notes
What is Big Data?  Gartner coined the phrase back in 2012 and relates to:

Volume: Large datasets - think petabytes (1 million gigabytes) and exabytes (1 billion gigabytes!). 

If there’s too much of it to even store in one place, not to mention organize and analyze without the help of special data analytic software, then you’re dealing with “big data!”

Velocity: Data that needs to be ingested quickly and in some cases, acted upon quickly as well (think data being sent by Telematics device on a car)

Variety: Data that is different in formats, sources, etc – audio files, database records, social media comments, etc

Big Data is not amount collecting vast amounts of data, it’s about collecting the right data and then what to do with the data that’s Important.  Automotive, F&B, CPG and hi-tech manufacturers use big data to design and test new products, optimize R&D, improve processes, reduce product defects and optimize their supply chains, marketing, customer service and finance.
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Big Data is Nothing New.....

* Resources:
- Army
— Atrtillery
— Food/Water
— Horses
— Medicines/Medics
— Shelter

 Weather — Across a continent

« Competition (aka the enemy)



Fast Forward to the 21st Century.....

What wasl/is the missin ne

i



Why Now?
* Massive data explosion, stretching the Organizations are
limitations of legacy networks challenged to leverage
technology and networks
- Manufacturing networks are migrating to connect the factory and
to switch-centric topologies enterprise boosting

productivity, innovation

« Manufacturing intelligence PLUS and business agjility.

real-time analytics and data mining

* |IT based solutions migrating to the
plant floor

“The productivity economy will reward ‘do it smarter’ companies that build a better business model.”

The productivity imperative, McKinsey & Company

© 2018 Panduit Corp. All Rights Reserved. 7
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Presentation Notes
IoT (Internet of Things) is causing a massive data explosion which is stretching the limitations of legacy networks
Manufacturing networks are migrating to Switch-centric topologies
Manufacturing Intelligence & the rise of real-time analytics �and data mining
Industrial Ethernet is enabling IT based �solutions to migrate to the plant floor

What we want to achieve
Support the cross-regional simplification and standardization around Ethernet solutions environments
Delivery of a converged architecture and infrastructure basis to ease customer-specific IoT implementations like smart office and Industry-4.0, assuring the secure operation of it




30B

Connected, auton:

X ET T g Py

Internet of Things
Driving business for next 10-15 years

4B Connected People = $4T Revenue Opportunity = >25M Embedded and Intelligent Systems = 50T GBs of Data

Source: Mario Morales, IDC
© 2018 Panduit Corp. All Rights Reserved 8
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The Internet of Things is a key strategic business driver for many customers as they seek to optimize and transform business processes and even add new revenue streams. 
By 2020, more than half of major new Business Processes and System will incorporate some element of the Internet of Things.  (Gartner)

It is anticipated that IoT will be driving business for the next 10-15 years
30B      The number of connected, autonomous, “things” predicted to be part of IoT by 2020
75%     The percent of companies actively exploring or already using IoT technology
$3T      The potential market size of IoT in 2020

Panduit simplifies deployment of physical infrastructure for IOT and industrial automation including new wireless mesh sensing for environmental monitoring. 
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Main Global Ind. Ethernet Technology
“*Standards”

IEEE 2222 0DV A

Ethernet PROFINET ETHERNET/IP Modbus-IP

ISO/IEC 11801  ISO/IEC 11801-3 ISO/IEC 11801-3 ISO/IEC 11801-3
ISO/IEC 24702  ISO/IEC 24702  ISO/IEC 24702

IEC 61784-2 IEC 61784-2 IEC 61/84-2
CPF3 CPF2/2 CPF15
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Presentation Notes
CPF - Communication Profile Family



Subtle Differences on the Network Standards

Data Center

ISO/IEC 24764

EN 50173-1
EN 50173-5

ANSI/TIA 942

Plant Floor

ISO/IEC 11801 ISO/IEC 24702

EN 50173-1 EN 50173-1
EN 50173-2 EN 50173-3

ANSI/TIA 568-C ANSI/TIA 1005
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11801 - Generic cabling for customer premises specifies general-purpose telecommunication cabling

24702 - Generic cabling -- Industrial premises
61918 - Installation of communication networks in industrial premises

50173 – Information Technology
50173-1 – General Requirements
50173-2 – Office Premises
50173-3 – Industrial Premises
50173-4 – Homes
50173-5 – Data Centres
50173-6 – Distributed Building Services

568-C – family of standards leading with Generic Telecommunications Cabling for Customer Premises

1005 – Telecommunications Infrastructure Standard for Industrial Premises
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IEC 24702/MICE Compliant Cabling

« Panduit can help you to get the right type of cabling. There may also be
vertical-specific requirements to fulfil, for example in
— food & beverage
— pharmaceutical
- oil & gas

 EN 50575:2014 Construction Products Regulation (CPR) in the EU
Since July 18t, 2017 the fixed cabling used needs to comply,

« Panduit will help you to update your company standard:
http://www.panduit.com/ccurl/510/394/construction-products-regulations-cpr-cotb12.pdf

11
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Cable Selection Process
M.1.C.E. Describes Real World Challenges

Increased Environmental Severity

Mechanical
ROAD * Shock
; * Vibration il

0 Ingress
( j 7 * Water I 1

e Dust

4| | Climatic
& ] | Chemical C]_
Electro-
® magnetic E]_

(TIA-1005)| Office

© 2018 Panduit Corp. All Rights Reserved. 12
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M.I.C.E. describes the Real World Environment

Use this diagram to describe the four areas of MICE evaluation.
Mechanical
Ingress
Climatic/Chemical
Electromagnetic

MICE is used to rate the environment, not the product. The result of a MICE evaluation is used as a benchmark to compare product specifications to. Each product used in the system design should at least be equal to or exceed the MICE evaluation for that space.


Reference Architecture

An architecture that provides network
services to Industrial Automation Control
Systems (IACS) devices and equipment
 Defines a framework

« Strict traffic segmentation

* Industrialized Demilitarized Zone
(IDMZ) was established

* Levels 4-5 of the Enterprise Zone are
similar to traditional enterprise
networks

© 2018 Panduit Corp. All Rights Reserved
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Once you have an idea of standards, what next….

“reference architectures”


s ______________________________________ 4§ s

Panduit Building Blocks in a Logical Architecture

Enterprise Zone
External DMZ/
Firewall

Enterprise
Cabinet

| Solutions J1

ustria

Demilitarized Zone (IDM @
......... st

(AAA) Server

Distribution

Switch Stack Industrial

Distribution

Distribution
a‘ Switch Stack

Zone
Network

Network System

Phone System

- . "
ssm 7 - = Soft

E wes ﬁl ﬁl : :_ & b ’Eﬂ Starter
i E Hj} gﬂ E G}j e e ] Instrumentation
——

= Controller Controller,

¢ Cell/Area Zone - Levels 0-2 :  Cell/Area Zone - Levels 0-2

* Redundant Star Topology - Flex Links Resmency R|ng Topology - Resilient Ethernet Protocol (REP)

. Unified Wireless LAN : Unified Wireless LAN : Cell/Area Zone - Levels 0-2
(Lines, Machines, Skids, Equipment) (Lines, Machines, Skids, Equipment) Wireless Sensors Networks

© 2018 Panduit Corp. All Rights Reserved. 14
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Structure of the network representation is based on the Purdue model

CPwE is a 
Is a collaborative effort of Cisco Systems, Inc. and Rockwell Automation and now Panduit – filling the physical infrastructure gap.
An architecture that provides network services to Industrial Automation Control Systems (IACS) devices and equipment,
Securely integrates into the wider enterprise network
Panduit is now part of the CPwE to fill the physical infrastructure gap
Panduit thought leadership Included in 4 Appendices part of Resiliency Cisco Validated Design (CVD) part of CPwE
Defines a framework for the IACS devices, equipment, and basic network services based on the Purdue Model for Control Hierarchy
Strict traffic segmentation to protect IACS applications from external and internal interruptions. 
Because of the different security requirements of the different levels, an Industrialized Demilitarized Zone (IDMZ) was established. Access to the IDMZ and below is highly controlled (Note: DMZ now IDMZ)
Levels 4-5 of the Enterprise Zone are similar to traditional enterprise networks and have similar availability requirements although. 
Enterprise Data Center  Pre-configured, Integrated Solutions -  Server, switch, MDF (Main Distribution Frame) cabinets
Micro /  Industrial Data Center   Enterprise to Plant Floor Convergence
Industrial Distribution Frame   High Density Distribution
Network Zone System  Robust, Secure, Scalable Network Distribution
Control Panel Solutions  Mitigate EMI Noise Risk, Save Space & Optimize EtherNet/IP Connectivity
Benefit: Optimizes your physical infrastructure based on network requirements, using industry standards and best practices to enhance the efficiency, reliability, scalability, and agility of your facility, and to lower your capital costs
Optimizes your physical infrastructure based on network requirements, using industry standards and best practices to enhance the efficiency, reliability, scalability, and agility of your facility, and to lower your capital costs
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Network Fabric Maturity Model

for Industrial Physical Infrastructure

» Wired and wireless infrastructure
using IP for loT and Connected
Enterprise value

* Scalable infrastructure for OT and
IT to deliver mobility, edge
compute, video, and cloud service

* OT and IT networks use IP as
foundation
» CPwE validated physical

* Industrial networks use IP and . ;
infrastructure in place

EtherNet/IP . 3 access
* Minimal convergence to industrial DMz + Gateways to non-IP wireless mesh
« Sprawl of networks — enterprise/ IT » Physical layer standards and networks and sensors
Pt . dified « Reduced industrial network specifications from enterprise to « Virtualizati d ¢
) rl\>/|r_opr|elary,dmo Itlil Pecucec plant irtualiza |onI anf C(t)_mplIJ ?j t
i ;mmta atn S * Islands of data in workstations " Virtualization of plant . Isi’er\(ljl'ci's car \(;eh per-awarene: f
|In|rasOI rucflélret _ oance oo ] applications rtta ic ILVE ar|1th yp;er-awa_reness (o]
slands ot data in . « Stable infrastructure reduces network health and security
workstations, servers » OT Connectivity standards, il » Annual planning for holistic
» Reactive support specs used . - . network
* No plantwide strategy for e Minimal network visibility & ﬁgtrw;lkplannmg for physical * Proactive visibility and remote
IT/OT . ) structgreg slupport « Proactive support exp.erfts capaple :
« False security Security holes * Holistic Security services holes

* Defense-in-depth security
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Presentation Notes
Achieving Plantwide networks goals can start by assessing where you are in maturity model.  A maturity model is a well known tool approach for information systems that RA uses for Connected Enterprise and GE for IoT.  Panduit has developed an early version for network physical infrastructure for plants to understand steps to achieving their goals based on Panduit work with broad swath of industry, partners and a our ecosystem.

The maturity model steps are for a vector that moves for a typical current state focusing on the goals of individuals machines/cells to a more evolved state of higher value.
The first 2 steps where really limited organization silo approach where each plant or even each cell has their own strategy and implementation.
Second 2 steps focused on overall business value an aligned vision and mission for the plant infrastructure strategy and plan. 

Q -  Do you see your organization moving this direction? Who are stakeholders? Lets look at more details on the steps, challenges, technologies and impacts.

Step 1.  Restrictive  (Many OT networks)
Situation:  Industrial networks are not new- too often plants have a sprawl of proprietary networks with Ethernet layered over ….
Complication:   Networks become overgrown and unstable.. Difficult to connect to extract data causing silos
Implication:   Very limited in value from connections in the plant beyond the machine/process control. Missing ability to leverage siloed data.  Many customers are recognizing security holes and backdoors as OT struggles to provide data access.   Poor planning and support capability by lean staffs dealing with specialized proprietary networks

Step 2  Functional  (OT Physical Convergence)
Situation:  Move to IP and EtherNet/IP networks for control, safety, motion, energy displacing proprietary networks Industrial Ethernet networks can be grow too large and flat  as number of connected devices increase.  Limited connection to enterprise as lack of security and architectures implemented to allow convergence with IT.
Complication:  At this level, many still using ‘fieldbus’ style architectures without a structured cabling approach and physical layer segmentation approaches for converged, managed networks.  Many isolated subnets and bottlenecks for data . 
Implication:  The establishment of standards for the physical layer (e.g. MICE rated IP67 connectivity) and proper specification of fiber and copper means network uptime is improved. This lack of IT-OT collaboration on architecture means data silos still exist and security liabilities from lack of holistic security defense in depth.  
Industrial Ethernet networks are now subject to sprawl – limiting ability to troubleshoot, support and expand.

Now review steps 3 and 4 where industry leading companies are moving towards to capture IoT value:

Step 3   Effective   (OT and IT Physical Convergence)
Situation:  A validated Plantwide architecture (e.g. CPwE) means both IT and OT are collaborating to leverage IP as foundation.   A defense in depth approach with industrial DMZ and firewalls improve security and allow convergence.   Physical Layer standards and building blocks solutions scale across the plant floor to enterprise.  Physical layer enables effective virtualization, management, and stable Plantwide infrastructure.  Security greatly improved.  Annual planning and standard, converged networks improve ability for multiple sites to be proactively supported for greater value and cost avoidance.  
Complication: Great improvement with convergence but emergence of wireless and Internet of Things devices and applications mean physical infrastructure may need further refinement for greater bandwidth, improved visibility and diagnostic tools, and connections to more device types (e.g. video, edge computing, digital signage,)
Implication:    Achieving an effective converged infrastructure unlocks great value that sets the stage for a Connected Enterprise of Factory but still needs to evolve to drive full value by a Network Fabric approach.

Step 4    Innovative (Network Fabric Emergence)
Situation:    The plant network infrastructure is extended to support wireless and wired connections throughout the industrial plant and enterprise to connect people, processes, data and things.  The physical infrastructure has evolved to include not only robust wired backbones and wireless coverage but edge computing, virtualized services, and wireless mesh device networks. Network visibility and diagnostic tools greatly aid support and uptime.  Advanced analytics and remote connectivity create new approaches to drive value from the network and connected devices.  Security tools evolve and outmatch emerging threats.
Complication:  Standards are still evolving for IoT services and applications so important to get the foundation right - creating a solid IP network fabric using physical infrastructure building blocks based on best practices and standards for both IT and OT.
Implication:    Innovation and new business models are within reach by creating a holistic, robust Plantwide network fabric – physical infrastructure, switching/routing, compute resources, wireless and defense in depth security.
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Summary

* Drop by our stand to discuss further

 Run a self-assessment for the network maturity:
www.panduit.com/mapyourjourney

e Use IntraVUE to document the manufacturing IT and
network on its performance level. Also test it on existing
problems

* Plan with Panduit your corporate spec according to the
~ cross-regional and application specific standards

16
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