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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

Summary of Changes

Who Should Use this Manual

Purpose of this Manual

Read this preface to familiarize yourself with the rest of the manual. It provides
information concerning:

e who should use this manual
e the purpose of this manual
o related documentation

e conventions used in this manual

This manual contains a new Taiwan NCC Warning Statement section on
page 10.

Use this manual if you are responsible for designing, installing, programming,
or troubleshooting control systems that use Bulletin S6RF RFID products.

You should have a basic understanding of electrical circuitry and familiarity
with relay logic. If you do not, obtain the proper training before using this
product.

This quick start guide assumes you have some familiarity with RSLogix
software. It provides an example of the steps needed to get a S6RF RFID
system set up and functioning. The reader should refer to appropriate user
manuals for other details. This manual:

e cexplains how to install and wire an example RFID system
o install and setup the module in an RSLogix 5000 program

e set up asimple program to receive and transmit data to an RFID ta:
p ple prog g
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Preface

Abbreviations

Additional Resources

Abbreviation | Definition

AFI Application Family Identifier

AOP Add On Profile

DFSID Data Storage Format Identifier

DHCP Dynamic Host Configuration Protocol

DNS Domain Name Server

DOS Disk Operating System

EAS Electronic Article Surveillance

FE Functional Earth

IEC International Electrotechnical Commission
INT signed, two byte integer

150 International Organization for Standardization
J1C Joint Technical Committee

MACID Media Access Control Identification

QD Quick Disconnect

RFID Radio Frequency Identification

SB Sub-committee

SINT Signed, single byte integer

uiD Unique Identifier

uuip Universally Unique Identifier

These documents contain additional information concerning related products

from Rockwell Automation.

Resource

Description

EtherNet/IP Modules in Logix5000 Control Systems User
Manual, publication ENET-UM0O1

A manual on how to use EtherNet/IP modules with
Logix5000 controllers and communicate with various
devices on the EtherNet network.

Allen-Bradley Industrial Automation Glossary, AG-7.1

A glossary of industrial automation terms and
abbreviations.

EtherNet/IP Embedded Switch Technology Application
Guide, publication ENET-AP00S5

A manual on how to install, configure, and maintain
linear and Device-level Ring (DLR) networks using
Rockwell Automation EtherNet/IP devices with
embedded switch technology.

Industrial Automation Wiring and Grounding Guidelines,
publication 1770-4.1

Provides general guidelines for installing a Rockwell
Automation industrial system.

Product Certifications website, http://www.ab.com

Provides declarations of conformity, certificates, and
other certification details.

You can view or download publications at

http:/www.rockwellautomation.com/literature/. To order paper copies of

technical documentation, contact your local Allen-Bradley distributor or

Rockwell Automation sales office.
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Chapter 1

What is RFID?

International Standard
Compliance

Introduction

RFID represents Radio Frequency Identification. It is a method for
communicating information from one point to another point by the use of
clectromagnetic waves (that is, radio waves). It has unique characteristics that
make it attractive for use in industrial systems.

For example, you have a shipping carton that must be loaded with various
goods to meet the specific purchase order of a customer. You can attach a tag to
the carton. Before attaching the tag, you fill the tag with the specific items that
the customer wants. Then, as the carton moves to the filling stations, each
station places the required objects, only if needed, into the carton. If the tag
does not require something, the station is skipped.

Each filling station has an RFID transceiver. The transceiver reads and writes to
the tag. When the tag approaches the RFID transceiver, the transceiver reads
the contents of the tag. Based on the information that is received, the
packaging process adds items (or skips this step) and then writes to the tag that
one or more items were added. The carton moves to the next filling station.

This scenario is a common use of RFID technology. What makes the Bulletin
S6RF product line unique is its conformance to the open international

standards: ISO15693 and ISO18000-3 M1.

ISO/IEC 15693 is an ISO standard for what are called vicinity tags. The tags,
commonly referred to as ICODE tags, can be read from a greater distance than
proximity tags and closed couple tags. ISO/IEC 15693 systems operate at the
13.56 MHz frequency, and offer maximum read distance of 1...1.5 m
(3.3...4.9 ft), depending on the transceiver. Library applications with large
antennas are capable of these distances. Most industrial applications are less
than 203.2 mm (8 in.) for a read/write range.

The ICODE compatible tags permit you to use lower-cost tags than
proprietary systems currently provide. You can use tag configuration options
from multiple vendors.

ISO/IEC 15693 forms part of a series of International Standards that specify
non-contact tags. The tags can be attached to objects, like cartons, bags, and
valuable items, which can then be tracked while in the vicinity of a reading
device. ISO/IEC 15693-2:2006 defines the power and communications
interface between the vicinity card and the reading device. Other parts of ISO/
IEC 15693 define the physical dimensions of the card and the commands that
the card and reader interpret.

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018 9



Chapter1  Introduction

Power is coupled to the tag by an AC field that is produced in the transceiver.
The powering field has a frequency of 13.56 MHz and is one of the industrial,
scientific, and medical (ISM) frequencies available for worldwide use. When
the tag receives sufficient power, it is able to respond to commands sent from
the coupler. The coupler sends commands to the card by modulating the
powering field and by using a modulation system that is known as pulse
position modulation, whereby the position of one pulse relative to a known
reference point codes the value of a nibble or byte of data. This process allows
the card to draw the maximum energy from the field almost continuously.
Tags, which have no power source, can be energized at ranges of up to 1 m
(3.3 ft) from a coupler that can only transmit power within the limits that
international radio frequency (RF) regulations permit.

A tag only responds when it receives a valid command that selects one tag from
a possible collection of cards within range of the coupler. This process of
collision detection and selection, also known as anti-collision, is made possible
by detecting the unique identification number encoded into every tag.
Anti-collision, and the commands that are used, are defined in ISO/IEC
15693-3. The tag responds to the transceiver by drawing more or less power
from the field and generates one or two subcarriers of around 450 kHz. These
are switched on and off to provide special-encoded data that the transceiver
detects.

Taiwan NCC Warning Statement

BIFEAETREHETHREIEIER T

Btk BRAKXDELSBZBAFRLATHR > FE&HFT > N3] > BRKERH

HARIFBEUEIAR ~ W RHFRERRZ RS

otk BAEHBAERIEARFBDERME LA THEGLRE BFRE

Backward Compatibility

10

FIER40s > BIBPER > LREEETHEHFIFEEER -
AIEAEBE  BRECERENEZELTEE - BRHFEHATH
AR AEFERERTE HALZREHRATRES L TR B TH -

The S6RF RFID system is offered on EtherNet/IP and is backward compatible
with the previous offering of S6RF ICODE products. The transceivers and
interface blocks are a matched pair so they cannot be interchanged. However,
the tags can be interchanged with either system if they are ICODE tags. Both
systems can read and write these tags seamlessly.
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Introduction  Chapter 1

System Setup Figure 1 shows a simple RFID system. This user manual describes the setup,

installation, and programming that is required to get this system running.

Figure 1- RFID System
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Tags are attached to objects that must be tracked. The tags hold important
information about the object. An RF transceiver reads and/or writes
information to the tags when the tag moves within the transmission envelope
of the transceiver (dotted ellipse). The physical size of the transceiver is directly
related to the size of the transmission field. The larger the transceiver, the
longer and wider the antenna field is. See the transceiver instruction sheets for
antenna field sizes.

The transceivers are connected to a special RFID EtherNet/IP interface block.
The distribution block has an Ethernet connection to an Ethernet switch. A
1759-L35E CompactLogix controller and a personal computer also have
Ethernet connections to the Ethernet switch.
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Chapter1  Introduction

Notes:
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Chapter 2

Interface Block

RFID Components

This chapter covers the three key components that constitute the RFID

system:

e Interface block

e Transceiver

[} Tags

Three different interface blocks are available from which to choose. Table 1
shows the type of ports for each catalog number.

Table 1- Type of Ports

Transceiver Ports Input Ports Output Ports (at. No.
1 1 1 56RF-IN-IPS12
2 1 1 56RF-IN-1PD22
2 2 0 56RF-IN-IPD22A

Figure 2 on page 14 identifies the connections for the EtherNet/IP, RF

transceivers, input devices, output devices, and power.

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018
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Chapter2  RFID Components

Figure 2 - Connections

Functional Earth (1)

EtherNet IP

c

EtherNet/IP D-Code M12 Connector EtherNet/IP D-Code M12 Connector
5-pin Male . @ 5-pin Female
. )
Status indicators . ‘ 9
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M12 RFID Transceiver Interface
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-

M12 RFID Transceiver Interface
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M12 Input Connector (IPD22A) Female

Auxiliary Power M12 4-pin Male @ Auxiliary Power M12
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O

Status Indicators When the status indicator is flashing, all flashes are 0.25 s ON and 0.25 s OFF.

This block has the seven different indicators.

Figure 3 - Status Indicators
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RFID Components ~ Chapter 2

Table 2 - Status Indicators

Status
Indicator Status
Name Indicator State | Indicates
off No link
Green 100 Mbps
Link? and Flashing green | 100 Mbps/active
Link2 99 P

Yellow 10 Mbps

Flashing yellow | 10 Mbps/active

off There is no power applied to the block.

Flashing red/ Device in self-test

green

Green The block is operating in a normal condition.

MOD Flashing green | Standby. The device is not communicating with the interface block. Normal
(Module) state when only power has been applied to the transceiver.

Flashing red Recoverable fault. Most often occurs when data is corrupted between
interface block and transceiver. CRC failures and so on. Recommended solution
is to remove electrical noise near cabling or reduce communication rate
between transceiver and interface block.

Red The transceiver has an unrecoverable fault; may need replacing.

off There is no power or no IP address.

Flashing red/ Device in self-test

green

Green The block is operating in a normal condition.

Flashing green | Standby. The device is not communicating with the interface block. Normal

z\lNEgtwork) state when only power has been applied to the transceiver.

Standard 1/0

Flashing red Connection timeout. Most often occurs when data is corrupted between
interface block and transceiver. CRC failures and so on. Recommended solution
is to remove electrical noise near cabling or reduce communication rate
between transceiver and interface block.

Red Duplicate IP address. The transceiver has an unrecoverable fault; may need
replacing.

off Outputs inactive
Inputs inactive

Yellow Outputs active
Inputs active

Flashing green

Outputs are idled and not faulted.

Flashing red Output faulted

Inputs faulted
Red Outputs forced off

Inputs unrecoverable fault
off No power is applied.

Aux Power Solid green The applied voltage is within specifications.
Solid yellow The input power is out of specification.
off No power
Flashing green | No tag present, but communicating

RFID Port Green Communicating
Flashing red No transceiver is connected
Amber Tag present

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018 15



Chapter2  RFID Components

Transceivers Status Indicators

Figure 4 - Indicators

Power Module

Status \

Operation Read/Write
Status

Table 3 - Status Indicators

Status Status
Indicator Indicator
Name State Indicates
off There is no power applied to the block.
Module Status | Green The block is operating in a normal condition.
Red The transceiver has an unrecoverable fault; may need replacing.
off There is no power applied to the device.
_ Green The EtherNet/IP interface block is communicating with the transceiver, but no tag
Read/Write is present. No errors received.
Status
Amber Atag is present within the antenna field.
Red A communication error has occurred. Examples are: bad read/write, corrupt RV

(1) If aread/write command is not completed while the tag is within the field, an error occurs.

Transceiver Power Up Sequence

1. Both status indicators OFE.

Power status turns green. R/W status turns green for 0.25 seconds.
R/W status turns red for 0.25 seconds.

R/W status turns off for 3...5 seconds.

R/W status turns amber for 0.5 seconds.

NN o

R/W status turns green.
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RFID Components ~ Chapter 2

RFID Tags

RF tags come in many shapes and sizes. In general, the bigger the tag, the
longer the sensing distance from the transceiver. Table 4 summarizes the size of
the memory for each type of tag.

Table 4 - Memory

User Memory
Total Tag
Tag Type Memory No. of Bytes No. of Blocks Bytes Per Block
SLI 128 bytes 112 bytes 28 4
SLI-S 256 bytes 160 bytes 40 4
SLI-L 64 bytes 32 bytes 8 4
FRAM 2048 bytes 2kB 250 8
Tag Memory Structure

There are five types of tag memory structure:
e Universally Unique Identifier (UUID)
e Application Family Identifier (AFI)
e Data Storage Format Identifier (DSFID)
e Electronic Article Surveillance (EAS)
o Smart Label Integrated Circuit (SLI)

Universally Unique Identifier (UUID)

Each tag has a different 64-bit hexadecimal UUID that is programmed during
the production process according to ISO/IEC 15693-3 and cannot be changed

afterwards.

The numbering of the 64 bits is done according to ISO/IEC 15693-3 starting
with the least significant bit (LSB) 1 and ending with the most significant bit

(MSB) 64. This way is in contrast to the general used bit numbering within a

byte (starting with LSB 0).

Byte 5 (bit 41...48) is the tag type. Byte 6 (bit 49...56) is the manufacturer
code, which coincides with the number of bytes/block.

Table 5 shows the structure of RFID tags that Rockwell Automation offers.

Table 5 - Tag Structure

Byte 7 6 5 4 3 2 1 0
Name uiD7 UID 6 uiD5 uiD 4 uip3 uiD2 uiD1 uiDo
Bit 64...57 |56...49 |48...41 |40...1
SLI E0 04 01 Unique Serial Number
SLI-S | EO 04 02 Unique Serial Number
Value
SLI-L | EO 04 03 Unique Serial Number
FRAM | EO 08 01 Unique Serial Number

Rockwell Automation Publication 56RF-UMO001B-EN-P - April 2018 17



Chapter2  RFID Components

Application Family Identifier (AFI)

The AFI represents the type of application targeted. AFI is coded on 1 byte,
which constitutes two nibbles of 4 bits each. The most significant nibble of
AFI is used to code one specific or all application families, as defined in

Table 6. The least si

gnificant nibble of AFI is used to code one specific or all

application subfamilies. Subfamily codes different from 0 are proprietary.

Table 6 - AFl Examples

AFI Most AFI Least
Significant Significant
Nibble Nibble Meaning Examples/Notes
0 0 All families and subfamilies No applicative preselection
X 0 All subfamilies of family X Wide applicative preselection
X Y Only the Yth subfamily of family —
X
0 Y Proprietary subfamily Y only —
1 0,Y Transport Mass transit, bus, airline
2 0,Y Financial IEP, banking, retail
3 0,Y Indentification Access control
4 0,Y Telecommunication Public telephony, GSM
5 0,Y Medical —
6 0,Y Multimedia Internet service
7 0,Y Gaming —
8 0,Y Data storage Portable files
9 0,Y EAN-UCC (European Article Managed by ISO/IECJTC 1/5C31
Numbering-Uniform Code
Council) system for application
indentifiers
A 0,Y Data Identifiers as defined in IS0/ | Managed by ISO/IECJTC1/5C31
[EC15418
B 0,Y UPU Managed by ISO/IECJTC 1/5C31
C 0,Y IATA (International Air Transport Managed by ISO/IECJTC1
Association)
D 0,Y Reserved for Future Use Managed by ISO/IECJTC1/5C17
E 0,Y Reserved for Future Use Managed by ISO/IECJTC 1/5C17
F 0,Y Reserved for Future Use Managed by ISO/IECJTC1/5C17

X=TtwF Y=

I'toF
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RFID Components ~ Chapter 2

Data Storage Format Identifier (DSFID)

The DSFID indicates how data is structured in the tag memory. The respective
commands can program and lock it. It is coded on 1 byte. It allows for instant
knowledge on the logical organization of the data.

Electronic Article Surveillance (EAS)

EAS is a technology that is typically used to help prevent shoplifting in retail
establishments. An EAS detection system detects active tags and set off an
alarm.

EAS status is 1-bit data (LSB side), which is stored in the system area of a tag.
The initial value is 1. EAS bit 1 means goods-monitoring status, and EAS bit 0
means that goods-monitoring status is cleared.

Smart Label Integrated Circuit (SLI)

SLI tags use an EEPROM (electrically erasable programmable read-only
memory) to store data. The 1024-bit EEPROM memory is divided into

32 blocks. Each block consists of 4 bytes (1 block = 32 bits). Bit 0 in each byte
represents the least significant bit (LSB) and bit 7 the most significant bit
(MSB), respectively.

Table 7 - SLI Tags

Block Byte 0 Byte1 Byte 2 Byte 3 Description
-4 uiDo UID1 uiD2 uiD3 Unique identifier (lower bytes)
-3 UiD4 UID5 UID6 uID7 Unique identifier (higher bytes)
-2 | Internally used EAS AFI DSFID EAS, AFI, DSFID
-1 00 00 00 00 Write access conditions
0 User Data
1
2
22
23
27

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018 19
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RFID Components

20

SLI

EAS Function

The LSB of Byte 1 in Block -2 holds the EAS bit (Electronic Article

Surveillance mode active — the label responds to an EAS command)

Table 8 - EAS
Block -2, Byte 1
MSB LSB
X X | X ‘ X ‘ X ‘ X ‘ X e

EAS: e =1 (EAS enabled) e = 0 (EAS disabled)

IMPORTANT  Only change the EAS Configuration in a secure environment. The label must
not be moved out of the communication field of the antenna during writing.
We recommend putting the label close to the antenna and not to remove it
during the operation.

Application Family Identifier

The ICODE system offers the feature to use an Application Family Identifier
(AFI) at the inventory command and the two custom commands inventory
read and fast inventory read (this feature allows, for example, the creation of

label families).

This 8-bit value is at Byte 2 in Block -2 as shown in the following table and is
only evaluated if the AFI flag is set in the reader command.

Table 9 - AFI
Block -2, Byte 2
MsB LsB
X X | X ‘ X ‘ X ‘ X ‘ X X

Data Storage Format Identifier

The Data Storage Format Identifier (DSFID) is at Byte 3 in Block -2.

Table 10 - DSFID

Block -2, Byte 3

MsB LSB

X X |x ‘x ‘x ‘x ‘x X
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Write Access Conditions

The Write Access Condition bits in block -1 determine the write access
conditions for each of the 28 user blocks and the special data block. These bits
can be set only to 1 with a lock command (and never be changed back to 0),
that is, already write-protected blocks can never be written to from this
moment on.

In block -2 each byte can be individually locked.

Table 11 - Write Access

Block -1
Byte 0 Byte 1

MSB LSB MSB LSB
Condition 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Write Access | 3 2 1 0 23) (-2 | -2(1) [-2000 [N 10 9 8 7 6 5 4
for Block
Number
Block -1
Byte 2 Byte3

MSB LSB MSB LSB
Condition 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Write Access | 19 18 17 16 15 14 13 12 27 26 25 24 23 22 21 20
for Block
Number

IMPORTANT  Only change the Write Access conditions in a secure environment. The label
must not be moved out of the communication field of the antenna during
writing. We recommend putting the label close to the antenna and not to
remove it during operation.
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Smart Label IC - Secure (SLI-S)

The 2048-bit EEPROM memory is divided into 64 blocks. A block is the
smallest access unit. Each block consists of 4 bytes (1 block = 32 bits). Four
blocks are summed up to one page for password protection. Bit 0 in each byte
represents the least significant bit (LSB) and bit 7 the most significant bit
(MSB), respectively.

The memory is divided into two parts:
o Configuration Area
This memory area stores all required information, such as UID, EPC

data, write protection, access control information, passwords. Direct
access to this memory area is not possible.

e User Memory

This memory area stores user data. Direct read/write access to this part
of the memory is possible depending on the related security and write
protection conditions.

Table 12 shows the memory organization of an SLI-S tag.

Table 12 - SLI-S Memory Organization

Page | Block | Byte0 | Byte1 | Byte2 | Byte3 Description
-6 -24

-23

-22

-21

Configuration area for internal use

-1 -4
3
-2
-1
0 0
1
2
3
User Memory
10 pages
4 blocks per page
4 bytes per block
9 3% Total: 160 bytes
37
38
39
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Smart Label IC - Lean (SLI-L)

The SLI-L is used in applications that require smaller memory size. The
512-bit EEPROM memory is divided into 16 blocks. A block is the smallest
access unit. Each block consists of 4 bytes (1 block = 32 bits). Four blocks are
summed up to one page. Bit 0 in each byte represents the least significant bit
(LSB) and bit 7 the most significant bit (MSB), respectively.

The memory is divided into two parts:

o Configuration Area

This memory area stores all required information, such as UID, write
protection, passwords. Direct access to this memory area is not possible.

e User Memory

This memory area stores user data. Direct read/write access to this part
of the memory is possible depending on the related write protection
conditions.

Table 13 shows the memory organization of an SLI-L tag.

Table 13 - SLI-L Memory Organization

Page | Block | Byte0 | Byte1 | Byte2 | Byte3 Description
-2 -8
-7
Configuration area for internal use
-6
-5
-1 -4
3
-2
-1
0 0
1
2
User Memory
3 2 pages
4 blocks per page
4 4 bytes per block
5 Total: 32 bytes
6
7
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Ferroelectric Random Access Memory (FRAM)

FRAM is a nonvolatile memory that uses ferroelectric film as a capacitor for
storing data. FRAM offers high-speed access, high endurance in write mode,
low power consumption, non-volatility, and excellent tamper resistance. The
FRAM tags have 2000 bytes for use as user area and 48 bytes for use as system
area.

The FRAM tag memory areas consist of a total of 256 blocks (250 blocks of
user area and 6 blocks of system area). Each block can store 64 bits (8 bytes) of
data.

The block is the unit that is used for the writing and reading of FRAM data.
The memory configuration of FRAM is shown in Table 14.

Table 14 - FRAM Memory Configuration

Area Block No. Details Data Read Data Write

User area

(2000 bytes) 00y to F9y User area Yes Yes

FAy UUID (64 bits) Yes No

System area FBy AFI, DSFID, EAS, Yes Limited

(48 bytes) security status

FCyto Ry Block security status Yes No

Blocks 00yy...F9yy are user area, which is defined as an area that can be accessed
when the corresponding block address is specified. While Blocks FAy...FFy

are system area, which is defined as an area that can be accessed only with a
specific command.

The system area consists of six blocks and contains UUID, AFI, DSFID, EAS
bits, and security status (can write or cannot write) data for individual block.
UID is fixed and cannot be updated. AFI, DSFID, and EAS bits are written at
the factory, and can be updated and locked (disable to write) with commands
(only EAS bit cannot be locked).

As shown in Table 14, FAg holds the UUID, and FCyy...FFy; hold the security
status information on individual user areas. The configuration of FByy ...FFy
blocks is shown in Table 15 and Table 16. FBy; block is used for EAS status,

AFI and DSFID data, the security status data of AFI and DSFID. Blocks
FCyy...FFy contain security status data.

Table 15 - Structure of FBy,

MSB LSB
64 57 56 33 32 25 24 17 16 9 8 1

EAS Status Reserved for DSFID Lock AFl Lock Status | DSFID AFI
future use Status
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Handheld Reader/Writer

Table 16 - Structure of FC to FFy

MsB LSB
FCy 3F 3E 3D 3C 3B 3A 39 03 02 01 00
FDy 7F 7E 7D 7C 7B 7A 79 43 42 4 40
FEy BF BE BD BC BB BA B9 83 82 81 80
FFy Reserved for future use (6 bits) F9 a Q a (1]

The security status of the user area is stored in the block security status bit in
system area blocks of FCy...FF per bit in each block. A user area is unlocked
when the corresponding block security status bit is 0; it is locked (disable to
write state) when the corresponding block security status bit is 1.

EAS bit is a single bit, and it is used for setting EAS status. It is possible to
read/write data of two blocks at one time in the user area (if Read Multiple
Blocks Unlimited command is used, up to 256 blocks can be accessed at one
time).

The RFID ICODE handheld interface provides a portable solution for
reading/writing values to the tag data area. The handheld interface is a touch
screen operated computer with an attached RFID antenna and software that
allows reading, writing, and saving tag RFID tag data. Each handheld interface
comes with multiple connectivity methods, such as wireless, Bluetooth, and
USB, which allow tag data to be transferred to/from a computer. The RFID
ICODE handheld interface is IP65 rated for harsh industrial and outdoor
environments. It is the ideal accessory for system setup, field service, fleet
management, time and attendance, and any other application where transceiver
mobility is required.

For more information on the RFID ICODE handheld interface, see
publication 57RE-UMO001.

Figure 5 - Handheld Interface
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The following tables show the catalog numbers for the components in the
Bulletin S6RF product family.

EtherNet/IP Interface Blocks

Transceiver Ports Input Ports Output Ports (at. No.
1 1 1 56RF-IN-IPS12
2 1 1 56RF-IN-1PD22
2 2 0 56RF-IN-IPD22A
Transceivers
Dimensions [mm] RecommendedSensing | Sensing Distance, Max (at. No.
Distance [mm (in.)] @ [mm (in.)] @

Rectangular (80 x 90) 100 (3.9) 168 (6.6) 56RF-TR-8090
Square (40 x 40) 50(2) 85(3.3) 56RF-TR-4040
(ylindrical M30 35(1.4) 60(2.4) 56RF-TR-M30
(ylindrical M18 18(0.7) 30(1.2) 56RF-TR-M18

@ Range reference fora 50 mm (2 in.) diameter tag.
Tags
Outline Type Total Memory | User Memory | Dimensions Cat. No.
Size [B] Size [B] [mm (in.)]
16 (0.6) 56RF-TG-16
20(0.8) 56RF-TG-20
SLI 128 112
30(1.2) 56RF-TG-30
Disc
50(2) 56RF-TG-50
SLI-S 64 32 16 (0.6) 56RF-TG-16-64B
SLI-L 256 160 10 (0.4) 56RF-TG-10-256B
Disc — High Impact
Resistant SLI 128 112 35(1.4) 56RF-TG-35HIR
e 20(0.8) 56RF-TG-20MOM
Disc: podnt on o 128 m
cta 50(2) 56RF-TG-50MOM
20(0.8) 56RF-TG-20-2KB
Disc — FRAM FRAM 2048 2kB 30(1.2) 56RF-TG-30-2KB
50(2) 56RF-TG-50-2KB
54x 86
(2.1x34) 56RF-TG-5486
Label SLI 128 P
X
2x2) 56RF-TG-5050
1 54x86
X
Smart Cards SLI 128 (2.1x34) 56RF-TG-54865C
Square — High 50x50 e
Temperature SLI 128 2x2) 56RF-TG-50HT
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Accessories
Table 17 - Transceiver
Style ConnectorType | No.ofPins | Shield Wire Size (at. No.
[AWG]
Female straight to
male straight 889D-F5F(DM-) ©@
Female straight to
: 889D-F5F(DE-) @
DC Micro (M12) male right angle )
4 Shielded 22
Patchcords | comale right angle 889D-RSFCOM-) ©
to male straight
Female right angle
to male right angle R
Female straight 889D-F5FC-) &
: Female right angle 889D-R5F(-) @
DChic (412 _ 4 Shielded )
Male straight 889D-M5FC-) @
Male right angle 889D-E5FC-) @
Female straight 871A-TS5-D1
M12 Terminal | Female right angle . B S 871A-TR5-D1
Chambers Male straight 871A-TS5-DM1
Male right angle 871A-TR5-DM1
© Availablein0.3,1,2,5,0r 10m (1,3.3, 6.6, 16.4, or 32.8 ft) lengths.
@ Availablein 2,5, or 10 m (6.6, 16.4, or 32.8 ft) lengths.
Table 18 - Auxiliary Power
Style ConnectorType | No.of Pins |  Shield Wire Size (at. No.
[AWG]
Female straight to
male straight LA
Female straight to
: 889D-F4ACDE-©
DC Micro (M12) male right angle )
4 Unshielded 22
Patchcords | emale right angle 889D-RAACDM-©
to male straight
Female right angle
to male right angle 889D-RANCDE-©
Female straight 889D-F4AC-O
: Female right angle 889D-R4AC-O
pchlia (412) . 4 | Unshielded | 22
Male straight 889D-M4AC-©
Male right angle 889D-E4AC-O
Female straight 871A-T54-D
M12 Terminal | Female right angle . B » 871A-TR4-D
Chambers Male straight 871A-TS4-DM
Male right angle 871A-TR4-DM

© Availablein0.3,1,2,5,0r10m (1,3.3, 6.6, 16.4, or 32.8 ft) lengths.
@O Availablein2, 5, 0r 10 m (6.6, 16.4, or 32.8 ft) lengths.
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Table 19 - EtherNet/IP

Style ConnectorType | No.ofPins |  Shield Wire Size (at. No.
[AWG]
Male straight to
male straight 1585D-M4TBDM-@
M12D Code Male straight to )
Patchcords | malerightangle 4 Unshielded 24 1585D-M4TBDE-@
Male right angle to ] )
male right angle 1585D-E4TBDE-@
Male straight to
male straight 1585D-M4UBDM-@
M12 D Code Male staiaht &
Patchcords e Sragntiv 4 Shielded 2 1585D-MAUBDE-©

male right angle

Male right angle to
male right angle

1585D-E4UBDE-@

@ Availablein lengths 0f 0.3, 1,2, 5,10, 0r 15m (1,3.3, 6.6, 16.4, 32.8, or 49.2 ft) increments of 5 m (16.4 ft) up to 75 m (246.1 ft).

Table 20 - Handheld Interface

Description Cat. No.
RFID Handheld Interface, 52-Key Directional Pad 57RF-HH-56A
RFID Handheld Interface, 45-Key Pad 57RF-HH-56B
Table 21 - Handheld Accessories
Description Cat. No.

Domestic single-position charging cradle with cable,
USB cable, stylus

57RF-HH-56US1

Domestic wall-mount power supply, serial cable,
USB cable, stylus

57RF-HH-56US2

International power supply kit, serial cable,
USB cable, stylus

57RF-HH-56IN

Battery pack, rechargeable

57RF-HH-56BAT

Serial cable, 22.9 m (15 ft), RS-232

57RF-HH-56CA

64 MB CompactFlash card

1784-CFo4

128 MB CompactFlash card

1784-CF128
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Cable Overview

Electrical Installation

The Ethernet switch must be mounted inside a control panel. The Bulletin
S6RF interface block and Bulletin S6RF transceivers can be mounted on the
machine.

Figure 6 - Transceiver Mounting

Mounted on
the Machine

Mountedina

(abinet
®

il

T

“Allen-Bradiey

B> 1783-Us0sT

B

1783-US05T 56RF Interface 56RF Transceivers
Ethernet Switch Block

Figure 6 shows the three types of cables that are needed.

1. An Ethernet cable, RJ45 to M12-QD patchcord.
2. A 5-pin M12 to 5-pin M12 patchcord. The cable includes a shield that

connects to the functional earth point on the interface block.

3. A 4-pin female micro QD cordset that connects power to the interface

block.
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Attach a micro-style 4-pin female to the micro-style 4-pin male receptacle as
shown in Figure 7. The female side is used to daisy chain the power to another
device. The power connection is limited to 4 A. When the daisy chain
approach is used, the maximum number of interface blocks that can be
connected is determined by the total power consumed by each block.

IMPORTANT  Power must be connected to the male connector first. Do not connect power
to the female connector and leave the male connector exposed. The pins in
the male connector have 24V DC potential for short circuit.

Figure 7 - Pin Connections for the Aux Power Connectors
/- 2 Module Power +

/6-(:‘ :\]\}—1 Output Power +
Module Power - 3 \\\:,,/

4 Qutput Power -
Male

Module Power + 2

Output Power + 1 _k(\ —W

Output Power-4 yi_/\ 3 Module Power -

Female

The power for the output port is separate from the power to the remaining
portions of the interface block. This configuration allows the output device to
be turned off, while maintaining power to the transceivers, the input port, and
the EtherNet/IP connection. When the output is connected to the safety-
related portion of the machine control system, an actuator can be turned off,
while diagnostic information is still available to the machine control system.
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Power Connection Options

Each interface block is limited to 4 A total consumption.

Example 1: Daisy Chain the Power Connections

The example in Figure 8 allows for a simple and easy way to distribute power to
the RFID system. This approach is preferred when the total current of the
RFID system is less than 4 A.

Figure 8 - Power Option 1
56RF Interface Blocks

++-- -\I
D24\ 5A
—
-]
NL+ ol —
889D-R4AC-5 5
1606-XL120D | SR |
—H &l B W
889D-F4AC-5 o= =

889D-R4ACDE-5

Example 2: System Needs More Than 4 A

If multiple blocks are required on a machine and the current consumption
exceeds 4 A, then a combination of mini-style and micro-style connections can
be used to distribute the power. In the example shown in Figure 9, mini-style
cordsets, patchcords, and tees are used to configure the power. A mini-to-micro
style patchcord connects each S6RF interface block with the tee. In this
example, the power supply is a catalog number 1606-XLDNETS, which can
supply up to 8 A to the RFID system.

Figure 9 - Power Option 2

56RF Interface Blocks

8 @ B89

‘®

‘@

-}

889D-R4AENM-D2 889D-R4AENM-D2

1606-XLDNET8
]
== E=

DC24V/8A
NL& +-

889N-F4AF-20F

& l{lp

898N-43PB-N4KF

889N-F4AFNU-20F

S=INE (NN —E
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Transceiver Connection

The following shows the M12 QD female connector for the transceivers. Pin 5
is the cable shield connection and is connected only at the block to functional

earth (FE).

Digital Input Connection

Pin

Function

—_

24V DC power

Data +

24V common

Data -

v S| W N

Shield/FE

The following shows the female M12 QD input connector.

Digital Output Connection

Pin

Function

—_

24V DC power

Not used

24V common

Digital input

v | B W N~

Shield/FE

The following shows the female M12 QD output connector.

Pin

Function

—_

Not used

Not used

24V common

Digital output

v B W N

Shield/FE
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EtherNet/IP Connection

The following shows the D-Code M12 connector on the interface block.

Pin Function

Z 1 Tx+

—>
2 Rx+
3 50 1 ; ;
< X_

2 4 Rx-

5 Connector shell connected to FE

Use the catalog number 1585D-M4DC-H (polyamide small body unshielded)
or catalog number 1585D-M4DC-SH (zinc die-cast large body shielded)

mating connectors for the D-Code M12 female network connector.

Use two twisted-pair Cat SE UTP or STP cables.

D-Code M12 Pin | Wire Color Signal 8-Way Modular
RJ45 Pin

1 White-Orange Tx+ 1

2 White-Green Rx+ 3

3 Orange Tx- 2

4 Green Rx- 6

The S6RF interface block encoders can be connected in the following network
topologies:
e Star

o Linear

¢ Device Level Ring (DLR).
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Notes:
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EtherNet/IP Addressing

Star Topology The Star topology consists of a number of devices that are connected to central
switch. When this topology is used, only one Ethernet connection can be made
to the Bulletin S6RF interface block — this connection is made to the Link 1
connector. The Link 2 connection must remain unused.

Figure 10 - Star Topology
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Linear Topo'ogy The Linear topology uses the embedded switching capability to form a daisy-

chain style network that has a beginning and an end. Linear topology simplifies

installation and reduces wiring and installation costs, but a break in the
network disconnects all devices downstream from the break. When this
topology is used, both Ethernet connections are used. The network connection

to Link 1 or Link 2 does not matter.

Figure 11 - Linear Topology

RFID Interface
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Device Level Ring (DLR)
Topology

A DLR network is a single-fault tolerant ring network that is intended for the
interconnection of automation devices. DLR topology is advantageous as it
can tolerate a break in the network. If a break is detected, the signals are sent
out in both directions. When this topology is used, both Ethernet connections
are used. The network connection to Link 1 or Link 2 does not matter.

We recommend that you use no more than 50 nodes on one DLR, or Linear,
network. If your application requires more than 50 nodes, we recommend that
you segment the nodes into separate, but linked, DLR networks.

Smaller networks provide the following benefits:
o There is better management of traffic on the network.
e The networks are easier to maintain.

o There is a lower likelihood of multiple faults.

Additionally, on a DLR network with more than 50 nodes, network recovery
times from faults are higher. The maximum cable length between devices
cannot exceed 100 m (328 ft).

For more information on DLR network design and configuration, see

publication ENET-APO00S.

Figure 12 - DLR Topology
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Setting the Network Address

Fundamental IP Addresses:
192.168.1.xxx

Before using the S6RF interface block in an EtherNet/IP network, configure it
with an IP address, subnet mask, and optional Gateway address. This chapter
describes these configuration requirements and the procedures for providing
them. The address can be set in one of three ways:

o Use the Network Address switches.

e Use the BootP/DHCP utility (version 2.3 or greater), which ships with
RSLogix 5000°.

e Use RSLinx® software.

IP network addresses have a format of xxx.xxx.xxx.xxx. You must know what
values are being used for the network. If your network has the fundamental
192.168.1.xxx scheme, then you can simply use the three network address
switches. If your network is something other than 192.168.1.xxx, you must use
advanced tools, such as the BootP/DHCPserver, to assign an IP address. After
the address is set, you can use RSLinx to change the address.

If your network scheme is 192.168.1.xxx, then you can adjust the network
address switches to set the IP address. Remove the covers of the three network
address screws. Use a small blade screwdriver to rotate the switches. Align the
small notch on the switch with the number setting you wish to use. Valid
settings range from 001...254.

When the switches are set to a valid number, the IP address of the interface
block is 192.168.1.xxx (where xxx represents the number set on the switches).
Cycle the power and the valid setting becomes effective immediately.

The following example shows an address setting of 192.168.1.123.

x10

x100 X1

The subnet mask of the interface block is automatically set to 255.255.255.0
and the gateway address is set to 0.0.0.0. When the interface block uses the
network address set on the switches, the interface block does not have a host
name that is assigned to it or use a Domain Name Server (DNS).
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Advanced IP Addresses

The following steps show how to change the IP address from the fundamental
192.168.1.xxx to an advanced address. This procedure assumes the S6RF
interface block was already configured with an IP address using the network
address switches. The following examples show the change process using
specific addresses. You are not limited to these addresses; you can select any
address that meets their needs. In the following example, we change from

192.168.1.115 to 192.168.2.115.

1. Set address switches to 888 and cycle the power.

On the 56RF interface block, the address switches had previously been
to 115. Set the address switch settings to 888. Cycle the power and wait
until the MOD indicator is blinking red. The MOD indicator blinks
red once, green once, then solid red for a short while, then blinks green
once, and finally blinks red continuously (about once each second). This
process takes about 10 seconds after power is restored. The interface
block is reset to its factory setting.

2. Set the address switches to 999 and cycle the power.

On the 56RF interface block, set the address switch settings to 999.
Cycle the power and wait until the MOD indicator is solid green. The
MOD indicator blinks red once, green once, solid red for a short while
and finally turns solid green. This process takes about 10 seconds after
power is restored. The interface block IP address is reset.

3. Use BootP/DHCP Server to set new address

Use the BootP/DHCP Server utility to assign a valid address to the
interface block. From the Start button, select Programs >

Rockwell Software > BOOTP-DHCP Server > BOOTP-DHCP

Server.

|5‘_g,.| ER"] _}ES . JE] E-i - EE W [¥5] Document - M., | (1] 56510 Systerms... | 5 boms -

When power is restored, the interface block repeatedly broadcasts its
MAC ID and requests an IP address. The BOOTP-DHCP server
displays the MAC ID in the Request History panel.

35 BOOTP/DHCP Server 2.3 =101 %]

Type | Ethemet C) 1P Addhess Hastname:

%02 DHCP  0Q00BCESOR1D o The Interface Block repeatedly
215558 DHCP  DOROOBCESDOD

215454 DHCP  O00ECESDOD broadecasts its MACID,
25622 DHCP  (Q00BCESDOID ;
75406 DHCP  DR0BBCESDOD requesting an IP address.

2:5358 DHCP  OXOGECESDOID

Relstion List
New | { evasisooTe | Ensse e | oz aonribHe |
Ethenet Addess MAC) | Type | IP Addvess [ Hostname [ Descrpts
Status Enres
Unable to servics DHCP ESD01D. 00i25%
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Double-click one of the Ethernet addresses (MAC) of the device. The
New Entry dialog appears showing the Ethernet address (MAC) of the
device.

|

Ethemet Address (MAC}  [00:00:BC:E5:D0:1D
IPAddess: | 192 . 168 . 2 . 115
Hostname: IRFID_'I
Description: |55HFID Interface Blocld

.

Type in the IP address, host name, and description and click OK. The
host name and description are optional fields; they can be left blank.

The device is added to the Relation List, displaying the Ethernet address
(MAC) and corresponding IP address, host name, and description.
When the address is assigned to the S6RF interface block

¢ The Status message is updated

o The IP address appears in the Request History window.

35 BO0TP/DHCP Server 2.3 =101 %]

Fls Took Hebp

Fequest History
Clear History Add bo Foelation List I

Type | PMAC) | WP Addness

| Hostname: .
215202 DHCP  (O0BCESDOID 1921682115 _RFD_1 g 3
25802 DHCP  OO00BCESDOID
215830 DHCP  DOH00BCESDRID

25659 DHCP  DO00:BCESDOID ;I
Redation List

Ethemet Address T 1P Addsess Hostname | Descripb

O000:BCESDRID DHCP 1521682115 _RAD_1 SERF Interface Block
Sabus 1 Eniries
Sent 19216821 i £50010 HRLCE:

IMPORTANT  Wait for the Status message to show “Sent 192.168.2.115 to
Ethernet address 00:00:BC:E5:D0:1D.” This process can take up to
30 seconds.

4. At this point, the IP addresses of other devices are changed.
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Chapter 4

5. Change the Network Adapter to 192.168.2.1.

Open the network connections of the host computer. Highlight the
Internet Protocol (TCP/IP) connection. Click Properties. In the IP
address field, set the IP address to 192.168.2.1. Click OK. Click Close
to close the Local Area Connection window (this window must be

closed to apply the new address).

P ot s e 213 ST
Gereral | Advanced | Garmsad |
Correct using y P o
W cerlly, Oheemit, st
[ ek e ook Emathciet | cotire. | il
This conveciion uses the Folowing lems: £ Db an P ackress sutomalioal Change 1to 2

) File and Prinkes Sharing for Miciosoll Networks ;I U the bolowirg IP addhess.

W ¥~ Pass Protocol JEEE BOZ 1) v3430 1P addets: = e, .1
) = leime Frolocal (TCPAF) =

: : -| Subrel mask: [ = & o
‘ v

Disfault g T
o | |
Desciption T -3 ket ndopr o oo
Wcmwwﬁmmm 1 U the bollowire) DNS seiver addeesies:
2cies diverss interconnectad netwerks, Prefaned DNE server: . - -
S e .MDNSW . . . .
I Hokly o when
[
o] | =
6. Disable DHCP.

2% BOOTP/DHCP Server 2.3 I (=T )|

Fla Tooks Help

- Flequest History —
Claar History | Add to Flelation List I

i | Type MAC) | IP Address | Hostname B

215802 DHCP  DOORBCESDRID 1921682115 _RFD_Y
215302 DHCP  OR00BCESDCID
215830 DHCP  DO00BCESDRID
215814 DHCP  O000BCESDOID
215806 DHCP  O0:00BCESDOID
21:58:02 DHCP  OO00BCESDOID
21:56:58 DHCP  DO00BCESDOID ;]

 Relaion Lt
Hew | Deete | Ensbis BOOTP | Enabie DHCP | Disable BOOTP/DHCP |
X

Sent 192168.21 el ESDOID | ldESE |

Click (only once) the interface block in the Relation List to highlight it.
Then click Disable BOOTP/DHCP. This action instructs the S6RF

interface block to retain the IP address at the next power cycle.

Wait for the Status message to show that the command was successfully
sent. If not, repeat this step.

25 BOOTP/DHCP Server 2.3 3 =101 x|

. | Type | Eth MAC) | P Address | Hostname. &
2020 DHCP  CQOCBCESDRID
25302 DHCP  DO00BCESDOID 1921682115 _RFID_1
215802 DHCP  O}00BCESO01D
215830 DHCP  (M0BBCESD01D
5814 DHCP  DOMO0BCESDOD
215806 DHCP  DOMOBBCESDOID
25802 DHCP  DHODBCESDOID =l

 Relaion L
Hew | Deete | Ensbis BOOTP | Enstie DHCP |[ Divable BODTP/DHCF |

Ethemnet Addiess T 1P Address Hostname | Descript
OO0XECERDOD DHCP 1521682115 _RAD_1 SERF Interface Block

Status Enlies
[Disable DHCP] Command successiul ——— || 1z |
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Change IP Address from One

Click File > Save As to save the relationship, if desired.

Cycle the power to the 56RF interface block. You should no longer see
the S6RF interface block in the Request History panel.

From a DOS prompt, you can ping the new address. The response
should be four packets sent, four packets received and zero lost.

The easiest way to change the IP address from one non-simple address to

Advanced Address to Another another non-simple address is to use RSLinx. In this case, the three network

Advanced Address

42

switches on the S6RF interface block are set to 999, and the address has been
previously set using the BootP/DHCP server. The following example shows
how to change the IP address from 192.168.2.115 to 192.168.3.115.

*'@_\ RSLinx Classic Gateway - RSWho - 1 . =101x|
File Edit View Communications Station DDEJOPC Securty Window Help

2| &| £18| Bllz| ¥

192,168.2....

o e < 1763-L35E .,
Remove |

Driver Diagnostics
Configure Driver
Upload EDS file From device

Security...
Device Properties
Module Statistics

Modul uration pojosi11 [11:064M 4

For Help, press F1

After you open RSLinx, do the following:

1. Click the RS-Who icon.

Expand the Ethernet connection.
Right-click the RFID Adapter.
Click Module Configuration.

L S
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After the Configuration window appears, do the following:

1. Click the Port Configuration tab.
2. Set the Network Configuration Type to Static (if not already done).

3. Change the IP address to the new address. In this example, the address is
changed from 192.168.2.115 to 192.168.3.115.

AB_ETHIP-11192.168.2.115 RFID Adapter 2 Port + 1 In/1 DUE Configirat x|

. 115

Concel | Aok Help

Click Yes to confirm the change.

ControlLogix Gateway Tool X|

) Changing the IP Address of this modules will cause all
< connections routed through this module to become broken.

Do you wish to continue?

Click OK to close the configuration window.

RSLinx places an X over the RFID adapter because it can no longer
communicate with it.

«3* RSLiny Classic Gateway - RSWho - 1

=101 x|

Fila Edt View Communications Station DODEJOPC Securky Window Help

=] ] S18) slie] ¥

[Err—— o

W Auchiowse Browsing - node 132.168.2.214 found
= EJ Werkstation, LSCHMEROLKICH
a5 Lirce Gakeways, Ethernet X w
= &5 AB_ETHIP-1, Fthernet
192.160.2.1 RFID Adap I ar 2 Port + 1 Injl On
= M 182.168.2.214, 1769-L35E Ethernat Port, 1769-L35E Ethernat Port

192,168 2., 192.168.2....
d |RFID Adap... I769-L3SE...

For Halp, prass FL [ [ [ [osjovin [10:3zPm ¢

Use the same steps to change the IP address of the other devices on the
network.

Change the Network adapter address to 192.168.3.1.

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018 43



Chapter4  EtherNet/IP Addressing

IP Address 888

Close and reopen the RSWho window. The older addresses are not
available and the new addresses (192.168.3.115 and 192.168.3.214)

appear.

< RSLink Classic Gateway - RSWhe - 1 =101 x|
Fle Edt Vew Communications Station DOE[OPC Sexurty Window Help

2| &l £18) Bliz| ¥

152.168.2. 115, RFID Adapter 2 Fort + 1 Infl Cut, RFID Adapber 2 Port + 1 Infl Out lFllﬂ.D-IdIﬂ
- 192.168.2.214, 1763-L35E Ethernek Port, 1769-L35E Ethernet Port
J 192.168.3,115, RFID Adapter 2 Port + 1 Inf1 Out, RFID Adaptar 2 Port + 1 Inf1 Cut
BB 192, 168.3.214, 1765-L35E Etharmnet Port, 1769-L35E Etharnat Port

[ | [oomin [ioasen

IMPORTANT  If DHCP is not disabled, the 56RF interface block shows two requests
in the DHCP Server at each 56RF interface block power up.

In the following example, power was cycled to the S6RF interface block
at 7:45:16, 7:47:47, 7:49:06, and again at 10:56:00. Each time power
was applied, the S6RF interface block notified the BootP/DHCP server
of its IP address, which indicates that DHCP has not been disabled. If
DHCTP is disabled, the S6RF interface block would show nothing.

% BOOTP/DHLP Server 2.3 =10l x|
Fia Tools Help

~Request Histoy
Clear History | Addto Retaion List |

fhemincsec) | Type | Ethemet Address MAC) IP Addess | Hostname | -
10:56:00 DHCP  DO:00:BCESDOD 192 168.2115 _AFID_1

10:56:00 DHCP  00:00:BCESDOID

74306 DHCP  D0-0GBCESDO1D 1321682115 _RFID_1 — b
7:4306 DHCP  0D:00BCESDO1D DHCP has not
7:47:47 DHCP  DD.00BCESDO1D 1321682115 _RFID_1 — i

74747 DHCP  0D.00BCESDO1D s
?:4_5:15 DHCP EME&EEDI}.‘ID 1921682115 _RFID_1 f— ;I

'~ Relation List
Mew | Delete | Enable BO0TF | Enatle DHCR | Bisable BOOTR/OHCE |

Ethemet Address T IP Addvess: Hosiname: D
00:00-BCESDOAD DHCP 1921682115 _RFID_1 SERF Interface Block

St e
Received enor message from 00:00:BC:ESDOD. [Set_Atinbute_Single] [16) 1of256 |

Address 888 is used to reset the interface block to the factory defaults. Rotate
the address switches to 888 and cycle the power. The interface block clears out
the current assigned IP address.

The MOD indicator blinks the following pattern: blinks red once, green once,

then solid red, then blinks green once, and final blinks continuous red about
once each second. The reset process takes about 10 seconds.
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Mechanical Installation

Each of the transceivers has a similar but unique RF field that it generates.

Fastening Attach the transceiver to the flat plate with M5 screws. The tightening torque
must be 1.5 N-m (13.3 Ib-in) for the M5 screw.

Spacing Between Installing multiple transceiver causes radio frequency interference and may
Transceivers result in the difficulty of the tag communication. Keep a sufficient distance
between the transceivers as shown in Figure 13.

Figure 13 - Spacing Between Transceivers [mm (in.)]

TML >300(11.8)
i 12l

Square Transceiver

J 2600 (23.6)
—>

2600 (23.6)

Rectangular Transceiver
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Spacing Next to Metal
Surfaces

Metal

Transceiver Field Maps

46

$ >30(1.2) I >50(2)
i

<>
LO

For the square transceiver, the communication distance drops significantly
when the distance between the transceiver and any surrounding metal is

30 mm (1.2 in.) or less. For the rectangular transceiver, the communication
distance drops significantly when the distance between the transceiver and any
surrounding metal is 50 mm (2 in.) or less.

Figure 14 - Transceiver Spacing with Metal Surfaces

Metal

5]

Square Transceiver I

Rectangular Transceiver

The transceiver has a three-dimensional RF field emanating from its sensing
surface. The field consists of a main center lobe and a secondary side lobe.

The RF tags must enter the RF field once, stay long enough to complete the
read and write cycles, and then to leave the field smoothly and efficiently.

Ideally, the RFID tag should pass through the widest section of the main lobe.
This arrangement maximizes the time that the transceiver has for reading and
writing. Avoid the top of the field, and avoid the side lobes.

The preferred direction of travel is for the tag to pass across the RFID sensor
surface. The tag can also approach the sensor surface directly and then move
away directly backwards or to the side.

Figure 15 on page 47 shows the field map of the 65 x 65 mm (2.6 x 2.6 in.)

transceiver.

Rockwell Automation Publication 56RF-UMO001B-EN-P - April 2018



Mechanical Installation ~ Chapter 5
Figure 15 - 65 x 65 mm (2.6 x 2.6 in.) Transceiver
RFID Tag
D
Alternate
Direction of Travel
100
OFF OFF
Preferred / \ -—
RFIDTag  pirection of Travel . / \ ldeal | pccepta
<—'_E / o \ SRZ?]S'QQ Sensing
£ \ / y MNGE | Range
g
.‘Q‘E }HQ\ // Side Lobe
5/ \ w [ \
-80 40 40
Misalignment (mm)

Referenced for a 50 mm (2 in.) disc tag

The field map for the 80 x 90 mm (3.1 x 3.5 in.) transceiver, which is shown in
Figure 16, is similar.

Figure 16 - 80 x 90 mm (3.1 x 3.5 in.) Transceiver

RFID Tag
G
Alternate
Direction of Travel
150 / \
OFF / AN OFF
// \\
Preferred T
RFIDTag  pirection of Travel / \ ldeal 1 Acceptable
Sensing Sensing
on 4 Range | Range
\ /
25 \
- Sidelobe \, /  SideLobe
= ~ ~\
z / AN 1/ \
e / A\ /4 \
oL/ \ T 4 \
-150 -100 -50 50 100 150
Misalignment [mm]
Referenced for a 50 mm (2 in.) disc tag
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Notes:
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Chapter 6

Procedure

Add Your RFID Interface Block to an
RSLogix 5000 Program

1. Open RSLogix 5000°.
2. Click File>New.

£ RSLogix 5000
rFkEdtheaerochmmaﬁorsTodswmwl-

@ New... N Ctrl+N |

= Open... Wy Ctri+0 —
Close £

H gqb Ctri+S I B
Save As., J ™

3. Enter the new controller information.

-y
New Component 3
Import Component »
.-:|:||_'1:|J:|.':|:"_
Page Setup...
Gsenrrate Rennrt
x|

x
Vendor: AlenBradiey
Type: |1739-L35E CompactLogiS335E Controller _:J ] oK |
Revision: 19 > Cancel |
I™ Redundancy Erizbied Help I
Natme: [RFID_Test_Project
Description: This test project shows how to quickly get started witha = |
SERF RFID spstem in RSLogo
=
Chassss Type: I N j
3 5 afely Parines Slot: <nane
Create In: |C:\Program Files\Rockwel Software\RSLogix Programs Browse... |

4. Right-click the Ethernet port of the controller.
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Chapter6  Add Your RFID Interface Block to an RSLogix 5000 Program
5. Click New Module.
ontroller Organizer
§ =5 Controller RFID_Test_Program
4 [ Controller Tags
& [ Controller Fault Handler
L= ) 1 Power-Up Handler
=5 Tasks
=48 MainTask
#-C% MainProgram
[ Unscheduled Programs | Phases
=51 Motion Groups
[ Ungrouped Axes
[ Add-On Instructions
=5 Data Types
L@ User-Defined
23] Strings
() Add-On-Defined
-Cy Predefined
Ly Module-Defined
1 Trends
=15 1fO Configuration
= {11 Backplane, CompactLogix System
%9 1769-L35E RFID_Test_Program
Chrl%
Chri+C
Chrl+Y
Del
Chrl+E
Alt+Enter
Print »
6. Select the desired S6RF module and click OK.
(M sclect Madule x|
[Modue Desciiption WVendor
) Digital
% Dvives
= Specialty
SHRF_IN_IP RFID Interface Module Allen-Bradiey
48MS-SNIPF1-M2  MultiSight Vision Sensor, 6men lens Allen-Bradiey
48MS-SNIPF2-M2 MukiSight Vision Sensor, 12mm lens Mme:
F-]N—m % RFID ICode Interface M#CM 2 Digtal Inpu.. M
SERF-IN-IPS12 RFID ICode Interface Modube (Single Channel 1 Digital In ... Allen-Bradiey
Find. | AddFavarte |
By ByVendo | Favoiies |
ok | caesl | He |
4|
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General Tab The general panel describes the device, its definition, and its IP address. Make
the changes that are shown in the following image and click Apply.

9% | | M Module Propertics: LocalENS {S6RF-TN-TPDZZ 1.1) =10 x|
Ganeral | Cormection | Mohie Info | Intemet Protocol | Post Configuaation |
SERFNAPDZ2 AFID Cods Interface Modue [Dual Channel 1 Dighal In / 1 Digtal .
Cata Types
1 Trends Ethemet Addiess
] 110 Configuration g )
:maﬁwlw,cmmmm & PiveloNetwok: 19521881, [ 1152 4
1763 35E RFID_Sample_Cods V1 - i T
= 1769-LI5E Ethemmet Port LocaENg =
= #a Etherrat . chums [
9 searan-woezia RFI0_I |
4} 1769-135E Ethernet Port LocalENG ;““ﬂnm 7
i Compactas Lacal enes. Chonge... I
Revision: 11
Electieric Keving. Compativie Moz
Cormection: Data
CotaFormt s 44— 3
Stati: Offine [k ] caeel | Heo |

1. Enter a name for the module. In this example, the name is RFID_1. You
may have multiple modules, so be sure to give it a brief but descriptive
name. The name that you assign to the module appears in the Controller
Organizer navigation pane. The name also appears in the description of
the tags, which are described later.

2. Enter a description of the module or its function.

3. The Data Format can be left as SINT (preferred) or changed to INT
(for compatibility with non-Rockwell Automation RFID tags).

TIP  ASINT is a signed single-byte integer, which can represent numbers from -
255...255 in decimal format (-F. . . FF in hexadecimal format). An INT is a
signed 2 byte integer, which can represent numbers from -65535. . .65535
in decimal format (-FFFF. . .FFFF in hexadecimal format).

4. Set the Ethernet Address for the module. In this example, the address is

192.168.1.115. The 115 reflects the address of the three rotary switches
on the Bulletin 56RF interface block.
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Add Your RFID Interface Block to an RSLogix 5000 Program

52

Ethernet Address

When the controller is offline, the Ethernet address can be set. You have three
options.

1. When a Private Network is used, click the Private Network radio
button. Enter a value for the last octet between 1...254. Be sure not to
duplicate the address of an existing device. In following example, the
address of the RFID block is 192.168.1.115.

[~ Ethemet Address

& Private Network: 192.168.1.

"5_:]

" IP Address: |

€ HostName: |

2. When multiple networks exist, you can elect to set the address to some
other value. When offline, simply click the IP address radio button and
enter the desired address.

~ Ethemet Add

C Private Network: 192.1&&1.| _J:;|
@ ipa I_:]zuu.1 . 33 .105

€ Host Name: I

3. Click the Host Name radio button and type in the name of the host. In
the following example, the host name is QPACK4.

 Ethemet Add

C PrivateNetwork: ~ 1921681.[ =
C IPAddess: |

% Host Name: IQPACK4
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Module Definition You should not have to change the default values. If necessary, changes can be
made by clicking the Change button.

You can change the Series, Revision, Electronic Keying, Connection, and Data
Format. Click the down arrow on the Data Format field and select SIN'T.

x|
Series: Iﬁ 'l
Revision: =0 13
Electronic Keying: | Compatible Modvie 4
Comecion: |
—_—
|DataFormat: |SINT >

Cancel | Hep |

Click OK to accept the changes (or Cancel to retain the original settings).
Click Help for more info.

Connection Tab You should not have to change any settings on this tab.

General®  Conrection | Modue Info | Inktemet Frotocel | Port Configueation |
Requested PacketIntel P} [200 =1 maf20-7500)

I Inhibt Module

™ Miajor Fast On Corinoller If Conrescion Fad Whie in Foun Mode

¥ Use Unicast Connection over EtheiNetiP

Moduls Faull

Setting

Description

Requested Packet Interval

Specify the number of milliseconds between requests for information from the
controller to the RFID block. The block may provide data on a shorter interval, but if
no data is received, the controller asks the RFID block for a status update. Minimum
setting is 2. Maximum setting is 750.

Inhibit Module

When checked, the RFID block is not polled for information, and the controller
ignores any information that is provided.

Major Fault on Controller If
Connection Fails While In
Run Mode

Check this box if a connection failure is considered a major fault.

Use Unicast Connection
over EtherNet/IP

Unicast connections are point-to-point connections. Multicast connections are
considered one-to-many. Unicast reduces the amount of network bandwidth used.

Module Fault

Fault messages appear in this box.
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Module Info Tab The Module Info tab contains read-only data that is populated when the

controller goes on-line (a program is downloaded to or uploaded from the
controller).

In the left panel, the Add-on Profile (AOP) shows the vendor, product type,

product code. Revision level, serial number, and product name.

General | Connection Modude Info | Intemet Protocol | Port Configuration |

[~ Identification [~ Status
Vendor. Allen-Bradley Major Fault: None
Product Type: Minor Fault: Mone
Product Code:  SERF-INIPD22 Inbemal State: Fun mode
Revision: 1.1
Serial Number: 00020004 Configured: Configured -
Product Mame:  RFID Adapter 2 Port + 1 Owned: No
In/1 Out

Module Identit:  Match

Refresh Reset Module | *

Status: Running ok | camcel | b | Hep |

In the right panel, the AOP shows the fault status, internal state (that is, Run
mode), and whether the file is owned and Module Identity.

The Refresh and Reset Module button are active when the controller is online.
e Refresh

Click this button to refresh the data in the window.
e Reset Module

Click this button with care as it disconnects the module momentarily
and control is interrupted. The following warning window appears.
=

'E DANGER. Connection Interruption,
.

Reset should not be performed on a module currently being used for control,
The connection to the module will be broken, and control may be interrupted.

Continue with Reset?

Yes No | Help I

Click Yes or No as needed. Click Help for further information.
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For the purposes of this user manual, you are expected to use a Private Address,
that is, an address of 192.168.1.xxx. This window is automatically populated
with the data.

Internet Protocol Tab

~ioix]
General| Connection | Modue Info Intemet Protocal | Port Configuration |
Internet Protocol [IP) Settings
IP setlings can b By conligured of can be fi
if the network supports this capabiity.
& Manually configure IP setlings
" Dbtain IP seltings sutomatically using BOOTP
" Obtain IP selfings automatically using DHCP
€ [P settings set by switches on the module
IP Settings Configuration - =
Physical Module IP Address: | 192 . 168 . 1 . 115 Subnet Mask: [2%5 .25 .255. 0
Gateway Address: 0.0.0.0
Domain Name: Primary DNS Server
[ Erny 0.0.0.0
Host Name: [ pene DS 0 . 0 . 0 . ¢
Piefresh communication | “
Status: Running ok | Cocel | eob | e

The Port Configuration fields should not need to be changed for the Quick

Start process. These fields only become active when the controller is online.

Port Configuration Tab

The number of ports shown in this window varies depending on the block
used. There should be either one or two ports.

The following window shows two ports. Port 1 is active, while Port 2 is

inactive.
General | Connection | Module Info | Intemet Protocol - Port Configuation |
e i - R
font ok ;‘“"‘Imo-w Current | Selected | Current D-wnoeaicsl
1 ¥ |Active A _F 1100 Mops = ||Full _:J
2 | # |inactive ¥ =100 mops ~Ful ]
Status: Running 114 I Cancel | ‘opl Help
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Click the ellipsis (...) under the Port Diagnostics. A window pops up showing
the communications taking place between the controller and the transceiver
that is connected to the port.

Port Diagnostics - Port: 1 i x|
rInterface Counters i~ Media Counters
Octets Inbound: 35877556 Alignment Errors: o
Octets Outbound: 34787883 FCS Emars: 0
Unicast Packsts Inbound: 106456 Single Colisions: 0
Unicast Packets Outhound: B5172 Multiple Colisions: o
Morrunicast Packets Inbound: il SQE Test Ermors: 0
Mon-unicast Packets Outbound: a Deferred Transmissions: (1]
Packets Discarded Inbound: i} Late Colksions: a
Packets Dizcarded Outbound: o Excessive Colisions: a
Packets With Emors Inbound: ] MAL Transmit Emors: 0
Packets With Emors Outbound: o MAL Recaive Enors: 0
Unknown Protocol Camier Senze: 1}
Packets Inbound: (1] Frame Too Long: i}

|u:m| Help
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RSLogix 5000 Controller Tags

During the module installation, the RFID_1 tags are automatically loaded as
controller tags, which makes the tags available to all programs.

In the Controller Organizer, click the Controller Tags.

Scape: [} RFID_Samele_C =] Shore [AlTags =][=
Mame [=2 & | Value ¢ |FoceMask +[Syle  [DataType
Disablel [1] Decimgd | BOOL
& _RAD_1.C <——— Configuration Tags ) o |AB-GERF_IN_IPDZ2C:0
#_RFD_tI <— Input Tags to} i AB-BGRF_IN_IPD22_SINTL0
#_RAD_1:0 «¢——— Qutput Tags (ol fo-cd AB:56RF_IN_IPD22_SINT:0:0
 Addess i [ o Decind | INT
£ A Value [ Decinal | INT
o Baud_Rate [ Decinal |INT
=8 E‘%}‘[%"-ﬁ& “ [ Block_Nurber 3 Decinal |INT
= 4 1769-495E Ethemet Port LocaleNG ok ke 0 Deciesl HE
= & Ethemnet |EEBytes,_pes_Block 1 Decimal _|INT
¥ SeRFIN-PDZZIA_RFID_1 Change_Pol 0 Decinal | BOOL
AP 1763-L35E Ethernet Port LocslENG Change Fol CMD 0 Decimal | BOOL
B CompactBus Local Change_Poll CMD_ONS o Decinal | BOOL

Three categories of tags appear. The tag name is composed of the module name

followed by a:
e “:C” for Configuration
o “I” for Input
e “:0O” for Output.
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Configuration Image Table

and Tags

58

Expand the RFID_1:C by clicking the “+” box to show the configuration
image table, which has the following tags:

Scope: [0 AFID_Sampie_P =] Show: [0 Tags [
|| Hame = & [vaius | Force Mask +[Style | Data Type

S RADIC | )| G| ABSGRFINIFOZCO

] Aro_TConbmoe nisz00 Decinal_DINT
|| & RAD_1:CChBaudRate 115200 Decmal |DINT
L] Fanoicom of Decinal _[B0DL
| | -ARD_1.CPo0FautMode o Decmal _|BOOL
|| RAD_1.CA00Fsultvaie o [Decimal |BOOL
|| #RAD_1.Ccroraa0ion 1000 [Decmal |INT
] 00F R0 2000 |Decidl |INT_
| -AAD_iCPoNoLosEn 1 [Decimal [BOOL_
] -Ario_v.cPoooperiecn 1| [DecinalB00L
] -AA0_v.cPO00wpuShonCucuitn of |Decinal_|B00L
] Aro_1.cPotoghods o] [Decinal_|BO0L
| | | -RAD_1-CPO0PogTcFaukEn 1 |Decimal |BODOL
|| -RAD_)-CPO0Pogvaue o Decimal|BOOL
| RFID_1-C PO0ShotCircutEn 0| |Decimal |BOOL

Tag

Description

(hOBaudRate

The communication rate for Channel 0 from the RFID block to the RFID transceiver is
stored in this tag. Allowable communication rates are 9600, 19200, 38400, and
115200. The default value is 115200.

Ch1BaudRate

The communication rate for Channel 1 from the RFID block to the RFID transceiver is
stored in this tag. Allowable communication rates are 9600, 19200, 38400, and
115200. The default value is 115200.

(RN

The Configuration Revision Number is used internally with RSLogix™ for
configuration information. You do not need to use this tag.

PtOOFaultMode

The Pt0OOFaultMode is used with FaultValue to configure the state of output 0 when a
communications fault occurs. A value of 0 means that, if there is a communications
fault, the value in FaultValue is used (Off or On). A value of 1 means that the last state
is held. By default this value is 0.

PtOOFaultValue

The PtOOFaultValue is used with FaultMode to configure the state of output 0 when a
communications fault occurs. A value of 0 is Off, and a value of 11is On. By default the
valueis 0.

PtOOFilter0ffOn

The Pt0OFilterOffOn is used to determine the Off to On-delay time for input point 0
before the interface considers the input point on or True. A value of 0 indicates that
there is no delay from an off condition to an on condition; the only delay would be a
hardware delay. A value >0 would delay the input turning on by the configured value
in milliseconds. By default this value is 0.

PtOOFilterOnOff

The Pt00FilterOnOff is used to determine the On to Off delay time for input point 0
before the interface considers the input point off or False. A value of 0 indicates that
there is no delay from an on to off condition; the only delay would be a hardware
delay. A value >0 would delay the input turning off by the configured value in
milliseconds. By default this value is 0.

Pt0ONoLoadEn The Pt0OONoLoadEn is used to enable or disable No Load diagnostic detection for
output 0. A value of 1 means that No Load diagnostic detection is enabled. A value of
0 means that No Load diagnostic detection is disabled. By default this value is 0.

Pt000penWireEn The Pt00OpenWireEn is used to enable or disable the open wire detection for input

point 0. A value of 1 means that open wire detection is enabled. A value of 0 means
that open wire detection is disabled. By default this value is 1.

Pt00OutputShortCircuitEn

The Pt00OutputShortCircuitEn is used to enable or disable the short circuit detection
for output point 0. A value of 1 means that short circuit detection is enabled. A value
of 0 means that short circuit detection is disabled. By default this value is 0.

Pt00ProgMode

The Pt00ProgMode is used with ProgValue to configure the state of output 0 when
the controller is in Program mode. A value of 0 means that the ProgValue (Off or On)
is used when the controller is in Program mode. A value of 1 means that the last state
is held. By default this value is 0.

Pt00ProgValue

The Pt00ProgValue is used with ProgMode to configure the state of output 0 when
the controller is in Program mode. A value of 0 is Off, and a value of 1is On. By default
this value is 0.

Pt00ShortCircuitEn

The Pt00ShortCircuitEn is used to enable or disable the short circuit detection for
input point 0. A value of 1 means that short circuit detection is enabled. A value of 0
means that short circuit detection is disabled. By default this value is 0.
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Input Image Table and Tags

Expand the RFID_1:I by clicking the “+” box to show the input image table,

which has the following tags:

# Controller Tags - RFID_Sample_Program_¥1(controller)

Scope: [j]RFID_Saﬂde_P vl Show, |1 Tag:

== o | Ve

Rl s

O00O00000O0000 Dm)

= -RFID_1:1 ] foend {oeedl

0.
n. bt dinant
| {ois}] {vaad] (AB-SBAF_IN_IP_Stuct_Ircl-0(2)
| 240000_0000_0000_000. . . | \Binay |DINT
| 240000_0000_0000_000. .. | \Binoy | DINT
|Decinal _|BODL
|Decimel | BOOL
|Decimel |BOOL
|Decimal BOOL.
|Decimel | BOOL
|Decimdl|BOOL
[Decimal_[B00L
|Decimal _|BODL
|Decimal |BOOL

ololalololelelale

Tag

Description

AuxPwrFault

The AuxPwrFault bit indicates if there is no auxiliary power detected. A value of 0
indicates no fault, a value of 1 indicates a fault condition.

BlockFault

The Block Fault bit indicates if any of the RFID channels or input/output pointsisin a
fault condition. A value of 0 indicates that the RFID channels and input/output points
are functioning correctly, a value of 1 indicates one or more of the RFID channels and/
orinput/output points are in a fault condition. Individual RFID channel fault bits are
contained within each associated Channel[x] input word.

Channel

See Input Channel Tags on page 60.

Fault

The Fault word is a 4-byte value that stores the connection status between the
interface and the controller. A value of 0 indicates that a connection has been
established, and value of -1 indicates no connections.

ModuleStatus

The Module status is a 4-byte value that contains the overall status of the module. A
value of 0 or 1indicates that the module is functioning with no faults, a value greater
than 1 indicates that a fault condition exists. The ModuleStatus word varies slightly
based on the configured unit.

Pt0OData

The Pt00Data bit indicates if the status of input point 0. A value of 0 indicates open, a
value of 1 indicates closed.

Pt0OInputFault

The Pt0OInputFault bit indicates if the input point 0 has a fault condition. Input faults
would be Open Wire and/or Short Circuit. A value of 0 indicates no fault condition,
whereas a value of 1indicates a fault condition.

Pt00InputShortCircuit

The Pt00InputShortCircuit bit indicates if the input point 0 has a short condition. A
value of 0 indicates no fault; a value of 1 indicates a fault condition. Short circuit
detection can be enabled or disabled during configuration.

Pt0ONoLoad

The Pt0ONoLoad bit indicates if the output point 0 has a no load condition; No load
detection only occurs when the output point is OFF. A value of 0 indicates no fault; a
value of 1 indicates a fault condition. No load detection can be enabled or disabled
during configuration.

Pt000penWire

The Pt000penWire bit indicates if the input point 1 has an open wire condition. A
value of 0 indicates no fault, a value of 1indicates a fault condition. Open wire
detection can be enabled or disabled during configuration.

Pt000utputFault

The Pt000utputFault bit indicates if the output point 0 has a fault condition. Output
faults would be No Load and/or Short Circuit. A value of 0 indicates no fault; a value
of Tindicates a fault condition.

Pt00OutputShortCircuit

The Pt00OutputShortCircuit bit indicates if the output point 0 has a short condition. A
value of 0 indicates no fault; a value of 1 indicates a fault condition; output short-
circuit detection only occurs when the output is ON. Short circuit detection can be
enabled or disabled during configuration.

Pt0OOReadback

The PtOOReadback bit indicates the status of the output point Pt00Data. If the output
bit Pt00Data is 1, indicating that the output has been commanded to turn ON, then
when the output point turns ON PtOOReadback contains the value of 1.

Run

The Run bit indicates if the block is in run or program mode. A value of 1indicates
that the block is in run mode, a value of 0 indicates that the block is in program
mode.
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|nput Channel Tags Expand the RFID_1:Channel by clicking the “+” box to show that two
channels exist (Channel[0] and Channel[1]). Expand the RFID_1:Channel[0]
by clicking the “+” box. Each channel has the following tags:

# Controller Tags - RFID_Sample_Program_¥1{controller)

Scope: &lHFID_SampIa_Pv Show: [All Tags vl .
Name |2 # | Value € | Force Mask €| Style Data Type
[=-RFID_1:.Channel ool Tacal) AB:SERF_IN_IP_Stuct_In:02]
= RFID_1:1.Channel0] e ) {e--} |AB:SERF_IN_IP_Struct_Inl:0
t—RFID_1:I.Channel[0].Busy 0 Decimal |BOOL
[+-RFID_1:1.Channel[0]. ChE rror 0 Decimal | SINT
[+-RFID_1:1.Channel[0]. Command 0 Decimal  |INT
RFID_1:|.Channel[0].ContReadM... 0| Decimal |BOOL
FF-RFID_1:|.Chanrel[0].Counter 0 Decimal |INT
[H-RFID_1:|.Channel[0].Data (.1 {...} |Decimal |INT[40]
—RFID_1:1.Channel[0].F ault 0 Decimal |BOOL
FH-RFID_1:1.Channel[0] Length 0 Decimal [INT
RFID_1:1.Channel[0] Reset 0 Decimal |BOOL
—RFID_1:1.Channel[0] ResetinPro... - B 0 Peci'njl BOOL
“~RAFID_1:.Channel[0]. T agPresent 0 Decimal |BOOL
[#-RFID_1:1.Channel[1] oo o, AB:SERF_IN_IP_Struct_Ircl:0
Tag Description
Busy The channel Busy bit indicates the status of an RFID channel. A value of 0 indicates

that the RFID channel is not executing a command, a value of 1indicates that a
command is in the process of executing on that channel.

ChError The channel ChError is a 1-byte word that contains the last error code for that
channel. A value of 0 indicates no error, a value >0 indicates some error. See Error
Codes for RFID Interface Block on page 131 for a list of the error codes.

Command The channel command word is a 2-byte value that stores the last command that the
channel received; at powerup this value must be 0. The allowable commands are

listed in Table 22 on page 61.

ContReadMode The channel ContReadMode bit indicates the status of Continuous Read Mode for an
RFID channel. A value of 0 indicates that the RFID channel is not in continuous read
mode; a value of 1indicates that the RFID channel is in continuous read mode. While
in Continuous Read Mode, the interface ignores all other commands except a Stop
Continuous Read.

Counter The channel counter word is a 2-byte value that increments its value by 1 after the
interface has completed execution of a command. This value rolls over to 0 after it
counts to 65535 and starts again; at powerup this value must be 0.

Data Depending on the Data Format, the channel Data word is an array of either 2-byte
values or an array of 1-byte values that total 160 bytes in length. This array is used to
store information that is returned from the RFID interface. Upon completion a
command, reply data is deposited in this array and the length of the reply (in 16-bit
word increments) is placed within the associated length field; at powerup this value
must be 0.

Fault The channel fault bit indicates the fault status of the RFID channel. A value of 0
indicates that the channel is operating normally, a value of 1 indicates that the
channel has faulted.

Length The channel length word is a 2-byte value that indicates the data length for specific
commands. Upon completion of a command, this word is populated with the number
of 16-bit words returned to the data field; at powerup this value must be 0.

Reset The channel reset bit indicates the reset status of the RFID channel. A value of 0
indicates that the channel is not in reset, a value of 1 indicates that the channel has
completed a reset.

ResetInProgress The channel ResetInProg bit indicates the status of an RFID channel reset. A value of 0
indicates that the RFID channel is not currently undergoing a reset; a value of 1
indicates a reset in progress on that channel.

TagPresent The channel TagPresent bit indicates the status of a tag at the RFID channel. A value
of 0 indicates that there is not tag present at the transceiver; a value of 1indicates
one or more tags have been detected at the transceiver.
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Table 22 - Allowable Commands

Value Command Description

1 Read Single Block Reads a single block of user data.

2 Read Multiple Blocks Reads multiple blocks of user data from a tag.

3 Multi-tag Block Read Reads information from up to four tags.

4 Read Byte Reads bytes of user data from a tag.

5 Start Continuous Read Initiates continuous read mode.

6 Stop Continuous Read Stops continuous read mode.

8 Teach Continuous Read Provides the ability to set the best time to start reading in
continuous read mode automatically.

10 Write SingleBlock Writes a single block of user data.

n Write Multiple Blocks Writes multiple blocks of user data to a FRAM tag.

12 Multi-tag Block Write Writes multiple blocks of user data to up to four tags.

13 (lear Multiple Bytes Clears multiple bytes of user data in a tag.

14 Write Byte Writes bytes of data to a tag.

20 Inventory Counts the number of blocks in the field (up to four) and
returns the UUID of the first tag in the field.

31 Read Transceiver Settings Read Baud Rate, Device ID,Retry Time, and Gain.

33 Get Version Information Retrieves the firmware revision from the transceiver.

34 Get System Information Gets Info Flags,UUID, DSFID, AFI,Memory Size, and IC
Reference from Tag.

40 Lock Block Locks blocks of memory.

| Write AFI Write the AFI byte to the tag.

'y} Lock AFI Locks the AFI byte from future changes.

3 Write DSFID Writes the DSFID byte to the tag.

4 Lock DSFID Locks the DSFID byte from future changes.

45 Get Multiple Block Security Status | Retrieves that security status of multiple blocks within a tag.

output |mage Table and Tags Expand the RFID_1:0 by clicking the “+” box to show the output image table,
which has the following tags:

Scope: | §1 RFID_Sample_P vI Show: [All Tags - IV.

Name =S & |dee € | Force Mask “l Style Data Type
= RFID_1:0 |  {eedd| (eend|  |ABBEAFINIPD220:0
F-RFID_1:0.Channel e | AB:SERF_IN_IP_Struct Out0:0[2]
- RFID_1:0.Pt00D ata 0 Decimal |BOOL
RFID_1:0.Run 0 Decimal |BODL
Tag Description
Channel See Output Channel Tags on page 62.
Pt0OData The Pt0OData bit is used to turn output point 0 either on or off. A value of 0 is used to
turn off the output point, a value of 1is used to turn on the output point.
Run The Run bit is used to place the RFID block into run or program mode. A value of 0 is

used for program mode, a value of 1is used for run mode. When in program mode,
the interface maintains the connection to the processor but does not execute
commands. The discrete output point follows the mode of the processor and the Run
bit, with the Run bit overriding.
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0utput Channel Tags Expand the RFID_1:Channel by clicking the “+” box to show that two
channels exist (Channel[0] and Channel[1]). Expand the RFID_1:Channel[0]
by clicking the “+” box. Each channel has the following tags:

# Controller Tags - RFID_Sample_Program_¥1(controller) .

Scops: |1 RFID_Sample_P | Show: [ Tags K3
Name =S 2 | Value € | Force Mask « Style Data Type
EVRFIDJ 40.Channel ool Nooolk AB:5BAF_IN_IP_Struct_Out:0:0[2]
[=-RFID_1:0.Channel[0] foool el AB:56RF_IN_IP_Struct_Dut0:0
- [+-RFID_1:0.Channel[0] Address o) |Decimal |INT
FH-RFID_1:0.Channel0] BlackSize 0 Decimal |INT
F-RFID_1:0.Channel[0].Command 0 Decimal |INT
FH-RFID_1:0.Channel[0]. Data fooo] {-..} Decimal |INT[SE]
F+-RFID_1:0.Channel[0] Length 0 Decimal |INT
—RFID_1:0.Channel[0] Reset 0 Decimal |BOOL
[H-RFID_1:0.Channel[0]. Timeout 0 Decimal |INT
[+-RFID_1:0.Channel[0].UIDHi 16#0000_0000 [Hex DINT
FH-RFID_1:0.Channel[0].UIDLow 1640000_0000 Hex DINT
[H-RFID_1:0.Channel[1] [ ool AB:5ERF_IN_IP_Struct_Out.0:0
Tag Description
Address The channel Address word is a 2-byte value that contains the address or block value

within the RFID tag that the command executes on.

BlockSize The channel BlockSize word is a 2-byte value that stores the expected Block Size for
the tag. Valid values are 0 bytes, 4 bytes, or 8 bytes per block. A value of 0 defaults to
a Block Size of 4 bytes per block.

Command The channel Command word is a 2-byte value that stores the next command for the
interface to process. The RFID interface executes the command once when this value
changes. If a command must be repeated, then set the value to zero first and then
change it again to the desired command. Use a MOV or COP instruction to store the
command value in this tag. The allowable commands are listed in Table 23 on.

page 63.

Data Depending on the Data Format, the channel Data word is either an array of 2-byte
values or an array of 1-byte values that total 112 bytes in length per channel. This
array is used to store information that is directed to the RFID interface. Some
commands, such as reading, do not require the use of this data field. Writing to tags
uses this information with the length field to inform the RFID interface what values it
must write. The size of this word allows the writing of up to 28 blocks of data to a tag
at a time, with each block being 4 bytes in length.

Length The channel length word is a 2-byte value that indicates the data length for specific
commands. Upon completion of a command, this word is populated with the number
of 16-bit words returned to the data field; at powerup this value must be 0.

Reset The channel reset bit is used to command an RFID channel reset. A value of 0
indicates that the channel is not being commanded to reset, a value of 1indicates a
request to reset the channel.

Timeout This value determines how long the interface waits fora command response from the
transceiver before indicating a message timeout. The default value is 0, which sets
the timeout at 750 ms. You can enter a timeout value in milliseconds.

IMPORTANT  Alow timeout value can cause command
failures by timing out before the command
would otherwise have successfully completed.

UIDHi The channel UID word is an 8-byte value that contains the UUID information for
specific commands that allows the command to be targeted to a specific tag in the
field. Under normal circumstances, this value is 0, which tells the RFID interface to
perform an action regardless of what tag it is. Any value other than 0 attempts to
direct the command to that specific tag. The UIDHi value contains bytes 0...1and
6...7 of the UID.

UIDLow The UIDLow value contains bytes 2...5 of the UID.
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Table 23 - Allowable Commands

Value Command Description

1 Read Single Block Reads a single block of user data.

2 Read Multiple Blocks Reads multiple blocks of user data from a tag.

3 Multi-tag Block Read Reads information from up to four tags.

4 Read Byte Reads bytes of user data from a tag.

5 Start Continuous Read Initiates continuous read mode

6 Stop Continuous Read Stops continuous read mode

8 Teach Continuous Read Provides the ability to set the best time to start reading in
continuous read mode automatically.

10 Write SingleBlock Writes a single block of user data.

n Write Multiple Blocks Writes multiple blocks of user data to a FRAM tag

12 Multi-tag Block Write Writes multiple blocks of user data to up to four tags.

13 Clear Multiple Bytes Clears multiple bytes of user data in a tag.

14 Write Byte Writes bytes of data to a tag.

20 Inventory Counts the number of blocks in the field (up to four) and
returns the UUID of the first tag in the field.

31 Read Transceiver Settings Read Baud Rate, Device ID and Retry Time.

33 Get Version Information Retrieves the firmware revision from the transceiver.

34 Get System Information Gets Info Flags,UUID, DSFID, AFI,Memory Size, and IC
Reference from Tag

41 Write AFI Write the AFI byte to the tag

Ly} Lock AFI Locks the AFI byte from future changes.

43 Write DSFID Writes the DSFID byte to the tag.

4 Lock DSFID Locks the DSFID byte from future changes.

45 Get Multiple Block Security Status Retrieves that security status of multiple blocks within a tag.
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Notes:
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RFID Commands

Commands Summary

This section provides a summary of the commands that are supported by the

RFID transceiver. Detail of the commands can be found in Chapter 9. This
guide assumes familiarity with RSLogix 5000°. The *.ACD file must already be
downloaded into the PLC and working properly.

Table 24 assumes the following:

e You have configured the RSLogix 5000 Add-on Profile (AOP) with
Data Format set to SINT.

e The RFID tag has blocks that are only 4 bytes each.
e The UUID is set to zero (unless specified).

TIP

A Universally Unique Identifier (UUID) can be specified in
xx.0.Channel[0].UIDLow and xx.0.Channel[0].UIDHi for most commands to
operate on a specific tag. If xx.0.Channel[0].UIDLow and
xx.0.Channel[0].UIDHi are set to 0, the command operates on the first tag
in the transceiver field. All other Output values must be set to 0 where not

specified.
Table 24 - Commands
Command Description Output Input
xx.0.Channel[0] xx.l.Channel[0]
Inventory Option Flag 0 Command =20 Data[0] = # of tags
Returns number of tags in field Length=0 Data[2...9,10...17,18...25,26...33] =UUID
Returns Universally Unique Identifier (UUID) of first tag in field Data[0] =0 of up to four tags
Option Flag 1 Command =20 Data[0] = # of tags
Returns number of tags in field Length=1 Data[2, 12,22, 32] = AFl of up to 4 tags
Returns Application Family Identifier (AFI) of first tag in field Data[0] =1 Data[4...11,13...21,24...31,34...41] =UUID
Returns Universally Unique Identifier (UUID) of first tag in field of up to four tags
Read Single Block | Option Flag 0 Command =1 Data[0...3] = User data (4 bytes)
Reads a single block of user data from a tag Data[0] =0
Option Flag 1 Command =1 Data[0...3] = User data (4 bytes)
Reads a single block of user data from a tag Data[0] =1 Data[4] = Security status
Returns security status of the block
Write Single Writes a single block of user data to a tag Command =10 All data bytes are zero
Block Length =Block size
BlockSize = Block size
Data[0...1] = User data (4 bytes)
Lock Block Locks a single block of user data, preventing writing Command =40 All data bytes are zero
UIDLow = UIDLow
UIDHi = UIDHi
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Commands Summary

Table 24 - Commands

Command Description Output Input
xx.0.Channel[0] xx.l.Channel[0]
Read Multiple Option Flag 0 Command =2 Datal0...3] = Block x
Blocks Reads multiple blocks of user data from a tag Length = Number of blocks Data[4...7] =Block x+1
Data[0] =0
Option Flag 1 Command =2 Data[0...3] = Block x
Reads multiple blocks of user data from a tag Length = Number of blocks Data[4] = Security status of block x
Returns security status of the blocks Data[0] =1 Datal6...9] = Block x+1
Data[10] = Security status of block x+1
Write Multiple | Writes multiple blocks of user data to an FRAM tag Command =11 All data bytes are zero
Blocks Length = Number of bytes (multiple
of 8)
BlockSize = Block size
Data[0...3] = User data (8 bytes)
Write AFI Writes 1 byte of information into the Application Family Identifier | Command =41 All data bytes are zero
(AFI) area that is contained within block -2 Length=1
Data[0] = 00xx
Lock AFI Locks the 1 byte of information for the AFl area, preventing it from | Command = 42 All data bytes are zero
being modified UIDLow = UIDLow
UIDHi = UIDHi
Write DSFID Writes 1 byte of information in the DSFID area Command =43 All data bytes are zero
Length =1
Data[0] = 00xx
Lock DSFID Locks the 1 byte of information for the DSFID area, preventingit | Command = 44 All data bytes are zero
from being modified UIDLow = UIDLow
UIDHi = UIDHi
Data[0] = 00xx
Get System Returns the following system information of the tag: Command =34 Data[0] = Info_Flag
Information Info_Flags Data[2] = DSFID
UuiD Data[4] = AFI
DSFID Data6...13]=UUID
AFl Data[14] = Max Block Number Data[15] = Max
Memory Size (Max Block Number +1* Max Byte per Block +1) Byte Number in Block
IC Reference Data[16] = IC Ref
Get Multiplg Retrieves the security status of multiple blocks within a tag Command = 45 Data[0...7] =UUID
Block Security Length = Number of blocks Data[8] = Security status of block x
Status Data[10] = Security status of block x+1
Read Byte Option Flag 0 Command =4 Data[0...] = User data
Reads bytes of user data from a tag Address = Starting byte
Length = Number of bytes to read
Data[0] =0
Option Flag 1 Command =4 Data[0...7] =UUID
Reads the UUID from a tag Address = Starting byte Data[8...] = User data
Reads bytes of user data from a tag Length = Number of bytes to read
Data[0] =1
Write Byte Writes bytes of user data to a tag Command = 14 Data[0...7] =UUID
Address = Starting byte
Length = Number of bytes to write
Data[0] = Start of User data
(lear Multiple Clears multiple bytes of user data in a tag Command =13 All data bytes are the cleared byte value
Bytes Address = Starting byte
Length = Number of bytes to clear
Data[0] = Cleared byte value
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Table 24 - Commands
Command Description Output Input
xx.0.Channel[0] xx.l.Channel[0]
Multi-tag Block | Reads the following information from up to four tags in the field: | Command =3 Data[0] = Number of tags
Read Number of tags Address = First block to read Data[2...9] = UUID of first tag
uuip Length = Number of blocks toread | Data[10...*] = User data of first tag
Multiple blocks of user data for each tag Data[*...*] = UUID of second tag
Data[*...*] = User data of second tag
Ml{lti-tag Block | Writes multiple blocks of user data to up to four tags in the field | Command =12 Data[0] = Number of tags
Write Returns number of tags in the field Length = Number of bytes to write | Data[2...9] = UUID of first tag
Retrieves UUID of tags to each tag Data[10...17] = UUID of second tag
BlockSize = Block size Data[18...25] = UUID of third tag
Data[0] = Block x Data[26. ..33] = UUID of fourth tag
Data[4...7] = Block x+1
Reaq Transceiver | Retrieves the following information from the transceiver: Command =31 Data[0...1] =Device ID
Settings Communication rate Data[2. . .5] = Communication rate
Device ID Data[6...7] = Retry setting
Retry time Data[8...9] = Gain
Get Version Retrieves the firmware revision from the transceiver Command =33 Data = firmware revision
Information
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Notes:
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Chapter 9

Main Routine

RSLogix 5000 Code Examples

This chapter contains examples of routines that run in RSLogix 5000°".

The examples are written for an RF transceiver that is connected to the “0”
connector on the RF interface block. A momentary switch is connected to the
Digital Input connector. The switch is used to enable the routine to allow you
to repeat the routine easily.

In the examples, the RFID block is identified as “_RFID1”

_RFID_1: PI00Csta
- 1 E

A partial listing of the Main Routine is shown in the following section. The
Main Routine sets the run bit. In program mode, the run bit is 0; and 1 for run
mode. The remaining blocks jump to the various subroutines to execute the
commands. In Rung 1, the momentary switch turns on Digital Output 0,
which turns on a status indicator to confirm that you have pressed the
momentary switch.
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Example Command Routines Many of the example routines (not the Main Routine) use the same Ladder

- Overview

70

Logic. The following explains the Ladder Logic.

Rung 0

Rung 0 initiates the routine. A sensor or momentary switch, which is
connected to the input connection of the RFID interface block, senses that an
object (with an RFID tag attached) is approaching and enables the execution
of the read routine. The sensor is the XIC bit labeled RFID_1:1:PtO0Data.
When the sensor detects the object, the instruction latches ON.

Rung 1

Rung 1 initializes the output image table in preparation for command.
Execution begins when the transceiver is not already busy readinga tagand a
tag is present in the RF field.

This Examine If Closed (XIC) instruction is latched ON by the sensor in
Rung 0.

RFID_1:1:Channel[0]Busy — This Examine If Open (XIO) instruction
prevents the rung from executing when the transceiver is busy executing a
command.

RFID_1:1:Channel[0]. TagPresent — This XIC instruction closes when a tag is
present in the RF field of the transceiver that is connected to Channel[0].

MOV variable to RFID_1:0:Channel[0]:variable — Moves data from a
Controller tag to the output image table variable.

MOV 0 to RFID_1:0:Channel[0].Command - Initializes the output

command to 0.

IMPORTANT  The transceiver executes a command when the command value changes.
When repeating a command, set the command value to 0 first and then
reset it to the same desired value.

Start — Latches a tag that indicates the function has started.

Unlatch — Unlatches (turns OFF) the instruction from Rung 0 and readies the
routine for the next RFID tag.
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Rung 2

Start — With the output channel properly initialized, the Start bit enables the
rung to begin execution.

EQU RFID_1:I:Command[0].Command =0 — When an output command is
updated, the interface block returns that command back to the input
command. If the input command is zero (it was set in Rung 1), then the EQU
output goes HI and enables the subsequent MOV command.

MOV x to RFID_1:0:Command[0].Command — Moving a nonzero value

into the output command byte instructs the RFID block to execute the
command.

Rung 3

Rung 3 verifies that another command is not initiated while a command is

busy.
Start — The Start bit enables the rung to begin execution.

RFID_1:1:Channel[0].Busy - When the command begins execution, the Busy
bit goes HI. This contact closes and the rung is executed.

InProgress — When command begins execution, an In-Progress bit is latched

ON.

Start — This contact is opened, as the command has transitioned from start to
busy.

Rung 4

Rung 4 confirms the completion of the command, as the interface block moves
avalue into the input channel command location.

InProgress — This contact closes when the read command begins execution.

RFID_1:1:Channel[0].Busy — This contact is open while the command is in
process.

EQU RFID_1:1:Channel[0].Command — Upon completion of the command
the interface block copies the value from output command to the input
command. If the input command value equals the value of the command, the

EQU output goes HL.

InProgress — This bit is unlatched when the command is successfully
completed. The routine is now ready for the next RFID tag or other routine.
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Clear Multiple Bytes

72

The Clear Multiple Bytes command clears multiple bytes of user data in an
RFID tag. You can specify the number of bytes to clear and the address from
which to begin. This is similar to a “copy” command. It copies the value that
you specify in the output data image Data[0] location to the addresses you

specify.

Set the following values in the output image table:

SIS

a0

g9 oo

—-

xx:0.Channel[0
xx:0.Channel[0].Address = startmg address
xx:0.Channel[0].BlockSize =

0].Command = 13

. xx:0.Channel[0].Data[0] = 0 (or value that is used to clear the byte)

xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0

. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

.
[0].
[0].
[0].
xx:0.Channel[0]. Length = the number of bytes to clear
[0].
(0]
(0]
(0]

xx:0.Channel[0].UIDHi = 0 (or UIDHi)

Unless a UUID is specified, this command operates on the first tag in the field.
Specify a UUID in xx:O.Channel[0].UIDLow and xx:O.Channel[0].UIDHi

to perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung I sets the address,
length data, the value that is used to clear the fields and sets the command value
to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in the
output image table. The value to be copied is initially stored in the controller
tag CMB_Data. In the following example, CMB_Data is set to 0, but you can
set this value to be any valid SINT value.

D1 1P000ats  Eratia_Ciser_Muti_Dyies Cour Mt Dites
Clowr M8l Bites _FFID_t-Charvel0l Dy _RF._11 CranvadD] TugPresant r a " Cloar Mt Pites St

24 o jati Bres
Dost_RT0_40 Craremf0) Adsrme 15>
[

o
[
Dest_RFD_1 0 Cramneij Langih
o

. e [ |
as

it _APID_1.0 Chanvas0] CubafDy

os

Cinar_Wat_Pghes_Short

et D10 Cramned) Cermara

o Wkl Ptws Shart PO Charref] Busy Conar_Jt_Pten_irbriggans

Citar_st_Pries Tt

Clor M PBtes [efriress D1 L ChirveadS) Busy : Cear Wi Dyles_Frogress
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Example Results

To demonstrate the results, the Read Byte command was executed on an RFID
tag. The data in this tag was a simple list of numbers starting from 1. Note that
the counter is 31.

[=_RFID_1:.Channel {loool laoal) AB:56RF_IP
EI."_ RFID_1:1.Channel[0] Hecal Heoall AB:5ERF_IP
—_RFID_1:1.Channel[0] Busy 1] Decimal |BOOL
[+/-_RFID_1:1.Channel[0].ChE wor 0 Decimal |SINT
[+/-_RFID_1:I.Channel[0].Command 4 Decimal |INT
—_RFID_1:1.Channel[0] ContReadMode 1] Decimal |BOOL
[+-_RFID_1:1.Channe![0]. Counter 7 Decimal  |INT
[=|-_RFID_1:1.Channel[0].D ata {-::} {...} Decimal |SINT[160]
[#-_RFID_1:1.Channel[0].D ata[0] @1l Decimal |SINT
[#-_RFID_1:.Channel[0].Data[1] 4 Decimal |SINT
[+-_RFID_1:.Channel0)Data[2] Before clearing, the dataisa | 3 Decimal  |SINT
[H_RFID_1:|.Channel[0} Datal3] sequential list of numbers 4 Decimal  |SINT
[#-_RFID_1:.Channel[0].Data[4] 5 Decimal |SINT
[#-_RFID_1:|.Channel[0] Data[5] 6 Decimal |SINT
[#-_RFID_1:1.Channel[0].D ata[6] 7 Decimal  |SINT
[#-_RFID_1:1.Channel[0]) Data[?] 8 Decimal  |SINT

The Clear Multiple Byte command is executed successfully as the ChError = 0
and all data bytes are zero. The counter increments to 32.

| SRAD_tiChemeld] [ {-22) [AB:S6RF_I
—_RFID_1:1.Channel{0]. Busy a Decimal |BDEIL
F#-_RFID_1:1.Channelf0).ChEror L T — Decimal |SINT
I+-_RFID_1:1.Channel[0].C d 13 Decimal |INT
|—_RFID_1:1.Channell0] ContReadMod: 0 Decimal |BODL
F+-_RFID_1:1.Channell0].Counter 3z Decimal [INT
=_RFID_1:1.Channel0] Data Tamed {...}|Decimal |SINT[160]
F_RFID_1:/.Channe{0}.Data[0] 0 Decimal | SINT
I+-_RFID_1:1.Channel{0] Data[1] 1] Decimal  |SINT
F_RFID_1:(.Channs{0} Dats2] 0 Decimal | SINT

| | | B_RFID_T.Channe(0}Dataf3) All data 0 Decinal [SINT
_RFID_1:|.Channey0).Data[4] addresses show0 o Decimal  |SINT
F+-_RFID_1:\.Channel0] Datal5)] 0 Decimal |SINT
[+_RFID_1:1.Channel{0] Data[6] a Decimal  |SINT
F_RFID_1:|.Channe{0} Dataf?] 0 Decimsl |SINT
Ff\i-_FIFID_1:LMD].DaIa[31 0 Decimal  |SINT

The tag is read again (command = 4) to confirm the clearing. Data bytes 2...4
are successfully set to 0.

| EI_AFID_T/.Channell0] | o o [AB:56RF_I
|_RFID_7:1.Channe{01Busy | 0 Decimal |BOOL
[+-_RFID_1:1.Channe}0] ChError 0 Decimal |SINT
[#_AFID_1:1.Channe{0].Command 4 Decimal [INT
~—_RFID_1:I.Channef0] ContReadMode 0 Decimal  |BODL

[+-_RFID_1:1.Channel0} Counter | 33 Decimal |INT

=/ _RFID_1:1.Channe{0] Data | {=:c} {...) |Decindl |SINT[160]
[+-_RFID_1:1.Channe{0) D ata[0] 1 Decimal  |SINT
H-_RFID_1:1.Channel0) Dataf1] 2 Decimal | SINT
#-_AFID_1:1.Channelf0] D ata[2] 1] Decimal  |SINT
+-_RFID_1:1.Channel{ 0] D ata[3] 1 1] Decimal |SINT

| | #_RFID_1:1.Channe(@l0atale] | Data Cleared J o Decimal_[SINT_
#-_AFD_1:1.Channel01D ata[5] | 0 Decimal  |SINT
[#-_RFID_1:I.Channelf0] Data[6] 7 Decimal  |SINT
E-_AFID_T:|.Channell0) Datal7] 8 Decimal |SINT
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Get Multiple Block Security
Status

74

The Get Multiple Block Security Status command retrieves the security status
of multiple blocks within a tag. It also displays the Universally Unique
Identifier (UUID) of the RFID tag.

Set the following values in the output image table:

a. xx:0.Channel[0].Command = 45

b. xx:0.Channel[0].Address = the first block to read

c. xx:0.Channel[0].Block = 0

d. xx:0.Channel[0].Data[0] =0

e. xx:0.Channel[0]. Lcngth = the number of blocks to read.
f. xx:0.Channel[0].Reset =

g. xx:0.Channel[0].Timeout = 0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

i. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

Unless a UUID is specified, this command operates on the first tagin the field.
Specify a UUID in xx:O.Channel[0].UIDLow and xx:O.Channel[0].UIDHi
to perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length data, the Data[0] value that is used to clear the fields and sets the
command value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi
are set to 0 in the output image table. The starting address is block 0. The
command reads 28 blocks (all blocks of this RFID tag).

FFO_1IPi000utn  Ersbie_Get_Securty
1| |

Gt _Security_Stetus  _FFID_11 Craonel0) Bury _RFD_1 1 Charne(] TagPresent Gt _Sacurty_Sishs_Stert
. BT ——) f— —

.
0w | Get_Securty_Status

Gel_Securty_Stalus_Start £

Gt _Securty_Stetus_Shert FFD_1:1 Channalf Busy
it T

Gul_Securty_Status WProgress  _RFD_11 Cramed0) Busy €0 1
g T 0 sl I
€ 7 # 4 _FFID_11 Cranne0) Comeanss |
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Get System Information

Example Results

The following example shows the security status for the first three blocks.

Blocks 0 and 2 are locked. Block 1 is not locked.

_RFD_11PI000sts  Enrakls_Gel_Securty
1 E — f—

Get_Securty_Status _RFID._ an _RFID_ et TagPresent r MO

Gel_Securiy_Sislus

Gel_Security_Status_Stert

Address

et _Securty_Stetus

E—, ",

Cel_Securty_Tatus_Starl _W_‘.I.w] Busy

Dest _RAD_1:0.Channe{0] Commend
o

"
9

Gel_Security_Stshus_inProgress

Gat_Securlty_Stelus_infrogress  _RFD_1:1Channel0) Busy r
T V' | Equal t

2 : Sowce & _RAD_14ChanneD) Command |
oe

“

Ged_Securly_Sistus_Stert

Gt _Securty. m_ _nProgress

The following information is displayed:
o xx:1.Channel[0].Data[0...7] = UUID

e xx:I.Channel[0].Data[8...9] = Security status of block x

e xx:L.Channel[0].Data[10...11] = Security status of block x+1

The Get System Information command returns the following RFID tag

information:
e Info_Flag
e Data Storage Format Identifier (DSFID)
e Application Family Identifier (AFI)
e Universally Unique Identifier (UUID)
e Memory Size
o IC Reference
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Set the following values in the output image table:
xx:0.Channel[0].Command = 34
xx:0.Channel[0].Address =
xx:0.Channel[0].BlockSize =
. xx:0.Channel[0].Data[0] = 0
xx:0.Channel[0]. Lcngth 0

[0].

(0]

(0]

(0]

IS

a0

xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0

. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

D ga oo

—-

Unless a UUID is specified, this command operates on the first tagin the field.
Specify a UUID in xx:O.Channel[0].UIDLow and xx:O.Channel[0].UIDHi

to perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung I sets the address,
length data, the Data[0] value that is used to clear the fields and sets the
command value to 0. Because the address, length and data[0] can only be 0, the
source in the MOV instruction can be set to 0. The BlockSize, Reset, Timeout,
UIDLow, and UIDHi are set to 0 in the output image table.

FFO_1:Pt00Data  Enable_Get_Sys_info Get_System_information
0 2
£ e 2

et System formation _RFD_t1.Chamnef0}Busy _RFD_:\Chanmel0] TagPresent ———————HOV- Ged_System_information_Start

J I. J I. J I. ove L
Sowce 0
Get,_System_Information
Des 104 I,
04

0

Dest _RFID_1:0 Channal]0] Command
He

Get_System_information_Sted  ——————al
O Equal Move —
ource 4 _RFD_1:1.Channe0] Command Source £
ad
curce B ] Dest _RFID_1:0.Channel0].Command
3
Get_System_information_Stat  _RFID_1:1 Channel[0] Busy Get_System_nformation_InProgress:
1E TE

Get_System_information_Start
e

Get_System_information_nProgress _RFID_1: Charnel0]Busy €0l
4 IE JE Eaual
s el Source & _RFD_1:| Channe0] Command
34w

Get_System_Information_InProgress

Source B 34

(Encl) | |
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Get Version Information

Example Results

The Info Flag contains data that is used to determine what parameters are

passed back.

The DSFID, AFI, and UUID follow.

The tag being read was catalog number S6RRF-TG-30. This tag has 28 blocks.
The maximum block number is 27, as the first block is 0. Each block has 4
bytes. The maximum byte number is 3, as the first byte is 0.

The IC Refis the last byte reported.

xx:0.Channel[0

ISH

a0

xx:0.Channel
xx:0.Channel

=g oo

[
[
[
[
[
[
[
[

-

.
.
.
.
0].
0J.
]
]
]

0].Command = 33

xx:0.Channel[0].Address =
xx:0.Channel[0 BlockS1ze =
xx:0.Channel[0].Data[0] = 0

Lcngth 0

Reset =

xx:0.Channel[0]. Timeout = 0
. xx:0.Channel[0].UIDLow =0
xx:0.Channel[0].UIDHi =

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018

[=_RFID_1:1.Channel[0] fo| (..o} (ABSBRF_
—_RFID_1:1.Channel(0] Busy ol \Decimal |BOOL
H_RFID_1:1.Channell0} ChEror 0 |Decimal _|SINT

i _RFID_1:1.Channel0} Command a4 Decimal [INT
—_RFID_1.1.Channel[0] ContReadMode o Decimal | BOOL
H_RFID_1:1.Channel[0] Counter 14z |Decimal |INT

=_RFID_1:1.Channel0] Dala en)) (...} |Decimal |SINT[16D]
[+-_RFID_11 Channel[0} D ata{0] Info Flag 15 Decimal | SINT
H_RFID_1:1.Channel0] Datal1] 0 Decimal  SINT
B-_RFID_1:1 Channel(0] Dats{2) DSFID 68 Decimal | SINT
+-_RFID_1:.Channel[0} Dala3] ' ol Decimal | SINT

_| HI_RFID_11.Chomnell0) Dalald) AFI 58} |Decimal |SINT___
#-_RFID_1.1.Channel0].Data{5] 0 Decimal _|SINT
[#_RFID_1:1.Channel[0] Dataf5] 164e9 Hex SINT
F-_RFID_1:1.Channel0)Data(7) UID Low | 16404 Hex SINT
F+-_RFID_1:1.Channel[0) Datal8] 164e6 Hex  SINT
B:_RFID_1:1.Channe([0] Dat(3]  16#5D Hex SINT
H_AFID_1:\.Channel0LDala{10] 16400 Hex SINT
E}_RFID_1:|.Channel[0] Datel11] UIDHI f 16s01] Hex  |SINT
#_RFID_1:| Channel0} Datal12] 16404 Hex  |SINT
H-_RFID_1:1.Channel[0]Datal13] 16#e0 Hex SINT

| #_RFID_1:.Channell0} Datal14) | Max Block Number 27/ |Decimal |SINT

FID_1:.Channel0lDatal15] Max Byte Number in Block 3] \Decimal (SINT
[+-_RFID_1:1 Channel[0] Datal16] IC Ref 1 Decimal | SINT
B_RFID_1:1.Channel0].0ata{17] o |Decimal |SINT

The Get Version Information command retrieves the firmware revision
information from the transceiver.

Set the following values in the output image table:
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length data, the Data[0] value that is used to clear the fields and sets the
command value to 0. Because the address, length and data[0] can only be 0, the
source in the MOV instruction can be set to 0. The BlockSize, Reset, Timeout,
UIDLow, and UIDHi are set to 0 in the output image table.

_FFD_1 [R000sls  Erable_Oel Version Wil et Version,
T: —_— A

EET

T R nid -y Ve St

et ersion
Cwsl D). ChareiLAGS RS ——
ae

il D10 Charreif] Lerggn
0%
| Deat _RFID_1:0 Cranre0) Dutefl]
o+

st 100 P Command
n=

et Version St _RTD_Y1Chaneetm] Busy Oet_varion Firegress

Dol Verson iogress _FFID_11 Ot Busy B Onl_Version_Frugren
It S— fr— U A

48 R, 11 Cranra] Comman
]
n

rcn B

Example Results

The results are stored in Data [0...3]. In this example, the version is de20007

(version 2.07).
=-_RFID_1:I {0} Hanol] AB:5ERF_II
—_RFID_1:1. AuzPwiF ault 0 Decimal |BOOL
—_RFID_1:1.BlockF ault 0 Decimal |BOOL
=-_RFID_1:1.Channel (ool fana AB:56RF_II
=1_RFID_1:1.Charnell0] (oo oo AB:SGRF_II
—_RFID_1:1.Channel[0] Busy 0 Decimal |BOOL
[#+-_RFID_1:1.Channel[0].ChE ror 0 Decimal |SINT
[+-_RFID_1:].Channel[0].Command 33 Decimal |INT
—_RFID_1:1.Channel[0] ContReadiode 0 Decimal |BOOL
[+-_RFID_1:1.Channel[0]. Counter 81 Decimal | INT
[=-_RFID_1:l.Channel[0] Data e {...} Decimal |SINT[160]
[#-_RFID_1:1.Channel[0]. D ata[0] 16407 Hex SINT
[+-_RFID_1:1.Channel[0].Data[1] 16400 Hex SINT
[+-_RFID_1:1.Channel[0].Data[2] 164e2 Hex SINT
[#-_RFID_1:I.Channel[0].Data[3] 1640d Hex SINT
[#-_RFID_1:1.Channel[0].Data[4] 0 Decimal |SINT
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Inventory

The inventory command returns the UUID and DSFID information from the
RFID tags in the field. This command can read up to a maximum of four tags.
The more tags in the field, the more time the tags must be in the field to
complete the inventory command. By setting the output image fields to specific
values, the Inventory command returns the following information:

1. Returns the number of tags in the field and the UUID of each tag. Set
Address =0, Length = 0 and Data[0] = 0

2. Returns the number of tags in the field, the UUID, and the DSFID of
each tag. Set Address =0, Length = 1 and Data[0] = 0

3. Returns the number of tags in the field, the UUID, and the DSFID of
cach tag that meets the specified AFI. Set Address =1, Length = 1 and
Data[0] = AFI value. If the AFI value is 0, then all tags are reported.

Set the following values in the output image table:
a. xx:0.Channel[0].Command = 20

b. xx:0.Channel[0].Address = 0 (or 1) (1)
c. xx:0.Channel[0].Block = 0

I

[0].

[0].
. xx:0.Channel[0].Data[0] = 0 (or 1) (2)
xx:0.Channel[0]. Length 0 (or 1)
(0].
(0]
(0]
(0]

o,

xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0
. xx:0.Channel[0].UIDLow = 0
xx:0.Channel[0].UIDHi =

5~ ga oo

—-

(1) Set Address = 0to get all tags in the RF field.

Set Address = 1to get all tags that have the AFl value specified in the Data[0] location.
(2) SetData[0] =0 to return all tags in the RF field.

Set Data[0] = AFl value (but not zero) to return only those tags that have that AFl value
(3) SetLength = 0to get only the UUID for each tag.

Set Length = 1 to get both the UUID and the DSFID for each tag.
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length data, the Data[0] value that is used to clear the fields and sets the
command value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi

are set to 0 in the output image table.

The example ladder diagram is initially set for Address =0, Length = 0 and
Data[0] = 0. These values are then changed to obtain example results for the
three versions of the Inventory command.

FFD_11P000ats  Erabic_ivertory Eneertory
| T etimad- e ar

Fwertory  _RFD_1ICharrel0iBusy PO Crannelo] Taghresent s Iovartory_Saen

Iveriory St

24 RO Channel] Command ace £
Ivertory St _RFD_{: Charrefl] Busy inverdary_inirogress

Ewersory rivogress RFD 11 Cranned0] Busy - retrtiey wProyess
&4 _RFD_1:1 Channe(D] Command
as

L]

Example Results

In example 1, the Address = 0, Length = 0 and Data[0] = 0. Four RFID tags
were in the RF field at the time the read command was executed. The
controller tag values are shown in the following example. The data shows the

number of tags in the RF field and the UUID for each tag.
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Goal ¢ L]

o fhema L

o Decmal|SINT

20| [Docimal |NT

0 Decimal _ BODL

|| D1 CharetD) ot as| Decena [T
|| | ElRAD_Y Gl i) [Decena [SNT]
_FFID_1ACharrelI0a40]  Number of Tags ——» 4| [BocindESH
¥ 1 Datal1 o Docimal  SINT
1 D 168¢8| Hes  SINT
_AAD_1i Crarenl0lDadd | 1625 [Hex ST
41 AFD_11 Charnel0] D] 168e6, Moo JSNT
& _AAID_T:1.Channed 010 R 16850 Hex SINT
£ AFD_1ACharel0l0ae7] | 16s01| [Hex (ST
_AFID_ 1 CharreD Dalafe] 16904] [He ST
SM_'IMIIM 16820 Hex SINT
- 1 Data10) Hex SINT
5 AAD_1i Chareet0\0me11] | e T
T T R s [siNT
41_AFID_T Channel0} Dataf13) UUID ot Tag2 | [How _J:W
B )_1: Dataf14] Hex SINT

- 1: Hex SINT
- 1 Hesx SINT
41 AFI0_11 Channet0]Data17] [Hex (ST

_AFID_1:1Channed0] Diataf18] Hes  SINT

1 Dataf13) Hes  SINT

_AFID_1 D He«  SINT

Il JoT

AFID_1LChannedOID&S21) | 1ji3ip o Tag 3. LI
_RAD_1: Chamef0 Dataf22) i Hex T@

_RFID_T: Charre0) Dataf23) He ST

-_RFID_1:LChannelD} Dataf24] [Hes  SINT
5.0, [fe (ST
1. RFID_11 ChanneD] Det{26] Hex  [SINT
_RA0_1:L Charrel ) Dataf27] Hex iﬂ

_AFID_1 atal26) He«  SINT
o T T i Y e

_AChomallDuua) | — -
% _RFID_T1 CrarnelD] Daat Heo |SNT

_ARID_1:1 Channel0] Daa{32) Hes  SINT
4 RFID_11Channef0] Dataf3d) | [Hew  [SINT

In example 2, the length was changed to 1. the Address = 0, Length = 1 and

Data[0] = 0. Four RFID tags were in the RF field at the time the read

command was executed. The controller tag values are shown in the following
example. The data shows the number of tags in the RF field, the DSFID, and

the UUID for each tag.

|- AAD_1Channel0] Busy o [Decimal _[B00L
|| | #_RAD_1: Chamell] ChEno of Decnd [ENIEN
|| | #RAD_1 Chamef0) Command | 20| Decmal |NT

A1 ChemelD] Conifesdiode i) Occnal_800L

||| & AD_1: Chamnell] Courler 53/ Decinal _INT
|| | =_RAD_14 Channet0] Data: Aeacy] 1| Docimal_ SINT[1ED]
|| | | 88.RAD. ber of Tags =——fp 4| |Decimal ST
|| |88, R0y ol Decimal |SINT
(i} 1 DuslZl DSFIDofTagi ——» 68 [Decsl [SNT

_RFID_1:1 Charne 0] Dataf3] o Decimal  SINT

4 _RFID._T g lesce| [Hes ST

% BFD_11 ChomelTiD8aS] | 1625 Hew (ST

%EHDUM 1606 Hex(SINT

1 Dok Tan4 Hes SINT

{ Heu

16#ca

16853

HEOESEE SRR EESEREE A EEEAEEE R
1 S 5 o 2 e B 2 B

] i

EEEEEEEE
[EEEEaEm
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In example 3, we get the tag information for only those tags that have a specific
AFL In this example, the AFIis 57. Address = 1, Length = 1 and Data[0] = 57.
Two of the four RFID tags that were present in the RF field at the time the read
command was executed had AFI set to 57. The controller tag values are shown
in the following example. The data shows the number of tags in the RF field,
the DSFID, and the UUID for each of these tags.

E= ¢ [Vae [ Fosce Mask & Data T

(A ey | AB-SERF_IN_JP_Stuct In_ SINT-1.0
C
(s

T
|BooL
N7
|smTiieo)
I
ST
|5t
ST

D.
U.
£
n.
19_

UUID of Tag 1 16850
| 16000,
16401
16404,
1680

lS'DI!
5| l6sce|
L] 16#es
. UlIDofTag 2 1685
16400/

| lE'Dl_
16804
| lS'eDI
| | HRFD Vi Cramel0lDatel22 | 16400

fHafHﬂﬁﬂffﬂﬂﬁﬁﬁﬁﬁ

Lock AFI The Lock AFI command locks the 1 byte of information for the Application
Family Identifier (AFI), preventing it from being modified in the future.

IMPORTANT  Once the AFI byte is locked, it cannot be unlocked.

The AFL is used to group RFID tags by application. This configuration allows
the transceiver to send out an AFI and target only the tags that meet the
application criteria.

Set the following values in the output image table:
xx:0.Channel[0].Command = 42
xx:0.Channel[0].Address =
xx:0.Channel[0].BlockSize =
xx:0.Channel[0].Data[0] = 0
xx:0.Channel[0]. Lcngth 0
[0].
(0]
(0]
(0]

IS

a0

xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0

. xx:0.Channel[0].UIDLow = UIDLow
xx:0.Channel[0].UIDHi = UIDHi

D ga oo

-

The UIDLow and UIDHi bytes must be specified to lock the AFI value. The
UUID can be found by performing the Inventory command.
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, the Data[0, UIDLow and UIDHi values used to lock the AFI and sets
the command value to 0. The BlockSize, Reset, and Timeout are set to 0 in the
output image table.

ST AP ekl AT Lok Lech_an
e L LR a Lok A S
®
Lok A
RG0Sl A e wrr
o
a
10 Crarreith Buinit]
LT
o
P10 et Lt
"ot
P Cherred U LA
e R -
UmLow
o e
P10 Charr Dl I o
10000, oK) +
o
wst P10 Crarne] Commana
a
Lok s 2
1 Finum | .
o A D31 Channeld) Sanmand “
a2
® DG et Comand
2
Leck AL Swt KD LA CTer e sy Lixs A e
Lok ARttt
L A inbesgrens £ . Lack_F1_pbvogpenn
. | 5ke s mro_icravetiyconmana |
s

The following image shows an example of results on the input image table. The
Command is showing 42 and the ChError is showing 0. The input data bytes
are all zero.

|=\-_RFID_1:| Channel (| (.-} |AB:BERF_IN_IP_
| [=_RFID_1:.Channel0] t-a-3] ey |AB:5ERF_IN_IP_
| |-_RFID_11.Channel0} Busy - Sl |Decimal _|BOOL
|| HE_RFID_T:\.Channe{0LChEnor No emar = 0| |Decinal |SINT
t+_RFID_1:1 Chennel0] Command Command = 42 =je 42| | Deci
0
_ s6| L
teset] {-.-}|Decimal SINT[160]
Ll |Decimal |SINT
0 |Decimal |SINT
12 0 |Decimal _|SINT
L 2 {Decimal _|SINT

Errors

The following ChErrors are generated:
e 0 - AFI was successfully locked.
e 4— A tagwith the wrong UUID entered the RF field.
e 8- A tag that has already been locked entered the RF field.
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Lock Block

84

The Lock Block command locks one block of user data, preventing future
writing. The transceiver automatically determines the block size of the RFID

tag.

IMPORTANT  Once the block is locked, the block cannot be unlocked.

Set the following values in the output image table:

xx:0.Channel[0].Command = 40

xx:0.Channel[0].Address = the number of the block to lock

xx:0.Channel[0].BlockSize =

xx:0.Channel[0].Data[0] = 0

xx:0.Channel[0]. Length 0

xx:0.Channel[0].Reset =
(0]
(0]
(0]

IS

a0

xx:0.Channel[0].Timeout = 0
. xx:0.Channel[0].UIDLow = UIDLow
xx:0.Channel[0].UIDHi = UIDHi

g ™o

-

The UIDLow and UIDHi bytes must be specified to lock the block values.
The UUID can be found by performing the Inventory command.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, the Data[0], UIDLow, and UIDHi values used to lock the block and
sets the command value to 0. The BlockSize, Reset, and Timeout are set to 0 in
the output image table.

In the example routine, rung 1 initializes the output image table. The UUID is
stored in a controllers tags UIDLow and UIDHi. Block 26 is locked. This tag
has a total of 27 blocks.
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ATD_11P000ss  Erabie_Lock fock Lock_fock
o E— - 9 4r—
Leck_Piock _RPD_1:| CrevmC) By _RFID_1A Charrus0). VigPraserd b 1 Lock_Pock_Seard
: —3E Ve JE Move ! . a4
Source Aderess
EL Lock_Plock
Dest_FFD_1:0 Cranvel0] Address e
[T
Mave
Source o
Dast _RFD_1:0.Channsq0] Langh
e
f M
—— e —
| Sowrce ]
Lock_Mock Stat - £GL- Y
—3F—— e Move
Souce A _RFD_T Charnel] Command Seuse “«
o
Source 8 ] Dest _RFID_1:0 Channeld] Command
a
Lock Bock Sl _FFD_14.Channeq0) Busy Lock_Bleck_frogress
—t i | b
| u&#ﬁ?.&ﬂl
Lock fock_infrogress _RFID_! Lock_Pock_inProgress
4 3F Eqnl 43
‘‘‘‘‘‘ A RFID_1| Charrelt] Command
o
Souce® “
(Ena)

The output image table shows address 26, which is the second to last block of
the catalog number S6RF-TG-30 tag. The command is 40. The UUID must

be specified to lock any blocks.

[ &5 _RAD_1:0.Channelt]

Loos

|aB:56RF 1

to be locked

I

-

L

b—

|SINTIZ]

[INT
B00L

clolo|=l8lo|Bi~

INT

184004 0100
16#5bes_D4ed

jOINT
DINT

After completion of the lock block command, the input image table should
show that the command is 40 and the ChError is 0.

Errors

[ | = _RFID_1:.Charve0) Te) i
|-_RAD_14.Channet0] Busy ]
|| B_RFID_14.Channel] ChEnor ____MNoemor =P o]
i Command = 40 == 20
o
|| | B RAD_14.Charnel] Courts 1z
i_RFID_11.Charmet0] Data ) T
| RFID_14.Chanellt] Faut [
|| | _RAD_11 Charnel0] Length [
= AAD_11.ch o
L) AT herwal PacoliePropmas L]
= AAD_11 Channel] TagFresert o

The ChErrorfield is 8 if you try to lock a block that is already locked.
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Lock DSFID
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The Lock DSFID command locks the 1 byte of information for the Data

Storage Format Identifier (DSFID) area of the tag, preventing it from being
modified.

IMPORTANT  Once the DSFID byte is locked, it cannot be unlocked.

Set the following values in the output image table:
xx:0.Channel[0].Command = 44
xx:0.Channel[0].Address =
xx:0.Channel[0].Data[0] = 0
xx:0.Channel[0]. Length 0
xx:0.Channel[0].Reset =
(0]
(0]
(0]

IS

a0

xx:0.Channel[0]. Timeout = 0
xx:0O.Channel[0].UIDLow = UIDLow
. xx:0.Channel[0].UIDHi = UIDHi

g ™o

The UIDLow and UIDHi bytes must be specified to lock the DSFID value.
The UUID can be found by performing the Inventory command.

Example Routine

In the following example routine, the initialization in Rung I sets the address,
length, the Data[0], UIDLow, and UIDHi values used to lock the DSFID and
sets the command value to 0. The BlockSize, Reset, and Timeout are set to 0 in
the output image table.
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_FFO_VARONS  Enstde_Lock DSFOD [
] . IE ] fo—— o —
Losk PSFD_RAD_1Icrannall Susy _RAD.1ICrannall] TagPriset Lesk_LEFD_Saen
T e iY: . Ry
Lock_DSFD)

I — —

1 BifSed
Dot _FFD 1O Ol LI, oo
16000000000 &

[ —
ol
VRO _D1000 &1

Dest _RFID_§:0.Channed] LM
+B0000_2000 &

Look POFD _pivegrees [ o

[T

e A _RFI 11 Channell] Commrsd
10+
“

Example Results

When successful, the results shown in the input image table show ChError = 0

and the Command number =44.

If you try to lock the DSFID on an RFID tag that is already locked, the
ChError is equal to 8.

=1_RFID_1:I.Channel ool (oo} AB-SERF.
[=_RFID_1:.Channel0] oo oo AB:5GRF.
i~ RFID_1:1.Channel[0].Busy 0 Decimal |BOOL
[+-_RFID_1:1.Channel[0].ChEror No error == 0 Decimal  |SINT
[+-_RFID_1:I.Channel[0].Command Command = 44 + 44 Decimal |INT
—_RFID_1:1.Channel[0).ContReadMode 0 Decimal |BOOL
[+-_RFID_1:1.Channel[0].Counter 9 Decimal  |INT
[+/-_RFID_1:I.Channel[0].Data f} {...} |Decimal |SINT[160
' RFID_1:1.Channel[0] Fault 0 Decimal |BOOL
[+-_RFID_1:I.Channel[0] Length 0 Decimal |INT
—_RFID_1:1.Channel[0].Reset 0 Decimal |BOOL
—_RFID_1:1.Channel[0].ResetinProgress 0 Decimal |BOOL
“— RFID_1:I.Channel[0].T agPresent 0 Decimal |BOOL
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Read Byte Command
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The Read Byte command reads a user-specified number of bytes from a tag,
starting at a user-specified address. An Option Flag can be set to return the
UUID of the tag. The maximum number of bytes that can be read at a time is
160 bytes using option flag 0, and 152 bytes using option flag 1.

e Option Flag0
Returns the specified user data. Set xx:0.Channel[0].Data[0] = 0.
e Option Flag 1

Returns the UUID of the RFID tag and the specified user data. Set
xx:0.Channel[0].Data[0] = 1.

Set the following values in the output image table:

0].Command = 4

a. xx:0.Channel[0].

b. xx:0.Channel[0].Address = startmg address to read

c. xx:0.Channel[0].BlockSize =

d. xx:0.Channel[0].Data[0] = Opt1on Flag

e. xx:0.Channel[0]. Length the number of bytes to read
f. xx:0.Channel[0].Reset =

g xx:0.Channel[0]. Timeout = 0

h. xx:0.Channel[0].UIDLow =0

i. xx:0.Channel[0].UIDHi =

This command operates only on the first tag in the field.

Data[1] must also be set to 0.

Example Routine

The following example routine is to read all data and the UUID in a catalog
number 56RF-TG-30 ICODE tag. This tag holds a maximum of 112 bytes of
data.

In the following example routine, the initialization in Rung 1 sets the address,
length, the Data[0]to the Option Flag, and sets the command value to 0. The
BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in the output
image table.
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FFOD_11 P’UD* mﬁ:ﬂ”

—_—

Read Byle _RFO_11Chenne(0]Busy _RFD_1:1.Channel0] TagFresent [Read_Byte_Start
. —3F T 3¢ e 0
-
Source paress | |
Dest _RPD._ Address i
0%
(I |

Eou-

Resd_Byte_Start
——]

Source B

Source A _RAD_1:1 Channelf0] Command

Wi
Source 4

Dest _RAD_1.:0 Charnel0] Command
0

«

Fend_Byle_nProgress.

Eoual

Source A _RFD_11.Channef0] Command
[

Source B

-

Example Results

The following image shows an example of results where the Option Flag was

set to 1, which reads the UUID.

The UUID is loaded into Data[0] through Data[7]. The user data (1,2, 3,4, 5,
6...) begins in Data[8]. The following image only shows a partial listing of the
user data. The command read in 112 bytes of data.
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[=_RFID_1:1.Channel0] el | |aB:56RF_0
|_AFID_1:| Channel[0) Busy 0 |Decimal |BOOL
F-_RFID_1:1.Channell0}.ChEor 0 \Decimal | SINT
+-_AFID_1:1. Channel[0] Command a |Decimal |INT
—_RFID_1:1.Charnel[0}. ContR 0 |Decmal |BOOL
E}_Hnn_tl.wmm 160 ‘Decimal  |INT
=}_AFID_1:|. Channal[0} Data Ceneh {...} Decinal |SINT[160]
F_RFID_1:1.Channell0}.Datal0] 16499 Hex SINT
[ _RFID_1:1.Channel[0] Dataf1] UID Low | 16446 |Hex SINT
F_RFID_1:1.Channel(0} Data(2) 16458 He«  |SINT
F_RFID_1:1.Channell0] Data3] b 16417 Hex SINT
F-_RFID_1:1.Channell0] D atald] 16400 |Hex SINT
g_a-,ﬁm_u.amﬂmnuﬂ UID Hi 16401 Hex SINT
#_AFID_1:1.Channel[0) Data[6] 16804 |Hex SINT
F-_RFID_1:1.Chaninel0} Datal?) 16§20 Hex  |SINT
FF-_RFID_1:.Channel(0] Datal8] 1 \Decinal | SINT
F#-_RFID_1:1.Channell0] Datal3] 2 \Decimal | SINT
F_RFID_1:1. Channell0] Data(10] 3 \Decimal | SINT
[ _RFID_1:1.Channel[0] Data[11] Partial View of a |Decimal  |SINT
F#-_RFID_1:1.Channel0] Datal12] User Data 5 Decimal |SINT
[ _RFID_1:. Channall0} Datal13] 5 Decimal | SINT
F-_RFID_1:1.Channel(0} Datal14] 7 Decimal | SINT
FF-_RFID_14 Channel(0} Data[15] 8 Decimal | SINT
F-_RFID_1:1.Channel0} Datal16] 9 |Decimal  |SINT
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In the following image, the command was repeated with the Starting Address
set to 2 and the number of bytes set to 3.

[=_RFID_1:1 Channel[0] | ool il |aB:56RF_
| F-_RFID_1.Channet0) Busy | ol |Decimal _|BOOL
+_RFID_1:1.Channel0].ChE o | 0| |Decimal [SINT
| E-_nﬂn_l;l_wm | 4| |Decimal |INT
_RFID_1:1.Channe{0] CortFeadMode | | |Decimal  |BODL
| | 4-_AFiD_ | |Decimal [INT
[ I AFID_11.Channef0} Data {--+) |Decimal |SINT[160]
[+_RFID_1:|.Channel0] Data[0) |Hex  [sNT
|| H_RFID_1:\.Channel0} Datel1] |Hex sINT
[#_RFID_1:. Channe{0] Data[2] | | |Hex  [SINT
EH_RFID_1:|.Channell0LDatal3) | uuiD_§ 16817 (Hex  |SINT
| | | #_RAD_1:1.Channel0] Datal4) | Hex  |SINT
| | | BH_RFID_1:\.Channel0] Datal5] |Hex SINT
| | | B_RFID_1 Channel] Datals] |Hex SINT
| | | BE_RFID_1:1.Channe{0) Dalal7) Hex  |SINT
| | | B _RAID_1:\.Channeli0] Data(8) — %3 |Decimal SINT
| | | B_RFID_1:\.Channe{0] Dalas) User Data in 14' |Decimal |SINT
| | | EE_RAID_1:I.Channel0] Dala{10] | Bytes2-4 ®5 |Decimal |SINT
I |x nnunwomu | ol |Decimal |SINT
1l ~_RFID_1:1.Channel[0] Data[12] | 0| |Decimal  |SINT

The Multi-tag Block Read command reads multiple blocks of user data from
multiple tags in the RF field. The transceiver automatically determines the

block size. All RFID tags in the field should have the same block size.

This command can read up to four tags. Adequate time must be allowed to

read all tags in the RF field.

Set the following values in the output image table:

0].Command =3

-

a. xx:0.Channel[0].
b. xx:0.Channel[0].Address = the first block to read
c. xx:0.Channel[0].BlockSize =
d. xx:0.Channel[0].Data[0] =0
e. xx:0.Channel[0]. Length = the number of blocks to read
f. xx:0.Channel[0].Reset =
g. xx:0.Channel[0].Timeout = 0
h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
(0]

xx:0.Channel[0].UIDHi = 0 (or UIDHi)
Unless a UUID is specified, this command operates on the first four tags in the

field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, the Data[0] value that is used to read multiple tags and sets the
command value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi

are set to 0 in the output image table.

The example ladder diagram is initially set for Address = 25 and the
Length = 2. The command reads blocks 25 and 26.

AFD_1:A000stn  Enable_Mubi_Block_Teg_Read Mt _Teg_Block_Fead
—aF— 3 e o
Mt Tag_Bock Reed _RFD_1iChanne(0]Busy  _RFID_1-\Channel0) TagPresert Mt Ty Biock Fead_Start
1 ! 1 E e IE . - |
u_hg_‘u\n_m
Y-
P .
[ Sore )
i Dest _RFID_1:0 Channef0) Datsid]
o4
5 e
L—{ meve b
Source [
Dest_RFID_1:0.Channef0] Command
0¥
Mt Tag Piock Read_Stat —E G = - — M-
— e 1 T t Mave
Source A _RFID_1:1 Channe(0) Command Source 3
0+
rco Bl o Dest _RAD_1:0.Channel0] Conmand
o
Mhti_Tag Block fesd et _RFID_1:.Channe] Busy Wulli_Tag_Block_Resd_inProgress
! IE JE - S
Muti_Tag_Picck Resd_Stert
Muti_Tag_Plock_Fesd inProgress  _RFD_1 l(!';‘rmlnlm r ~EGH, - Mulli_Tag_Biock_Resd InProgress
JE E | Equst L W
i Yy Scurce A _RPID_11 Channel0} Command
[T

Seurce B 3
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Example Results

The input image data fields are populated with the number of tags, followed by
the UUID and block data of each tag.

In the following example, four catalog number S6RF-TG-30 RFID tags were
read. These tags hold 4 bytes per block. Since two blocks (25 and 26) were
read, a total of eight data fields are used to store the user data. The image only
shows the information from two of the four RFID tags.

{iech] | AB:5BF
0 |Decinal (BOOL
0 |Decimal[SINT
3 |Decimal INT
] Decinsl |BOOL
I 7] |Decmsl T
I (Ee {a2.} |Decimal SINTRI
P [osona s
| L [Decimal |SINT
160e3 Hes [SINT
16404 |Hes SINT
| 16#e6 [Hew SINT
ULID of Tag 1 16450 |Hex |SINT
16#00 Hes SINT
| 16001 [Hex — SINT
16804 e 'SINT
16000 |Hex ISINT
100 Decinal |SINT
Data From Block 25 || 101 [Decimal_|SINT
| efTagt 102 |Decmal[SINT
103 |Decmsl SINT
| __Jios |Decimal |SINT
|Data From Block 26 § 105 |Decmal |SINT
of Tag 1 l 106 [Decinal[SINT
107 |Decimal |SINT
16#ca |Hex SINT
16453 Hex [SINT
| L6kes| |Hes SINT
|uuinotTag2 | 16450 Ho ST
| ol 16400 |Hex SINT
16401 |Hex [SINT
16404 Hee [SINT
16860 |Hes SINT
[ 5 [Decinal[SINT
Data From Block 25 52 Decimal  |SINT
of Tag 2 I 53 |Decimal |SINT
| 54 |Decimal [SINT
61 Decmal SINT
| Data From Block 26 | 52 |DecmalSINT
| oiTag? 83 [Decinal |SINT
______________ 64 Decinal _|SINT
. . M
Read Mu|t|ple Blocks The Read Multiple Blocks command reads multiple blocks of user data from

an RFID tag. Option Flags can be set to return just the data in the blocks or
return the data and the security status for each block of data. The maximum
number of blocks that can be read at one time is 10.

e Option Flag0

Returns multiple blocks of user data. Set xx:O.Channel[0].Data[0] = 0.
e Option Flag 1

Returns multiple blocks of user data and the security status of each

block. Set xx:O.Channel[0].Data[0] = 1.
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Set the following values in the output image table:

a. xx:0.Channel[0].Command = 2

b. xx:0.Channel[0].Address = the first block to read

c. xx:0.Channel[0].BlockSize =

d. xx:0.Channel[0].Data[0] = the Optlon Flag

e. xx:0.Channel[0]. Length = the number of blocks to read
f. xx:0.Channel[0].Reset =

g. xx:0.Channel[0]. Timeout = 0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

i. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

Unless a UUID is specified, this command operates on the first tagin the field.
Specify a UUID in xx:O.Channel[0].UIDLow and xx:O.Channel[0].UIDHi

to perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung I sets the address,
length, and Data[0] values used to read multiple blocks and sets the command
value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0
in the output image table.

The example ladder diagram is initially set for Address =25, the Length = 2.
Data[0] is set to Option Flag 0 (return just the data). The command reads
blocks 25 and 26. The example is repeated with Option Flag set to 1.

FFD_IP00n  Enstie Fesd Mple Blocks Fesd_butiphs_Block
FRnd_Muliphe_Block _RFID_1:| ChannelD] Busy _RFD_1:1 Channe{0] TagPresert r MO ) Rend_Mutipls_Block_Stert
- == e 3 - | e . — oL —a
| Address
e Rooad_Mutiple_Btock
| FFIE_1:0 Channel0] Address L A
o+
i -
Length
24
Dest _AFD_1:0 Channef0] Langth
0+
Cption g
oe
FFID_1:0 Chanreld] Detall]
0+

Fesd Mutiple_Block St £
I E { Eoua | 1 ove
o Seurce A _RFD_11 ChannelD] Comrmand Source 2
o+
o
MJlln_:!_,&nn.S:'I D11 Channel0] Busy Read_Muliple_Bock_inProgress
Read_Muliple_Plock_Starl
Foead_Mulliple_Block_InProgress  _RAD_11.Chareed0] Busy T 0L Resed_Multiple_Block_Infrogress.
T e e k2 t T !
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Example Results

This first example uses Option Flag = 0; return only the data in the blocks.
With a starting block number of 25 and two blocks to read, data from Blocks
25 and 26 are returned. The tag was a catalog number S6RF-TG-30, which has
only 4 bytes per block. The data appears in the input channel Data[0...7].

=1_RFID_1:|.Channeli0] Fan oo |AB:56RF_IM
[ _RFID_1:1.Channe(0} Busy 0 Dacimal | BOOL
| | #_RAD_T:1.Channel0] ChError 0 Decinal |SINT
H_RFID_1:1.Channel[0] Command H Decimal |INT
-_RFID_1:1.Channel0] ContReadMod [ Decimal |BOOL
H'_RFID_1:1 Channel[0] Counter 34 Decimal |INT
i=/_RFID_1:1.Channel0] Data () {++:)|Decimal |SINT[160]
E_RFID_1:.Chennel0] Data(0] 100 Decimal | SINT
[+-_RFID_1:1.Channe{0] Datal1] Data From Block 25 | 101 Decimal | SINT
[+-_RFID_1:|.Channel0} Dala[2] 102 Decimal | SINT
[+ _RFID_1:|.Channel0] Data[3] 103 Decimal _|SINT
[ _RFID_1:|.Channel{0] Datal4] } 104 Decimal |SINT
F-_RFID_1:|. Channe{0] Data5] Data From Block 26 | 10s| Decimal |SINT
[+-_RFID_1:1.Channel{0}.Data(6] 106 Decimal | SINT
F_RFID_1:1.Channel0] Datal?] ® 107 Decimal | SINT

This second example shows the results for Option Flag = 1; return the data and
the security status. With a starting block number of 25 and two blocks to read,
data from Blocks 25 and 26 are returned. The tag was a catalog number
S6RF-TG-30, which has only 4 bytes per block.

The data for the first block appears in the input channel Data[0...3]. The

security status appears in Data[4]. The value of 0 indicates that the block is not

locked.

[I_RFID_1:\.Channelf0] (68} Gaxd|  AB:SEAFL
—_RFID_1:1.Channel0] Busy | 0 | Decimal  |BOOL
E+-_RFID_1:1.Channelf0] ChError 0 Decimal |SINT

| | BI_RFD_11.Channe{0] Command 2 Decimal |INT_
—_RFID_1:|.Channe{0] ConlReadMode | o Decimal |BOOL
E+-_RFID_1:|.Channel0] Counter 38 Decimal |INT
=I_RFID_1:\.Channel{0} Data | o {22} |Decimal [SINT(160)
[+-_RFID_1:1.Charnef D] D ata(0] 100 Decimal | SINT
[#-_RFID_1:1.Channell0} Datal1] Data From Block 25 ] 101 Decimal  |SINT
FH_RFID_1:\.Channel[0}.Data(2) | 102 Decimal|SINT
F+-_RFID_1:\.Channel[0]Date(3] , 103 Decinal |SINT
| BI_RFID_1:1.Channe(0) D& Y ~ — Decimal |SINT
1_RFID_] Channel0}Dataf5] 510K 18 not Locked 0 Decimal_|SINT
E-_RFID_1:|.Channel[0] Data(6] ) 104 Decimal |SINT
| | | E_RFID_1:|Channel0}Data[7]  |Data From Block 26 | 105 Decimal |SINT
£ RAD_1:1 Channel 0] Datafe] 106 Decimal (TSNS
£41_RFID_1. CharnelO}OSild] . Stabus of Block 26 107 Decimal |SINT
m-_nrlb_tl.umqnmmilm G Loskod. =P 1 Degimal |SINT
[+-_RFID_1:1.Charnel{DL Data[11] | 0 Decimal | SINT

The data for the second block appears in the input channel Data[6...9]. The

security status appears in Data[10]. The value of 1 indicates that the block is
locked.
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Read Single Block

The Read Single Block command reads a single block of user data from a tag.
Option Flags can be set to return information the UUID and security status of

the block.
e Option Flag0
Returns a single block of user data. Set xx:O.Channel[0].Data[0] = 0.
e Option Flag 1

Returns a single block of user data and the security status of that block.

Set xx:0.Channel[0].Data[0] = 1.

Set the following values in the output image table:
xx:0.Channel[0].Command = 1
xx:0.Channel[0].Address = the block number to read.
xx.0.Channel[0].BlockSize =
. xx:0.Channel[0].Data[0] = thc Option Flag value
xx:0.Channel[0]. Lcngth 0
xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0
(0]
(0]

ISAE

o o

g oo

. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

-

Unless a UUID is specified, this command operates on the first tagin the field.
Specify a UUID in xx:0.Channel[0].UIDLow and xx:O.Channel[0].UIDHi

to perform the command on a specific tag.
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Example Routine
In the following example routine, the initialization in Rung 1 sets the address,
length, and Data[0] values used to read multiple blocks and sets the command
value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0
in the output image table.
The example ladder diagram is initially set for Address =26. Data[0] is set to
Option Flag 0 (return just the data). The command reads blocks 25 and 26.
The example is repeated with Option Flag set to 1.
FFO_11M000sts  Ensble_Resd_Single_Block Read_Snge_Beoct
0 JE —e— 4
e e o i T s T R I — s
N . Source m;; J o bk
‘st _FFD_1:0.ChannefD] Adsrnas 4
s o |
- _HfD_l:O.Chman]me;.
Soune Cption_fiag
Dest _RFID. 1-0.0\-"“0]9110‘0!:
e - of
sedt_RFD_10.Chanmetp]Conmand |
Read_Singo_Plock_Sert —_— "LLi. § reros —W0Y B
3E | Shirce & _AFD_1 Channetol Command l Souece 1
‘ Source B A Dest _RFID_1:0 Channe0] Command
e Serfe Bock Sl D1 Charneld] Busy Read_Single_Block Irfrogress
e 3t s i
Read_Single_Plock_frogress  _RFD_TACH 1 Rieac_Single,_Plock_inProgress
‘ JE Wy ——— et ] =
: - 14
Source B 1 |
o | |
Example Results
e Option Flag0
This first example uses Option Flag = 0; return only the data in the
block. The block number is 26. The tag was a catalog number S6RF-
TG-30, which has only 4 bytes per block. The data appears in the input
channel Data[0...3].
= _RFID_1:\.Channei0] a0 | ABISGRF_

" _AFID_1:\.Channel0].Busy ol |Decimel_|BOOL
_RFID_1:1.Channel0] ChErior 0 Decinal |SINT
g G e d=11 Decinal|INT

ol |Decimal _|BOOL

= Charinel0] Co | 2z| Decimal |INT

I=_RFID_1:|.Channel[0} Dala {---1] {...}|Decimal |SINT[160}

% _AFID_1:.Chamel0}Datol() 104] [Decimal _|SINT
£ AAID_ 11 Channel0] Dab{i] Data From Block 26 l 105 [Dacknal Jot T

4_RFID_1:| Channel0]Datal2] ! 106 Decinal |SINT

B _RFID_1:\ Channel0lData3] | $ 107 Decinal _|SINT
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e Option Flag 1

The second example demonstrates the results when Option Flag = 1.
Data[0] shows the security status of the block. The 1 indicates that the
block has been locked. A zero indicates that the block is unlocked. The

data appears in Data[1...4].

:M 2 & | Value «|Force Mask +| 5 Data T
_AFID_T:1.Chennel Loee) (LR35 1} ABSBRF_IN_IP_Struct_In_SINT:1:02)
= dpan S ABIBERF_IN_IP_Strucl_In_SINT:.0
| ' |-_RFID_1:1.Channe{0) Busy i 0| |Decimal_|BOOL
| Et. _RFID_1:1.Channell0} ChEmar o |Decimal _|SINT
|| E_RFID_1:1.Channet0) Command [ 1 [Decimal |INT
__| | [=.RFD_1: ChannelD) ContReadMade | 0 |Decimal _|BOOL
""‘__RFID_I:I.[Jsml_'Bjcuﬂaf [ 1 |Decimal |INT
_RFID_1:|.Channel0} Data [ Gy (e} SINT[160]

F_RFID_1:1.Channa0) Data]0]

RFID_11.Chareel0] Datel1] Data From Block 26

'-h _RFID_ I.I.MDMﬂ

Lock Status — L

_1:1.Channel0] Datal5]

HJ J“FID T:1.Channell0] Data(s]

F+-_RFID_1:|.Channell0) Dataf?)

Read Transceiver Settings

from the transceiver:
e DeviceID

¢ Communication rate

e Retry time

e Gain

Set the following values in the output image table:
Command = 31

xx:0.Channel[0
xx:0.Channel
xx:0.Channel
xx:0.Channel
xx:0.Channel
xx:0.Channel
xx:0.Channel
. xx:0.Channel
xx:0.Channel

ISR

a0

=g oo

-

Example Routine

[0
0].Address =

.

I.

0]. BlockS1ze =

0].Data[0] =0

0]. Lcngth 0

0].Reset =

0].Timeout = 0

0].UIDLow =0
]

[
[
[
[
[
[
[
[0].UIDHi =

104,
] 105

106

107

1+Blockis locked 0|
0
o

The Read Transceiver Settings command retrieves the following information

In the following example routine, the initialization in Rung I sets the address,
length, data, and command. Because the address, length and Data[0] can only
be 0, the source in the MOV instruction can be set to 0. The UIDLow,

UIDHj, BlockSize, Reset, and Timeout are set to 0 in the output image table.
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-RFD_1PIOCOsts  Enabie_Resd_Trerdctiver_Sstingt Read_Trarscaiver_Sefings
0 —3E 9B
Resd_Trasraceiver_Sefings  _RFID_1.1.Charrel0] Buty MO Read_Transtaiver_Sefings_Stert
' ! IE VE Mave | b
* - Source o | | |
Resd_Transceiver_Sefings
Dest _RFD_T: Adaress | ar )
0w

— e ————
Mave b
Source 0

Dest _RFD_1:0.ChanneD] Length
0w

—_———
Move —
Source ]

Dest _RFID_1:0Channe(0] Datld] |
0w

Read_Segle_Bock. Start £au
—3 Equsl

Sowce A _RFD_11LChannef0) Command
14
Source B

Move
Source 1

Dest _RFID_1:0 Channel0] Command
1

Read_Single_Block St  _RFD_11 Channel{0) Busy
Ik 1
it - § =

Rewd,_Sig_Block Yérogess_RF,_Cha & 1 Mititczsiogiakieon
4 | il i ;:-J-u-.-_-\ _RFD_11 Channed0). Command |
Source B : i
(Erd) |l
Example Results

The following information is displayed:
o xx:1.Channel[0].Data[0...1] = Device ID
e xx:I.Channel[0].Data[2...5] = Communication rate
o xx:1.Channel[0].Datal[6...7]
o xx:1.Channel[0].Data[8...9] = Gain

.7] = Retry setting

Gain is 0...3, with 0 being the highest gain.

il . il G Pm.
[=_RFID_1:.Charnel0] | o) AB:SEAF_|

|~_AFID_1:1.Channef0] Busy | Decimal |BOOL

|| | #_AAD_1:1.Channet0].ChEmor | [} Desimal | SINT
| | ®_RAD_1: Channef0] Command | 31 Decimal [INT

|| | _RFID_1:.Chameto) Cont | 0 Decimal |BODL

||| #_AAD_1:1.Channet0] Counter | 189 Decimal |INT

=-_RFID_1:|.Channel0} Data | (e {...} Decimal |SINT[180]

H-_RFID_1:1.CH 0] | Bevice B @ Le#0L Hent SINT
F+/-_RFID_1:1.CharnelD] Datal1] . FTTTT) Het  |SINT

g- RFID_1:1.Channel0] Datal2] | 16400 Hex SINT

[4_RFID_1:1.Channel0} Data3] 16496 Hex SINT

FH_RFID_1:.Channell01 Data(4] aud Rate 16400 He SINT

16400 Hex SINT

N § 16403 Hex SINT

T $hemo Hex [SINT

FH-_RFID_1:.Channel 0} Datai8] Gain_§ 16401 Hex SINT

| B_RFID_1:1.ChannellD} Datal3] Il ST @ 1eg00 Hex SINT
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Write AFI

The Write AFI command writes 1 byte of information into the Application
Family Identifier (AFI). The AFI is used to group RFID tags by application.
This configuration allows the transceiver to read and write only to those tags
with the specified AFI value.

Set the following values in the output image table:
xx:0.Channel[0].Command = 41
xx:0.Channel[0].Address =
xx:0.Channel[0].BlockSize =
xx:0.Channel[0].Data[0] = AFI value
xx:0.Channel[0]. Lcngth =1
xx:0.Channel[0].Reset =
(0]
(0]
(0]

IS

a0

xx:0.Channel[0].Timeout = 0
. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

g ™ oo

-

Unless a UUID is specified, this command operates on the first tagin the field.
Specify a UUID in xx:O.Channel[0].UIDLow and xx:O.Channel[0].UIDHi
to perform the command on a specific tag.

Example Routine

In the following example routine, the initialization sets the address, length
data, and command. The BlockSize, Reset, Timeout, UIDLow, and UIDHi

are set to 0 in the output image table.
FFOD. mul EMI ARl Wl:. AR

WRAF BT Crenel U] sy AP,V Charrd) Tt o e a1 St
IE i 1E | e . 1

Dest _RFID 130 Channelll] Lengn
as

.mwm [
+ RO .O-rqqodql‘t]“

st _AFD_1-0.Channeql] Command
;e

Wit ARGt

Source A D14 Channed 0] Command | | e 4|
My
J ] Dest _AFID_Y:0.Channeto] Command
ue
Wrta AR St RO, 1 Crannat) Bty VAP prsgass
ke AP Steri |

s, u_ms,m o mmqa-r £ Wrbh_AF|_pPragrass
s T n——— J
;e
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Example Results

The following image shows an example of results on the input image table. The
Command is showing 41 and theChError is showing 0. The data bytes are all
zero. Confirmation that the AFI was written can be observed in the

Get_System_Information_Routine.

Write Byte Command

100

[=_RFID_1:1.Channell0] - aal AB:56RF_|
{—_RFID_1:I.Channel[0].Busy 0 Decimal |BOOL
[+-_RFID_1:|.Channel[0].ChE ror 0 Decimal |SINT
[+-_RFID_1:1.Channel[0). Command 41 Decimal |INT
— RFID_1:l.Channel[0].ContReadMode 1] Decimal |BOOL
[+]-_RFID_1:I.Channel[0]. Counter 30 Decimal  |INT
[=_RFID_1:|.Charnel[0] Data feonlh {...}|Decimal |SINT[160]
[+/-_RFID_1:I.Channel[0].D ata[0] 0 Decimal |SINT
F-_RFID_1:.Channel[0]. Datal1] 0 Decimal |SINT
[+-_RFID_1:I.Channel[0].D ata[2] 0 Decimal |SINT
[+-_RFID_1:1.Channel[0].D ata[3] 0 Decimal |SINT
[+-_RFID_1:1.Channel[0].D ata[4] 0 Decimal |SINT

ISR

a0

g Mmoo

-

The Write Byte command writes bytes of user data to a tag. You must specify
the data, the start byte, and the number of bytes to write.

xx:0.Channel[0].Command = 14
xx:0.Channel[0].Address = startmg addressto write
xx:0.Channel[0].BlockSize =
xx:0.Channel[0].Data[0.. 111] = the data to write
xx:0.Channel[0]. Length = the number of bytes to write
xx:0.Channel[0].Reset =

xx:0.Channel[0].Timeout = 0

. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

Unless a UUID is specified, this command operates on the first tagin the field.
Specify a UUID in xx:O.Channel[0].UIDLow and xx:O.Channel[0].UIDHi

to perform the command on a specific tag.
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, and Data[0] values used to read multiple blocks and sets the command
value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0

in the output image table.

The example ladder diagram is initially set for Address =0, the Length = 10.
Data[0...9] are set to a sequential list of numbers starting with 11.

JRFD_1:1P000sts  Enable VWirbe_Byte Wirte_Byie
0 3¢ L T—
Wie_Byle  _RFD_1:.Charnef0 Busy _RFD._1iChamed0) Tagpresent Wrte_Brie_Strt
1 4 F 1
Wiite_Brln
—Te
Vitte_Bybe_Start o —T)
— Equal Mave —
i Sowce & _RFID_1:1 Channel0] Command Source 14
0w
Sowce 8 o Dest _RFID_120.Channed0).Command |
[T
Rod_w?ﬂﬂ_ﬁil r
2 1 E 1 6

Example Results

The following image shows the output image table with the 10 bytes of data
that is written to the RFID tag. The sequence is 11, 12, 13, 14, 15, 16,17, 18,
19, and 20.

=I-_RFID_1:0.Channe([0] {laonl {lcanl) AB:56RF_IN
[#]-_RFID_1:0.Channel[0] Address 0 Decimal | INT
[+-_RFID_1:0.Channel[0] BlackSize 0 Decimal  |INT
[#-_RFID_1:0.Channel[0].Command 14 Decimal | INT
[=]_RFID_1:0.Channel[0].Data {eanl {...} Decimal |SINT[112]
[+-_RFID_1:0.Channel[0].D ata[0] @ 1l Decimal  |SINT
[#-_RFID_1:0.Channel[0].Data[1] 12 Decimal  |SINT
[+-_RFID_1:0.Channel[0) Data[2] 13 Decimal  |SINT
[#]_RFID_1:0.Channel[0].Data[3] 10 Bytes of 14 Decimal  |SINT
[+-_RFID_1:0.Channel[0].D ata[4] Data to Write 15 Decimal |SINT
[+-_RFID_1:0.Channel[0] Data[5] 16 Decimal  |SINT
[+/-_RFID_1:0.Channel[0) D ata[f] 17 Decimal  |SINT
[+-_RFID_1:0.Channel[0] Data[7] 18 Decimal  |SINT
[+]-_RFID_1:0.Channel[0].D ata[8] 19 Decimal  |SINT
[+-_RFID_1:0.Channel[0} Data[3] ® 2p Decimal |SINT

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018 101



Chapter9  RSLogix 5000 Code Examples

After successful completion of the Write Byte command, the input image table

shows the UUID of the tag.
[=_RFID_1:1.Channel[0] ...} {...} AB:SBRF_II
—_RFID_1:1.Channel[0]. Busy 1] Decimal |BOOL
[+]-_RFID_1:1.Channel[0].ChE mor ChError=0 0 Decimal |SINT
[+-_RFID_1:1.Channel[0] Command Command = 14 14 Decimal |INT
—_RFID_1:1.Channel[0] ContReadMode 1] Decimal  |BOOL
[#-_RFID_1:I.Channel[0] Counter 99 Decimal  |INT
[=]-_RFID_1:1.Channel[0].Data oo {...} Decimal |SINT[160]
[#-_RFID_1:1.Channel[0]. D ata[0] 16%0d Hex SINT
[+)-_RFID_1:1.Channel[0] Data[1] l6gee Hex SINT
[#-_RFID_1:1.Channel[0] Data[2] 16§e5 Hex SINT
[#-_RFID_1:1.Channel[0].Data[3] UUID of RFID Tag § 16#5b Hex SINT
[+-_RFID_1:1.Channel[0] Data[4] 16400 Hex SINT
[+-_RFID_1:1.Channel[0] Data[5] 16#01 Hex SINT
[#/-_RFID_1:1.Channel[0] Data[6] 16404 Hex SINT
[+_RFID_1:1.Channel[0]. Data[?) l6ge0 Hex SINT

The Read_Byte_Routine can be used to read the data. The data is stored in the
input channel data, starting at location 0.

[=]-_RFID_1:1.Channel[0] flacal {-..} AB:56RF_IM
—_RFID_1:I.Channel[0].Busy 0 Decimal |BOOL
[+-_RFID_1:1.Channel[0].ChError 0 Decimal |SINT
[#-_RFID_1:1.Channel[0). Command Read Command = 4 4 Decimal |INT
—_RFID_1:1.Channel[0].ContReadMode 0 Decimal |BOOL
[+]-_RFID_1:1.Channel[0]. Counter 100 Decimal |INT
[=I-_RFID_1:I.Channel[0).Data {...} {...} Decimal |SINT[160]
+-_RFID_1:1.Channel[0].D ata[0] y 11 Decimal |SINT
[#-_RFID_1:1.Channel[0].Data[1] 12 Decimal |SINT
[#-_RFID_1:].Channel[0].Data[2] 13 Decimal |SINT
FH-_RFID_1:1.Channel0].Data[3] 10Bytesof | 14 Decimal |SINT
[#-_RFID_1:|.Channel[0]. Data[4] Data 15 Decimal |SINT
[#+-_RFID_1:1.Channel[0].Data[5] 16 Decimal |SINT
[#H-_RFID_1:].Channel[0].Data[B] 17 Decimal |SINT
[+-_RFID_1:1.Channel[0].Data[7] 18 Decimal |SINT
[#-_RFID_1:1.Channel[0].Data[8] 19 Decimal |SINT
[#-_RFID_1:1.Channel[0].Data[9] b 20 Decimal |SINT
Write DSFID The Write DSFID (Data Storage Format Identifier) command writes 1 byte of

information in the Data Storage Format Identifier (DSFID) of the RFID tag.

Set the following values in the output image table:

a. xx:0.Channel[0].Command = 43

b. xx:0.Channel[0].Address =

c. xx:0.Channel[0].Data[0] = DSFID value

d. xx:0.Channel[0]. Lcngth =1

e. xx:0.Channel[0].Reset =

f. xx:0.Channel[0].Timeout = 0

g. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
h. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

If UIDLow and UIDHTI are set to 0, this command operates on the first tag in
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, and Data[0] values used to read multiple blocks and sets the command
value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0

in the output image table.

The example ladder diagram is initially set for Address =0, the Length = 0.
Data[0] is set to the DSFID value.

JFO_1IA000sts  Erable_Yie DSM0 ke _DSPO
IE 3k a5

W DS S 1Crarnell] Dasy R0 1 Channad) Tagiresent

Source 1

Dest _RFD_1:0ChacnaqliLangn |
i |
e

osF0_vak |
e
Dost_PPD_3:0.Crannet0) Duteich

oy

Wrte_DSF0_Stet IS b . r BT
——3F - Move —
. s N LChane ] Comemarsd Sinr a
e
ur o | Dest _RFID_1:0 Channel0) Commard
e
Wrle DEFD Stat _BFID_1 1 Charnel Busy Vitn_DEFIO_infrogress

Wirke DSFD infrogress  _RFID_1 1.-Channel] Busy

Example Results

The command is executed successfully if the ChError = 0, the Command
value = 43 and all Data bytes are 0.

Use the Get System Information command or the Inventory command to read
the DSFID.

=I_RFID_1:1.Channel lomal] {onn} AB:SERF.
B-_HFID_'I:I.Ehamel{O] {...} fomel AB:56RF,
" RFID_1:|.Channel[0} Busy 0 Decimal |BOOL
[-_RFID_1:1.Channel[0].ChError ChError = 0 0 Decimal _|SINT
[+-_RFID_1:I.Channel[0].Command Command = 43 43 Decimal  |INT
—_RFID_1:1.Channel[0]. ContReadMode 0 Decimal |BOOL
[+]-_RFID_1:1.Channel[0]. Counter 199 Decimal |INT
[=_RFID_1:|.Channel[0] Data Ty {...}|Decimal |SINT[16C
[+-_RFID_1:|.Channel[0]. D ata[0] 0 Decimal |SINT
F-_RFID_1:\.Channel[0Datal1] All Data Bytes are 0 O Decimal | SINT
[#-_RFID_1:I.Channel[0].D ata[2] 0 Decimal |SINT
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Write Mu|t|p|e Blocks The Write Multiple Blocks command writes to either one or two blocks of user
data to a FRAM tag. This command only works on FRAM tags. Catalog

number

ISR

a0

=g oo

-

S6RF-TG-2KB is a FRAM tag.
xx:0.Channel[0].Command = 11
xx:0.Channel[0].Address = starting block to write
xx:0.Channel[0].BlockSize = number of bytes per block

. xx:0.Channel[0].Data[0...xxx] = data to write

[0].

[0].

[0].
xx:0.Channel[0]. Length =the number of blocks to write
xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0
(0]
(0]

. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

xx:0.Channel[0].UIDHi = 0 (or UIDHi)

If UIDLow and UIDHi are set to 0, this command operates on the first tag in
the field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.

The following table shows the valid values for length, block size, and the

number of bytes written or each combination.

Length 1 1 1 2 2 2
Block Size 0 4 8 0 4 8
Bytes Written 4 4 8 8 8 16
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, and block size values that are used to write multiple blocks and sets the
command value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi

are set to 0 in the output image table.

FFD_11R000sts  Enabis_YWrbe_Muliple_Block Viite_Muipls_Fiock
L —E 4 B —
Wirls_Muliple_Block _RFID._14 _RFD_Y TagPresent MOV Wirte_Muipin_Block_Start
IE 3k IE - - )
- . Source Address
3% Wb _Mulliple_Block
st _RFD_1:0 Channell] Addreas | Q- d
o4
av
N a—— 1
| source 1
24
Dest _RFD_1:0 Channef0] Langth
0%
=M
] Merver —
Source
Be
Dest_RFD_170 Channed0) BlockSite
o
MO
b1 Move —
Source ]
Dest_RFD_1:0.ChannedO] Command
0%
OV

=T
Eousd g
Seurce A _RFID_1:|.Channe{0) Command

1

Source B o

Dest _RFID_1:0.Channefl] Command
1

o

Rusd_Single_Biock krérogress

1 Eg
4 1E 4 Equal

Source A _RFD_11 ChannelD] Command

| et s ok s |
> kst B

Fiead_Sirgle_Block_nProgress

|
1 4!

Souwrce 8 1

(Enaf)

Example Results

The following image shows the output image table with the data that is written
(a simple numeric sequence starting at 2). Two blocks of 8 bytes each is written
to the tag. The data is written to address locations 3 and 4.
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| =_RFID_1:0.Channe0] Texsd] | [AB:5ERF_|
|| [#_RFID_1:0.Channell0] Address Place Data in Address 3 3| \Decimal |INT
¥ _AFID_1:0.Channell0] BlockSize Bytes per Block = 8 8 |Decimal [INT
E£-_RFID_1:0.Channel[0] Command 1 |Decimal |INT
=_AFID_1:0.Channell0}Date Txasd] {22} Decinal |SINTIZ]
g‘lzl- RFID_1:0.Ct =a0] 2 |Decimal (SINT
#_RFID_1:0.Charned0] Dataf1] 3| Decimal | SINT
F+/_RFID_1:0.Channef0] Datal2] al Decimal _|SINT
{4-_RFID_1:0.Channel0} Dataf3] Data for Block 1 B Decimal |SINT
FH-_RFID_1:0.Channel0LDatal4] 3 Decimal | SINT
BI_RAC_1:0.Ct ataf5] Decimal |SINT
#_RFID_1:0.Channed0] Datafs] S —  |Decimal |SINT
F_RFID_1:0.Channel0]Datel7] | |Decimal_ SINT
+_RFID_1:0.Channel{0].Datalf] |Decimal | SINT
FH-_RFID_1:0.Channel0LDa1(S] |Decimal | SINT
B _RAD_10Chenel0lDaii0] | [Decinal |SINT
- RFID_1.0 Charnet0)Datal11] | Data for Block 2 [Decinal_|SINT
F_RFID_1:0.Channe{0LDatal12] | Decimal |SINT
H+-_RFID_1:0.Channef0] Datal13) Decimal |SINT
B_RFID_1.0.Channel0LD2{14) Decimal _ SINT
| HI_RFID_1:0.Channel0] Data{15] Decimal _|SINT
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If the write multiple blocks command is executed properly, the input table
image results show ChError = 0, Command = 11 and Data[0-xxx] =0.

~_RFID_1: AuPvaf auk | 0 [Decimal [BOOL
~_RFID_1:1, BlockFauk 0 |Decimal  (BOOL
 [=-_RFID_1.Channel il | AB:BERF_IF
[=-_RFID_1:|.Channel[0] o {---1] AB:SERF_IF
|—_RFID_1:1.Channe{0] Busy o Decimal |BODL
F_AFID_1:1.Channe{0].ChError ChError = 0 0 |Decimal |SINT
F+_AFID_1:.Channel 0] Command c d=11 11 |Decimal |INT
_ || [_RFID_1:\.Channe{0] ContfieadMode | 0 |Decimal_|BOOL
| | B_RAD_T:IChannelDlCounter szl Decimal |INT
[=-_RFID_1:| Channe{0] Data oy ..} |Decimal |SINT[160]
+-_RFID_1:1.Channel[0] Data[0] [ 0 |Decimal |SINT
t _RFID_1:1.Channel(0] Dataf1] | Data Bytes are 0 o |Decimal _|SINT
-_RFID_1:1.Channel[0}.D ata(2) | i} |Decimal | SINT
+_RFID_1:.Channell0] Data3] [ 0 |Decimal |SINT
BF_RFID_1:\.Channel[0} Data{4] [ 0 [Decimal [SINT

Use the Read Multiple Block command (=2) to read the data.

| =-_RFID_1:1.Channel] {0} ok AB:56RF_IN
|| | _RFID_1:.Channel(0)Busy . 0| Decimsl |BOOL
_ RFID_1:1.Channel0}.ChErnor No errors 0 Decimal |SINT
F+-_RFID_1:|.Channel0} Command 2 = Read Multiple Blocks 2 Decimal |INT
|| |-_RAID_1.Chonnel0) ConfReadMode | o Decimal (BODL
| #_RFID_1:.Channell0] Counter 18 Decimal |INT
[=\-_RFID_1:|. Channel[0] Data | Conet] {...} Decimal |SINT[180]
| &/_RFID_1:\.Channel 0} Data{0} 2| Decimal | SINT
| | | #_RFID_11.Channel0] Data(1) 3 Decinal |SINT
| H_RFID_1:1.Channe{0} Dataf2] 4 Decimal  |SINT
| || #_RFID_1:. Channel0] Date[3] Datain | s Decimal |SINT
| #_RFID_1:|.Channell0] Data{4) Block3 | s Decimal |SINT
| #-_RFID_T:\.Channell0] Datal5] 7 Decimal | SINT
| &-_RFID_1:\.Channe{0] Datalt] 8 Decimal |SINT
| _RFID_1:|.Channel(0} Data(7) 9 Decimal  |SINT
| || B_RFID_1:1.Channel0} Data(8) 10 Decimal |SINT
| F_BFID_1:1.Channel 0D atal9) 11 Decimal |SINT
| #-_RFID_1:1.Channeli0] Datal10] T 12| Decimal | SINT
||| #I_RFID_1.Channet0) Datal1 1] Blockd | 2! Decimal [SINT
| B_RFID_1:|.Channel0] Data(12] 14| Decinal |SINT
| #-_RFID_1:1. Channel0] Data{13] 15 Decimal |SINT
| #_RFID_1:.Channe0] Data[14] 16 Decimal | SINT
| E_RFID_1:. Channel0}Data15] 17| Decinal _|SINT
Mu'ti-tag Block Write The Multi-tag Block Write command writes one or more blocks of user data to

multiple tags in the transceiver field. The maximum number of tags in the RF
field is limited to four and all tags must have the same block size.

Set the following values in the output image table:

xx:0.Channel[0].Command = 12

ISIE

xx:0.Channel[0].Address = starting address to write
xx:0.Channel[0].BlockSize = number of bytes/block

a0

I.
[0].
[0].
. xx:0.Channel[0].Data[0...xxx] = data to write
xx:0.Channel[0]. Length number of blocks to write
xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0
. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

g ™o

-
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If UIDLow and UIDHi are set to 0, this command operates on the first tagin
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHIi to perform the command on a specific tag.

IMPORTANT  Length must be in 4-byte increments (for example, 4, 8, 12...) for 15015693
tags or 8-byte increments (for example, 8, 16, 24. . .) for FRAM tags.

IMPORTANT  The BlockSize field is used to specify the number of bytes/block of the tag.
Valid values are:

0= 4 bytes/block
4 = 4 bytes/block
8 =8 bytes/block

Typically, 15015693 tags have a block size of 4 bytes/block, and FRAM tags
have a block size of 8 bytes/block.

Example Routine

In the following example, data is written to two blocks, starting with Block 3.
The data is loaded into the output channel image table. Block three is
populated with Data[0...3] = 11, 13, 15 and 17. Block 4 is populated with
Data[4...7] = 19, 21, 23, 25.

_FFO_1AM000sta  Enabie_Mati_Tog_Block Wie Muti_Tag_Blck VWt
1§ — [— a9

i Teg Block Whte _RFD_11Chernne0Busy  _RAD_1:1Charnel0] TagPresent Muti_Tag_Block_WWhts_Start
T PRRSRRS 1} S, 1F . . 4r -

EL Muti_Tag_Biock Wi

= 24
Dest _RFD_1:0.Channef0]Lengh |
24

I
Biock _Size

ae

Dest _RFID_1:0 Channel0] BlockSize |

LA |

Wli_Tag_Block e Star T £ " ; . |
] E- { b | Mowe

Source A _RFD_1Arannett]Command | Sowce 2|
12+
0 Dest_FFID_1:0.Channe{0] Command |
124

Mulli_Tag_Block_Warke_Starl _RFD_1.Channef0) Busy Muli_Tag_Block Wee_infrogress
T: I E . g

Muti_Tog_Block_Whte_Stert

ONCe exetubion is complete
i Tag_Bock Whis_iProgress _RFID_1 Channel0] Busy - £01) Mul_Tag_Biock irte InProgress
1 e e i Ty

. | Source & _RAD_11Charneg0) Command
12s
12
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Example Results

The input channel image table shows the number of RFID tags that were
written and the UUID of each RFID tag.

—_RFID_1:1.ChannelD} Busy 0 Decimal |BOOL

+-_RFID_1:1.Channel{0]. ChE mor 0 Decimal |SIN‘I

FF_RFID_1:I.Channel 0] C ] 12 Decimal |INT
—_RFID_1:.Channel[0]. ContReadMod 0 Decimal |BOOL

#-_RFID_1:.Channel0] Counter 286 Decimal  |INT

=/ _AFID_1:I.Channei0] Data (e {...} |Dacimal |SINT[160]
+_RFID_1:1.Channel[0}.Data(0] Number of Tags ——jp2 Decimal  [SINT
[#-_RFID_1:I.Channel[0] Data{1) in RF Field 0 Decimal  |SINT
#_RFID_1:\.Channel[0}Data(2] @ 164c8 Hes SINT
[+_RFID_1:1.Channel[0}.Data{3] 16425 Hex SINT
[#-_RFID_1:1.Channel[0] D ata{4) 16§e6 Hex SINT
BH-_RFID_1:1.Channel[0] Data{5) 16#5b Hex SINT
[+-_RFID_1:I.Channel[0}.Data{5] UUID for Tag 1 || 16#00 Hex SINT

' _AFID_1:1.Channal[D] Data{7] 16401 Hex SINT
[+-_RFID_1:1.Channel[0LD ata{8] 16404 Hex SINT
[+_RFID_1:l.Channel[0] D atal3] @ l6feD Hex SINT
[+-_AFID_1:1.Channel[0} D ata[10] 16#ca Hex SINT
[#-_RFID_1:1.Channell0}Data{11] | 16#53 Hex SINT
[#_RFID_1:I.Channel[0] Data{12] 16§e6 Hex SINT

[+ _AFID_1:1.Channal[0} Data{13] UUID for Tag 2 || 16450 Hex SINT
F+-_RFID_1:1.Channel[0}Date{14] 16800 Hex SINT
[#-_RFID_1:I.Channel[0] Data{15] 16§01 Hex SINT
F_AFID_1:1.Channall0}.Data{16] 16404 Hex SINT
[+-_RFID_1:1.Channel[0}Data{17] ® 15e0 Hex SINT

Use the Read Multi Tag Block command (=3) to read the blocks and confirm
that the data was written.

=_RFID_1:1.Channed0] Mot ) |aB:56RF_I+
~— RFID_1:\.Channel0] Busy 0 Decinel [BODL
[ _RFID_1:1. Channel 0] ChE moe 0 Decimal | SINT
[#_RFID_1:1.Channel(0]. Command 3 Decimal |INT
~_RFID_1:1. Channe{{0] ContAleadMod 0 Decimal  |BOOL
[#_RFID_1:1.Channel0} Counter 300 Decimal |INT
[=_RFID_1:1.Channel0] Data oo, {-:.} |Decinal |SINT[160]
H#_AFID_1:1.Channel[0} Data[0] 2 Decinsl |SINT
B _RFID_1:.Channell0] Datal1] 0 Decimal |SINT
H_RFID_1:.Chennell0}Datel2] | 16#c8 Hee JSINT
_RFID_1:|.Channell0] Datal3] 16825 Hex  |SINT
{+_RFID_1-1.Channel[0] Dataf4] 16fe6 Hex SINT
-_RFID_ el[0] Dataf5] | Tag 1 UUID | 16#5h Hex  |SINT
[+_RFID_1:|.Channel[0] Data[5] 16400 Hex SINT
[+-_RFID_1:/.Channel[0} Data7] 16401 Hex  [SINT
[+-_RFID_1:1.Channel[0} Data(g] 16§04 Hex SINT
[+-_RFID_1:1.Channel[0} D atal3) 16#e0 |Hex SINT
BH-_RFID_1:|.Channel[0] Data{10) 11 |Decimal|SINT
F#-_RFID_1:1.Channel[0} Data{11] Taq 1 Block 3 Data 13 |Decimal | SINT
_AFID_1:|.Channel[0} Data{12] 15 |Decinat [SINT
F_RFID_1.Channel[0} Dalal13] 17 Decimal _[SINT
[#-_AFID_1:| Channel0) Data[14] 13 Decimal | SINT
F#-_RFID_1:1.Channel[0} Datal15] Tag 1 Block 4 Data 21 Decimal | SINT
¥ _RFID_1:|.Channall0) Datal16] 23 Decimal |SINT
_RFID_1:.Channell0) Data{17] 25 Decimal [SINT
B _RFID_1:|.Channall0] Datal 18] 168ca Hex  |SINT
H_RFID_1:1.Channel[0] Data{19] 16#53 Hex  |SINT
B _RFID_1:|.Channell0] Data[20] 16686 Hex  |SINT
[#_RFID_1:1.Channell0} Datal21] 16#5b Hex SINT
1_RFID_1:\.Channello}Datal22] Tag 2UUID | 16s00 Hex SINT
-_RFID_1:1.Channel[0] Data{23] 16§01 Hex SINT
FRFID_1:.Channel0] Dataf2d] 16904 Hew  ISINT
_AFID_1:|.Channel(0} Data[25] 16§20 Hex SINT
[+-_RFID_1:|.Channel[0] Dala|26] 1 Decimal [SINT
[#_RFID_1:l.Channel[0] Datal27] Tag 1 Block 3 Data 13 Decimal | SINT
[#-_RFID_1:|.Channel[0] Data[28] 15 Decimal | SINT
GH-_RFID_1:1.Channel[0] Data{25) 17 |Decimal|SINT
F-_RFID_1:1.Channel0} Data{20] 18 |Decimal | SINT
H_AFID_1:..Channel0} Data{31] Tag 1 Block 4 Data 21 |Decimal | SINT
F/-_RFID_T.Channel[0} Dalai32] 23 |Decimal | SINT
H_RFID_1:|.Channsl[0) Data(23) 25 |Decimal | SINT
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Write S|ng|e Block The Write Single Block command writes a single block of user data to an
RFID tag.

Set the following values in the output image table:

IS

a0

5~ ge Mmoo

-

j-

xx:0.Channel[0].Command = 10
xx:0.Channel[0].Address = starting address to write
xx:0.Channel[0].BlockSize = 0, 4, or 8
xx:0.Channel[0].Data[0...112] = data to write
xx:0.Channel[0].Length = 0, 4, or 8
xx:0.Channel[0].BlockSize = 0, 4, or 8
xx:0.Channel[0].Reset =

(0]

(0]

(0]

. xx:0.Channel[0].Timeout = 0

xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

If UIDLow and UIDHi are set to 0, this command operates on the first tag in
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.

The Length and Block Size fields are used to specify the number of bytes/block
of the tag. Valid values are:

o 0=
o 4=
o 8=

4 bytes/block
4 bytes/block
8 bytes/block

Typically, ISO15693 tags have a block size of 4 bytes/block, and FRAM tags
have a block size of 8 bytes/block.
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Example Routine

In the following example, 4 bytes of data is written to Block 3. The data is
loaded into the output channel image table. Block three is populated with

Data[0...3] = 41, 42, 43, and 44.

o

(End) |

_RFD_11P000ss  Enatle Wrte_Srgle_Block
3 — f—

Wrie_Single_Bleck m_‘:ln:a:mmm FRFD_11 wﬁ TagPresert

3 E

Muli_Tag_Block_Wte_Start
J - — Equal

Source B

M_Tm_ﬁmm_r _Start thb_umm” 0 By
I i |

Soures & _RFD_Y:1.Crarne0) Command |

N —

Dest _RFD_1 O Channef0f BlockSize
L

Source o

Dest _RFD_1:0.ChanneO) Command
12%

Vrta_Single_Prock

Wirte_Singe_Blotk_Start

S—

M

Dest

t _RFO_10

— 0

Wrte_Single_Block
vy

Souece 1
Chanefg] Command
12

Wuli_Tag_Block Ve inProgress

OnCe eueCubon i complete

“."‘ﬂﬁ”{’l}'ﬁ."’wﬂ D1,

e

Sorce A _RFO_iCharret0) Command |

Muli_Tag_Block_Write_Stert
L

Mui_Tag_Boct Wirte_inProgress.

124
12

Example Results

The output image table shows that the address is set to Block 3; the block size is
4 and the command is 10. The data to be written to block 3 is 41, 42, 43, and

44,
=_RFID_1:0.Channe(0] {oo0} (ool AB:56RF_|I
[+-_RFID_1:0.Channel[0] Address Write to Block 3 3 Decimal |INT
[+-_RFID_1:0.Channel[0] BlockSize Block Size is 4 4 Decimal |INT
[-_RFID_1:0.Channel[0] Command 10 Decimal [INT
[=_RFID_1:0.Channel[0l Data fonol) {...}|Decimal |SINT[112]
[+-_RFID_1:0.Channel[0].D ata[0] @4l Decimal  [SINT
H-_RFID_1:0.Channel[0] Data1] 4 Bytes of Data | 4z Decimal |SINT
F-_RFID_1:0.Channel[0]. Data[2) to Write to Block | a3 Decimal  |SINT
[+-_RFID_1:0.Channel[0].D ata[3] ® 44 Decimal |SINT
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Upon successful completion of the write block command, the Input Image
table shows that Command = 10 and ChError = 0. The input channel data
fields are all zero.

=1_RFID_1:1.Channel[0] foo} AB:SGRF
—_RFID_1:1.Channel[0].Busy 0 Decimal |BOOL
[+-_RFID_1:1.Channel[0].ChError No errors 1] Decimal |SINT
[#-_RFID_1:1.Channel[0].Command 10 Decimal |INT
'\ RFID_1:1.Channel[0]. ContReadMode 0 Decimal |BOOL
[+]-_RFID_1:1.Channel[0].Counter 5 Decimal |INT
[=]-_RFID_1:I.Channel[0].Data ool Decimal |SINT[16(
[+-_RFID_1:1.Channel[0]. Data[0] 0 Decimal [SINT
[#-_RFID_1:I.Channel[0].Data[1] DataBytesare0 o Decimal |SINT
[#]-_RFID_1:1.Channel[0]. Data[2] 0 Decimal | SINT

Use the Read Single Block command (=1), with option flag set to zero, to read
the contents of the tag in block 3.

=_RFID_1:I.Channel[0] Lo} AB:56RI
—_RFID_1:1.Channel[0].Busy 0 Decimal |BOOL
[+-_RFID_1:|.Channel[0].ChEror No Errors 0 Decimal |SINT
[+-_RFID_1:I.Channel[0). Command 1=Read BlockCmd 1 Decimal |INT
—_RFID_1:l.Channel[0).ContReadMode 0 Decimal |BOOL
[#-_RFID_1:1.Channel[0].Counter 6 Decimal |INT
[=_RFID_1:|.Channel[0]. Data oot Decimal |SINT[1E
[+-_RFID_1:1.Channel[0].Data[0] @ 4l Decimal |SINT
[+-_RFID_1:I.Channel[0}.Data[1] Data From 42 Decimal |SINT
[+-_RFID_1:1.Channel[0].Data[2] Block 3 43 Decimal |SINT
[+-_RFID_1:I.Channel[0].Data[3] ® 44 Decimal |SINT

Continuous Read Mode

The Continuous Read command is used for specialty applications that require

high line speeds (up to 3 m/s). See Continuous Read Mode on page 122 for
details on this command.

Stop Continuous Read

The Stop Continuous Read command is used with the Continuous Read

command for specialty applications that require high line speeds (up to 3 m/s).

See Continuous Read Mode on page 122 for details on this command.

Teach Continuous Read

The Teach Continuous Read command is used to train the interface for

Continuous Read operations. See Teach Continuous Read on page 125 for
details on this command.
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Notes:
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Read Byte Routine

SLC Code Examples

This sample code is an example using a SLC-5/05 with a catalog number
S6RE-IN-IPD22 interface block.

The Read Byte command (value =4) reads a user-specified number of bytes
from a tag, startingat a user-specified address. Additionally, an Option Flag can
be set to return the UUID of the tag.

e Option Flag0

Returns the specified user data

e Option Flag 1
Returns the UUID of the tag and the specified user data

IMPORTANT  This command operates only on the first tag in the field.

Example Routine

P T et st R Ml

The following example code is for an SLC-5/05.

Rt s Progirs
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Example Routine
Rung Description
0000 Place RFID interface into the Run mode. The bit must be highlighted in green. If the bit is not green,
right-click it and click Toggle Bit.
0001 Read Input Image. Double-click the EEM box to enter the setup screen. Input Size is 116 bytes (58
words). Click the MultiHop tab to configure an EtherNet/IP device.
=2 EEM - N30:0 : (58 Elements) =10 x|
{Beneral | MuliHop | Send Data| Receive Data |
- This Controller © Messags Control Bits .
Channel - Ignose i timed out (T} [0]
Size in'Words (Receive Data) {SendDatal [T | Awaiing Execution (Ew):[]
Data Table Address (Receive Data} (Send Data} Contirwous Aun [CO} [0 ]
Enot [ER} [0]
- Taiget Device Dene (DM} [0]
Message Timeout [x1 sect 23] Transmting (ST} [1]
MuliHop: Enabled (EN} [T]
Service: [Read Assenbly | Service Codefhest £ Waiing for Queue Space - (0]
Coss st [T (oec) L] e "
Instance [hex) (dec)
Atirbate (hexk 3] (deck @] Efror Code [hexl0
: Eror Description
No enors
0002 Write Output Image. Double-click the MSG box to enter the setup screen. Output size is 124 bytes (62
words). Click the MultiHop tab to configure an EtherNet/IP device.
=3 EEM - N31:0 : (58 Elements) =10 x|
{General | MuiHop | Send Data | Recerve Data|
i~ This Controller 1~ Message Control Bits 1
i Ignere if timed out (TO} [0 ]
Size inWords [Receive Datal [0 | (SendDate} [E2_| Awating Execution (Ew]: [0
Data Table Address Receive Dalal [Send Data} Continuous Run (COF [0]
Enor (ERY[0]
Target Device Dane (DN [0]
Message Tineout [x1 sect 23| Transmiting (ST} [T]
MuitHop: Enatled (EN} [1]
Sevics [ Aanty ] Senvis Code s} Waiingor Queue Spec: 1]
Class thesk [1_] teeck 1] e :
Instance (hes} {dec} (G
Atibute fhest 3| (deck 3| Enor Code (hextn
1~ Emor Description —
No etrors
0003 The Tag Present bit is highlighted in green when a tag is present. When a tag is present, clear the

command value.
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Rung Description

0004 When the command value has been cleared, load in the instruction parameters contained in N104
(Read Byte). N101 (Read Single Block) could be used in place of N104.

i~4Data File N101 (dec) —

READ BLOCK

'Bl k
ﬂ.ﬁ S?'fe ﬂCOmmand lﬂddress [[ Length i 5

'q"'iti\imﬂ! e GCIIC DEC‘IM
Syntel

r

Desc:

o ZII Bowm| [Tlmeout [UIDLmvtlHI1

0005 Wait for the read command to run. The Read in Progress bit is highlighted in green when the
command is running. When the command has completed, the Read in Progress bit returns to its
original state. When the command has been executed and completed, copy the data that is read into
N100.

0006 If there was an error with the operation, then N100:0 contains the error code.
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Notes:
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MicroLogix 1400 Code Examples

Read Byte The Read Byte command (value =4) reads a user-specified number of bytes
from a tag, starting at a user-specified address. Additionally, an Option Flag can
be set to return the UUID of the tag.

e Option Flag 0

Returns the specified user data

e Option Flag 1
Returns the UUID of the tag and the specified user data

IMPORTANT  This command operates only on the first tag in the field.

Example Routine
Rung Description
0000 Place RFID interface into the Run Mode. The bit must be highlighted in green. If the bit is not green,

right-click it and click Toggle Bit.

0001 Read Input Image. Double-click the MSG box to enter the setup screen. Input size is 116 bytes (58
words). Click the MultiHop tab to configure an EtherNet/IP device.

= 00 : (1 Elements) =10] x|
[Genetal| MutiHop | Send Data | Receive Data |

- This Controler | - Contsol Bits

T m— oo imed 4 (10} 0]

Comemurication Command [CIP Genenc o Mm o]

Data Toble Addvess [Feceive} [N100 ] Awaiing Exscution EWE 0]

Size in Bytes [Receival [Send}:

| Enar [ER} @]

Taiget Device Message done (DNE [1]

Message Timeout: [ ] Meszage Transmiting (51 [0]

Message Enabled (N} [0 ]

Local / Remote : [Local | MulHop:
Estended Routing Info Fle[RI<} [REs110 ] oo
Service: BoadAmently ______] Serviea Cods e} ] Eror CodelHext 0
T s
Inatance (hest [73_] (deck

Anibute fhext [3 | (deck

+ Esmor Description
No eerces
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Description

0002

Write Output Image. Double-click the MSG box to enter the setup screen. Output size is 124 bytes (62
words). Click the MultiHop tab to create an EtherNet/IP device.

FAMSG - MG31:0 : (1 Elements) 3 =10] x|
[Genesal | MutHop | Send Data | Receive Data |
- This Conlroler- Control Bits
o v —) I ot (101(0]
Commuricaion Command. [CiP Genenc | Brsak Connection (K1 [0 |
Tendl N2 ] | Awaiting Exscution [EwE [0]
Size in Bytes [Receivel [Send
122 ] | e el
Target Device - - Message done DN [T]
MesiageTimeout: (3] Mezsage Transmiting (ST} [0]
Message Enatled [EN} [0]
Local /Remote : [Locl | MulHop:  [res | |
Extended Routing Info FleRE<Y [Reczo | Enor
B vy m— e 4 N S
Clss Fosf L] (dect 1] ko

0003

The Tag Present bit is highlighted in green when a tag is present. When a tag is present, clear the
command value.

0004

When the command value has been cleared, load in the instruction parameters contained in N104
(Read Byte). N101 (Read Single Block) could be used in place of N104.

0005

Wait for the read command to run. The Read in Progress bit is highlighted in green when the
command is running. When the command has completed, the Read in Progress bit returns to its
original state. When the command has been executed and completed, copy the data that is read into
N100.

0006

If there was an error with the operation, then N100:0 contains the error code.

Tag Presest
Nl
w0
Bend 11
Hto
i
Resd st Command
T [ x7e
[ e ¥ Xioi0
' 2001
°
Hiead In Progress
proy
1
ResdlnProgon Doy Command Dista Hobder
S Nigs Fit i
i Sowe A KT Nl
+ et Nivoo
et W
'
Head Stan
w
Rewd In Progress
70

Etron Couater
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Write Byte

Read Multiple Blocks

The Write Byte command (value = 14) writes bytes of user data to a tag. You
can specify the data, the start byte, and the number of bytes to write.

IMPORTANT  This command operates only on the first tag in the field.

Example Routine
Rung Description
0000 Place RFID interface into the Run Mode. The bit must be highlighted in green. If the bt is not green,

right-click it and click Toggle Bit.

0001 Read Input Image. Double-click the MSG box to enter the Setup Screen. Input Size is 116 bytes (58
words). Click the MultiHop tab to configure an EtherNet/IP device.

0002 Write Output Image. Double-click the MSG box to enter the Setup Screen. Output Size is 124 bytes (62
words). Click the MultiHop tab to configure an EtherNet/IP device.

0003 The Tag Present bit is highlighted in green when a tag is present. When a tag is present, clear the
command value.

0004 When the command value has been cleared, load in the instruction parameters contained in N114
(Write Byte). N110 (Write Single Block) could be used in place of N114.

0005 Wait for the write command to run. The Write in Progress bit is highlighted in green when the
command is running. When the command has completed, the Write in Progress bit returns to its
original state. When the command has been executed and completed, copy the data that is read into
N100.

0006 If there was an error with the operation, then N100:0 contains the error code.

The Read Multiple Blocks command (value = 2) reads multiple blocks of user
data from a tag. Additionally, Option Flags can be set to return information
such as the Universally Unique Identifier (UUID) or the Data Storage Format
Identifier (DSFID) of the tag.

e Option Flag0

Returns multiple blocks of user data

e Option Flag 1

Returns multiple blocks of user data and the security status of each block

IMPORTANT  Unless a UUID is specified, this command operates on the first tag in the

field.
Example Routine

Rung Description

0000 Place RFID interface into the Run Mode. The bit must be highlighted in green. If the bit is not green,
right-click it and click Toggle Bit.

0001 Read Input Image. Double-click the MSG box to enter the Setup Screen. Input Size is 116 bytes (58
Words.) Click the MultiHop tab to configure an EtherNet/IP device.

0002 Write Output Image. Double-click the MSG box to enter the Setup Screen. Output Size is 124 bytes (62
Words). Click the MultiHop tab to configure an EtherNet/IP device.
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Write Multiple Blocks

Input Image Layout

Output Image Layout

120

Rung Description

0003 The Tag Present bit is highlighted in green when a tag is present. When a tag is present, clear the
command value.

0004 When the command value has been cleared, load in the instruction parameters contained in N102
(Read Multiple Blocks).

0005 Wait for the read command to run. The Read in Progress bit is highlighted in green when the
command is running. When the command has completed, the Read in Progress bit returns to its
original state. When the command has been executed and completed, copy the data that is read into
N100.

0006 If there was an error with the operation, then N100:0 contains the error code.

The Write Multiple Blocks command (value = 11) writes multiple blocks of
user data to an FRAM tag.

IMPORTANT  This command only works on FRAM tags. Unless a UUID is specified, this

command operates on the first tag in the field.

Example Routine
Rung Description
0000 Place RFID interface into the Run Mode. The bit must be highlighted in green. If the bt is not green,

right-click it and click Toggle Bit.

0001 Read Input Image. Double-click the MSG box to enter the Setup Screen. Input Size is 116 bytes (58
Words.) Click the MultiHop tab to configure an EtherNet/IP device.

0002 Write Output Image. Double-click the MSG box to enter the Setup Screen. Output Size is 124 bytes (62
Words). Click the MultiHop tab to configure an EtherNet/IP device.

0003 The Tag Present bit is highlighted in green when a tag is present. When a tag is present, clear the
command value.

0004 When the command value has been cleared, load in the instruction parameters contained in N111
(Write Multiple Blocks).

0005 Wait for the write command to run. The Write in Progress bit is highlighted in green when the
command is running. When the command has completed, the Write in Progress bit returns to its
original state. When the command has been executed and completed, copy the data that is read into
N100.

0006 If there was an error with the operation, then N100:0 contains the error code.

See Appendix B for details on the Input Image Layout.

See Appendix B for details on the Output Image Layout.
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RFID Tag Speed

The following tables are a guide to help determine the amount of information
that can be written to/read from an RFID tag based on the speed of your
application. For example, to read 8 bytes consistently from a tag using the

square transceiver, your line speed must be 0.827 m/s or slower.

If you have a high-speed application, it is best to choose the largest transceiver,
larger tag, which provides the largest antenna range. The larger tag provides the
longest time that the tagis in the field for read/write functions and also helps
with tag misalignment issues.

If your tag is stopped when all read/write functions occur, and tag
misalignment is not an issue, smaller transceivers can be used.

IMPORTANT  Itisrecommended that the tag be stopped if large amounts of data is
written to/read from the tag.

Table 25 - Rectangular (80x90) Transceiver

Max Tag Speed (m/s)
Bytes Read Write
4 1.488095 1.328609
8 1.378676 1.121915
16 1.202887 0.8566533
32 0.9578544 0.5811701
64 0.6802721 0.3535235
12 0.4743833 0.2227833
160 0.3641661 0.1626369
2000 0.03674939 0.01432665
Table 26 - Square (40x40) Transceiver
Max Tag Speed (m/s)
Bytes Read Write
4 0.8928571 0.7971656
8 0.8272058 0.6731489
16 0.7217322 0.513992
32 0.5747126 0.348702
64 0.4081633 0.2121141
112 0.28463 0.13367
160 0.2184996 0.09758213
2000 0.02204964 0.008595988
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Table 27 - M18 Transceiver

Max Tag Speed (m/s)

Bytes Read Write

4 0.1984127 0.1771479
8 0.1838235 0.1495886
16 0.1603849 0.1142204
32 0.1277139 0.07748935
64 0.09070295 0.04713646
12 0.06325111 0.02970444
160 0.04855547 0.02168492
2000 0.004899919 0.00191022

Table 28 - M30 Transceiver

Max Tag Speed (m/s)
Bytes Read Write
4 0.3373016 0.3011515
8 0.3125 0.2543007
16 0.2726544 0.1941748
32 0.2171137 0.1317319
64 0.154195 0.08013199
112 0.1075269 0.05049755
160 0.0825443 0.03686436
2000 0.008329863 0.003247374

Continuous Read Mode Command Objective

Perform tag read operations as fast as possible.

Operation

Command 5 is issued from the controller to place an interface RFID channel
into continuous read mode; no additional commands are required from the
controller to retrieve information from a tag. The read type that is issued
would be a Read Multiple Block or a Read Single Block depending on the
number of blocks requested. The maximum number of blocks that can be read
at one time is 10. Each time the interface reads a tag successfully, the counter
value increments by 1. If there was an issue reading the tag, the counter value
does not increment and the ChError indicates the error code value.

While the interface is in this mode, it rejects all other commands sent to it for
that channel except a Stop Continuous Read. The interface does not perform
its normal poll cycle on that channel while it is in this mode of operation.
During Continuous Read Mode, the ContReadMode and Busy bit is set to
true.
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When the interface receives a stop command, Command 6, it reverts to the
normal mode of operation and resume the polling cycle. Continuous Read

mode can also be canceled by issuing a channel reset (reset bit in the output
image word set to 1).

When usinga 50 mm disc tag, catalog number S6RF-TR-8090 transceiver, and
reading 4 bytes of data, it can be possible to achieve a line speed of up to 3 m/s.

Modes of Operation

Only one type of mode of operation can be used on each channel. To change
modes you must issue a Stop Continuous Read, and then reissue a Start
Continuous Read with the new mode. Both channels can be configured for the
same mode or different modes simultaneously. Modes of operation are limited
based on the model number of the interface.

56RF-IN-IPS12
¢ One RFID Channel (Channel 0)
¢ One discrete input and one discrete output

e Support modes 0 and 1 only

56RF-IN-IPD22
¢ Two RFID Channels (Channel 0, Channel 1)
e One discrete input and one discrete output

e Support modes 0, and 1 only.

The single input can be used for either channel.

56RF-IN-IPD22A
¢ Two RFID Channels (Channel 0, Channel 1)
e Two discrete inputs

e Support modes 0, 1,2, and 3

The same input can be used for either channel.
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Mode Overview

1. Mode 0

The interface waits for the delay time, sends out a read, obtains data, and
returns that data back to the PLC. This cycle repeats until a Stop Continuous
Read command is issued.

2. Mode 1

The interface waits for input point 0 to turn ON, waits for the delay timer to
expire then sends out a read, obtains data, and returns that data back to the
PLC. This cycle repeats until a Stop Continuous Read command is issued.

3. Mode 2

The interface waits for input point 1 to turn ON, waits for the delay timer to
expire then sends out a read, obtains data, and returns that data back to the
PLC. This cycle repeats until a Stop Continuous Read command is issued.

4. Mode 3

The interface waits for both input point 0 and 1 to turn ON, waits for the
delay timer to expire then sends out a read, obtains data, and returns that data
back to the PLC. This cycle repeats until a Stop Continuous Read command is
issued.

Command Structure

xx:0O.Channel[0
xx:0.Channel[0

[0].Reset =0

|
xx:0.Channel[0

[

[

[

.Command =5

ISH

.BlockSize = Bytes per Block in the tag
.Address = Starting Block
.Length = Number of blocks to read

.Timeout = Delay time between sending

a0

xx:0.Channel[0
xx:0.Channel[0
xx:0.Channel[0

commands
g. xx:0.Channel[0].UIDLow = 0
h. xx:0.Channel[0].UIDHi =0
[0]
(0]

o

e e

lan

i. xx:0.Channel[0].Data[0] = Mode x
j. xx:0.Channel[0].Data[1] = Option Flag

Table 29 - Commands

Command Description

Address Block within the tag to start read operations from.
BlockSize Size in bytes per block of the tag.

Length Number of blocks to read
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Teach Continuous Read

Table 29 - Commands

Command Description

Timeout Delay time between sending command attempts in Mode 0.
Delay time after input condition is true before sending commands in modes 1...3.

UIDLow/UIDHigh | Can be used to target only a specific tag for read operations, otherwise this value would be 0 to

read any tag.
Mode x Specifies the mode of operation for the Continuous Read.
Option Flag Used to specify the mode of one or more Read Multiple/ Read Single Blocks command.

A zero value would only read the data that is requested starting at the address that is specified,
for the number of blocks specified in the Length field. A value of 1 would read and return both
the security block status and the tag data.

Formodes 1...3, you can either set the delay time on their own or they can train the interface
and the transceiver so that the value is determine automatically based on their system setup
and line speed. A delay time of 0 causes the interface to send out the command as soon as it
sees that the input condition goes true. For mode 0, there is no ability to train the system.

Command Objective

This operation is valid only for modes 1...3 and is used to train the interface to
the approximate delay time that should be used before it sends out the read
command based on input conditions and tag speeds.

Operation

Command 8 is issued from the Controller to place an RFID interface channel
into teach mode.

When first entering Teach Mode (Phase 1), the interface waits for one or more
input conditions to go true, and then poll for tag detection. Once 10 good
detections have occurred, the unit enters phase 2.

During Phase 2, the unit waits for one or more input conditions to go true,
then issue the Read Multiple/Read Single Block command after the
predetermined time delay and adjust the delay time as necessary. Once 10 good
reads in a row have occurred, the unit exits teach mode and reports back the
average and recommended delay time in milliseconds.

If the interface is unable to obtain 10 good reads in a row, it decrements the
delay time by 1 ms and start again in phase 2. If the delay time has been
decremented more than 30 ms from the average, the interface exits teach mode
and reports back the recommended delay time of -1. A -1 value indicates that
the interface cannot determine what the best delay time would be due to
variations in tag speed.

Phase progression in teach mode can be monitored by viewing the counter
value in the input image table. Phase 1 is always a value <10, Phase 2 is always a
value >10. Once the counter reaches 20, the interface exits teach mode and
reports the average and recommended delay times. You must load the
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recommended delay time value into the Timeout field before initiating a
continuous read.

During Teach Mode, the ContReadMode and Busy bit are set to true.

Issuing a channel reset can cancel Teach mode (reset bit in the output image
word set to 1).

Command Structure
a. xx:0.Channel[0].Reset =
b. xx:0.Channel[0].BlockSize =Bytes per Block in the tag
c. xx:0.Channel[0].Command = 8
d. xx:0.Channel[0].Address = Starting Block
e. xx:0.Channel[0].Length = Number of Blocks
f. xx:0.Channel[0].Timeout = 0
g. xx:0.Channel[0].UIDLow = 0
h. xx:0.Channel[0].UIDHi =
i. xx:0.Channel[0].Data[0] = Mode x
j- xx:0.Channel[0].Data[1] = Option Flag
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Home

RFID Interface Block Web Page

The RFID interface block web page is accessible by entering the IP address of
the interface block into a web browser. The interface block must have Ethernet
connectivity and power to be viewable on the web page. The web page provides
diagnostic and configuration for the RFID interface block.

The home page allows you to view basic information about the interface block.
Data cannot be changed on the home page. The Device Description and
Device Location are specified and can be changed on the Device Identity tab in
the Configuration section.

(TR 56RF-IN-IPD22 Autorantion

[3 Home
Diagnostics
Configuration

Home

Device Name SGRF-IN-1PD22
Device Description

Device Location HmsaiEse
Ethernet Address (MAC) 00:00:b<ie5:d0:1b

1P Address 192,168.1.195

Product Revision 1.001 Build 8 Contacts
Firmware Version Date Aug 3 2011, 14:35:32

Serial Number ADOOBTTT

Status Awaiting Connection

Uptime 00h:35m;15s

Copyright © 2011 Rockwell Automation, Tnc. All Rights Reserved.
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Diagnostics

|__Epend_____ Minimize |
m Home

Diagnostics.
Diagnostic Overview
Metwork Settings
E'! Ethernet Statistics
1/0 Connections
ﬁ Configuration

Network Settings
@ Allen-Bradiey

| _Bpena____ minimize |
m Home

Diagnostics
Disgnestic Overviaw
Network Settings
Ethernat Statistics
1/0 Connections
ﬁ Configuration

128

The Diagnostic section has three tabs of view-only detailed information on the
status of the interface block. The tabs show Diagnostic Overview, Network
Settings, and Ethernet Statistics. The I/O Connections tab contains a field that
allows you to change the web page refresh rate.

WS S6RE-IN-IPD22 b

Diagnostic Overview %, Mobwerk Settings N, Ethernet

N oo

Ring Status
Metwork Topology
Metwork Status

Ring Supervisor

System Resource Utilization
CPU Utilization

Module Uptime

CIP Connection Statics
Current CIP Msg Connections
CIP Msg Connection Limit

Max Meg Connections Observid
Current CIP 1/0 Connactions
CIP 1/0 Connection Limit

Max 1O Connections Observed

Open Errors
Conn Closes

Conn Timeouts

56RF-IN-IPD22

Module Setings
Linear Switches
Normal

0.0.0.0 00:00:00:00:00:00

10%

00h:35m:26s

o oo e B8 -0 o

Seconds Batween Refresh: |15 Disable Refres!

Disgnastic Overview

Netwaork Interface
Ethemnet Address (MAC)
1P Address

Subnet Mask

Default Gateway
Primary Mame Server
Secondary Name Server
Default Domain Name
Host Nama

MName Resolution

Tikarface G

Obtain Network Configuration

Hetwork Settings ,_Ethernet Statistics _1/0 Connections

h with 0.

Rockwell
Automation

Ethernet Port 1
00:00:bcie5:d0:1b Interface State
192.168.1.195 Link Status
255.255.255.0 Media Speed
Duplex

Autonegotiate Status

Ethernet Port 2

" Interface State
DNS Enabled
Link Status

Media Speed
Duplex

Switches
Autonegotiate Status

Enabled
Active

100 Mbps
Full Duplax

Autonegotiate Speed and Duplex

Enabiled
Inactive
100 Mbps
Full Duplex

Autonegotiate Speed and Duplex

Copyright € 2011 Rockwall Automation, Inc. All Rights Reserved.
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Ethernet Statistics

Lo PP Y 56RF-IN-IPD22 Au:lomaﬁ ?

[B Home

Diagnostics.
Diagnostic Overview
Network Settings
Ethernet Statistics
1/0 Connections
ﬁ Configuration

1/0 Connections

D Ovarview \ Network Settings j Ethernet Statistics \ 10 G

Ethernet Port 1
Interface State
Link Status
Madia Speed
Duplex

Autonegotiate Status

Media Counters Port 1
Alignment Errors

FCS Errors

single Collisions
Multiple Collisions

SQE Test Errors

Deferred Transmisslons

Collisions
MAC Transmit Errors
Carrier Sanse Errors
Frame Too Long

MAL Recelve Errors

Interface Counters
In Octets

In Ucast Packets

In NUcast Packets
In Discards

In Errors

In Unknown Protos
Out Octats

Out Ucast Packets
Out NUcast Packets
Out Discards

Out Errors

Ethernet Port 2

Enabled Interface State
Active Link Status
100 Mbps Media Speed
Full Duphex Duplex

Autonegotiate Speed and Duplex Autonegotiate Status

Media Counters Port 2

o Alignment Errors

o FCS Errors.

o Single Coll

o Multiple Collisions
4] SOE Test Ermors.

o Deferred Transmissions
o Late Coll

(1] Exces: ollisions
4] MAC Transmit Errors
o Carriger Sense Errors
o Frame Too Long

(1] MAC Receive Ermors
1241835

8574

12

(1]

o

(1]

2332830
7333

29

o

1]

Seconds Between Refre 15 Digable Re

Enabled
Inactive
100 Mbps
Full Duplex

Autonagotiate Speed and Duplex

© o & o

o oo oo o o o

(TR 56RF-IN-IPD22 Antumtio

|__Epend ____ inimize |
E! Home
Diagnostics
Diagnestic Overview
Network Settings
Ethernet Statistics
1/0 Connections

Configuration

Configuration

D Overview N, Network Settings N, Ethernet Statistics N [/0 Connections

Conn # Uptime

Missed Rx O-T Conn T-0 Conn
Phkts L Id

O-T Size T-O Size O-T Type T-O Type

Seconds Between Refresh: 15 Disable Refresh with 0.

O-T API
(msec)

T-0 API Timeout
(msec) (msec)

Copyright & 2011 Rockwall

Inc. All Rights

To access the configuration section of the RFID interface block web page, a
username and password are required. The default username is Admin, and
there is no password by default. The username and password can be changed on

the Device Services tab.

IMPORTANT

If the username and password are lost, the interface block must be reset to
default before it can be accessed again. The username and password are

reset to the default values.
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Device |dent|ty Change the device name, description, or location. Changes take place after

power to the interface block has been cycled.

TR 56RF-IN-IPD22 P ot

| Expand Minimize | Device Identity ,_Network Configuration  Device Services N,
m Home

Diagnostics Device Information
el Device Name SBRF-IN-1PD22
Network Settings
Ethernat Statistics Device Description
10 Connections

ﬁ Device Location

Configuration
Device Identity —_—
Network Configuration | Apply Changes |

Device Services

Note: Values on this page are In non-volatile memory.
Changes to these parameters do not take affect untll the ArmorBlock has been reset or power cycled.

Copyright © 2011 Rockwell Autamation, Inc. All Rights Reserved.

Network Configuration

TR S6RF-IN-IPD22 RTaratt

M Device Identity ™ Network Canfiguration _Device Services
Drome

Diagnostics Initial Network Configuration
(D oigrostic overview Ethernat Intarface Configuration Dynamic (DHCP) ~
'3««-0«5«:!»9
¥

Etheret Statisti

o = Network Interface
1/0 Connections
& onfigurstion 1P Addrass

m"“‘““ . Subnet Mask

Netwark Configuration

Davice Sarvices Gataway Address

Primary Name Server
Secendary Name Server

Domain Namea

Ethernet Link Port 1

Port 1 Enatle Enabled  +
Autonegatiate Status Autonegotiate Speed and Duplex ~
Select Port Speed

Select Duplex Mode

Ethernet Link Port 2
Pert 2 Enatle Enabled v

Autanegotiate Status Autonegotiate Speed and Duplex »
Select Port Speed

Selact Duplex Mode

Apply Changes

Nota: Values on this page are in non-volatile memory.
Changes to these parameters do not bake effect until the ArmorBlock has been reset or power cycled.

Device Services

[ PTONEY S6RF-IN-IPD22 Automanio

BT [ oo o etor Conigurstion N bevics Services
@HDI’H&

Diagnestics Service Description Status Enable
[3 Diagnestic Overview HTTP Web Sarver running
Network Settings
herns {0
Ethernet Statistics Set Pass
1/0 Connections

Configuration Mew Password
Davice Identity

Network Configuration
m Davice Services
Apply Changes

Note: Values on this page are in non-volatile memory.
Changes to these parameters do not take effect until thee ArmorBlock has been reset or power cycled.

Conflrm Password

Copyright © 2011 Rockwell Automation, Inc. All Rights Reserved.
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Error Codes

Error Codes for RFID Interface Block

The error codes for the RFID interface block are stored in the input for each
channel. In the examples in the manual, the error codes are stored in the image

table RFID_1:1:Channel[0].ChError and RFID_1:1:Channel[1].ChError.

Error Codes Status Word Binary
0 0K 0000
1 Transceiver not found 0001
2 Invalid Response 0010
3 Invalid Parameter 0011
4 No Tag Detected 0100
5 Instruction Timed Out 0101
6 Block Access Error 0110
7 Format Error 01
8 Tag Communications Error 1000
9 Address Error 1001
10 Mismatch Error 1010
" Internal Channel Error 101
12 Malformed Packet 1100
13 Unit in Program Mode 1101
14 Reserved 1110
15 Module Error nnm
OK (Decimal 0)

Indicates that there are no issues with the channel in question when the
decimal value of these bits is equal to zero.

Transceiver not found (Decimal 1)
Indicates that communications with the transceiver for the specified
channel has been lost.

Invalid Response (Decimal 2)

Indicates that the response to a command is not what was expected.

Invalid Parameter (Decimal 3)

Indicates that either a passed or received parameter was out of bounds.

No Tag Detected (Decimal 4)

Indicates that a command was attempted on a channel but there was no

tag detected in the field.

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018 131



Appendix A

Error Codes for RFID Interface Block

132

Instruction Timed Out (Decimal 5)

Indicates that the timeout value that is associated with a command was
exceeded before a response could be obtained.

Block Access Error (Decimal 6)

Indicates that either:
- A read command attempted to read a block but was denied access.

- A write command attempted to write to a block but was denied
access.

Format Error (Decimal 7)

Indicates that the format of the command or response was invalid.

Tag Communications Error (Decimal 8)

Indicates that the interface block was not able to complete command
execution with a tag before the tagleft the field or the Output Channel
Timeout is set too short. For example, set the Output Channel Timeout

to 100 ms and then try to read 112 bytes of data from a catalog number
S6RF-TG-30 tag.

Address Error (Decimal 9)

Indicates that the block address value was out of bounds for the tag.
Mismatch Error (Decimal 10)

Indicates that there are more tags that are detected in the field than the
unit can process.

Internal Channel Error (Decimal 11)

Indicates that there is some internal issue with channel (hardware fault).
Malformed Packet (Decimal 12)

Indicates an issue with the command packet that is received by the
transceiver.

Unit in Program Mode (Decimal 13)

Indicates that a command was issued but the module is in program
mode.

Module Error (Decimal 15)

Indicates that there is some internal issue interface block (hardware

fault).
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Product Codes and Name
Strings

CIP Explicit Connection
Behavior

CIP Objects

CIP Information

The following table lists the product codes and name strings for the EtherNet/
IP interface block.

Product Type Product Code (at. No. Identity Object Name String
139 4 56RF-IN-1PS12 RFID Adapter 1Port + 1In/1Out
139 5 56RF-IN-IPD22 RFID Adapter 2 Port + 1In/1 Qut
139 6 56RF-IN-IPD22A RFID Adapter 2 Port + 2In/0 Qut

The RFID interface block allows connected explicit messages to drive user
outputs when no I/O connection exists, or when an I/O connection exists in
the idle state. One EtherNet/IP Class 3 explicit connection is allowed to send
explicit control messages via an Active Explicit connection. An EtherNet/IP
Class 3 explicit connection becomes the explicit control connection when it
becomes the first EtherNet/IP Class 3 explicit connection to send a set service
to one of the following:

o The Value attribute of any DOP instance (class code 0x09).
e The Data attribute of any output (consumed) Assembly Instance (class
code 0x04).

e Attribute 3 or 4 of the Control Supervisor Object (class code 0x29).

The following CIP™ objects are covered in the following subsections. CIP
objects provide a window into the devices properties that can be read/written
to. Each CIP Class contains instances (copies of a class structure), and
attributes for each instance. Most devices have only one instance of a class.

Class Object

0x0001 Identity Object

0x0004 Assembly Object

0x0008 Discrete Input Point Object
0x0009 Discrete Output Point Object
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Identity Object Class Code
0x0001

the device.

This Identity Object provides identification of and general information about

Instance 1 of the Identity Object contains the following attributes:

Attribute ID | Access Rule | Name Data Type Value
1 Get Vendor UINT 1
2 Get Device Type UINT 139
3 Get Product Code UINT 4,5, 0r6
4 Get Revision Structure of: The initial release is Major Rev. 1,
Major Revision USINT Minor Rev. 1.
Minor Revision USINT
5 Get Status WORD See Table 30 on page 135.
6 Get Serial Number UDINT Unique number for each device
7 Get Product Name Structure of: | Product Code specific
String Length USINT
ASClI String STRING

The following common services are implemented for Instance 1.

Service Code Implemented for: Service Name
Class Instance
0x01 Yes Yes Get_Attributes_All
0x05 No Yes Reset
0xOE Yes Yes Get_Attributes_Single

Accessing the Identity Object requires the creation of a Message Instruction

(MSG) to be configured as a CIP Generic type.

i
Configuration | Comemication | Tag |
Meszage Type: CIP Genenic
Seivice o »| Source Element: -
Type: ICu’rom J =l
Soucelengh: [0 =] [(Bytes)
Serv .
Code ' Med Qs 1 Med poyrgion  [GPOa0 3
Instance: Il Mh.le:h [Hex) New T
8. I
® Enable U Enable Wating J Start ® Done Done Length: 47
) Enoe Code: Extended Eror Code: ™ Timed Out
Error Path
Enmor Text
oK Cancel | Help

e Service Code: 1- Get Attribute All

e Class: 1 - Identity Object
e Instance: 1 - First instance

e Attribute: 1 - First attribute

e Destination: CIP_Data - a SINT[100] array to hold the data

134

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018



CIP Information

Appendix B

CIP_Data[10]...[1

3]= Serial Number (A000B955)

CIP_Data[14]= Product Name Length (32 bytes)

[ [Hame zzie [vae  «[Sile [DataType
|- CPData (0.} |Decinal SINT[100]
|| *cPpasl) 1| Decinal SINT
| | +oPoaa) 0| Decamal SINT
| | +cross2 -117 Decinsl SINT
| | +cross3 0 | Decenal SINT
[ |+ cP_Dss) 5 Decenal SINT
BT 0| Decamal SINT
BTG 1 Decimal SINT
| | +crossm 1 Decenal SINT
| | +opossg 100 Decensl SINT
| | +cP 0w 0 Decanal SINT
[ |+ cp_pasio) 85 Decndl SINT
||+ orpssin -71 Decmal SINT
| | +crossnz 0| Decensl SINT
| | #crosany -96 Decensl SINT
| | #cPpsang) 32| Decanal SINT
| | +cPosans) ‘R |ASCH SINT
| |+ op_paats) ‘P ASCH SINT
|| #cor_paa?) I+ ASCH SINT
CIP_Data[0]...[1]= Vendor (1=Allen-Bradley)
CIP_Data[2]...[3]= Device Type (139=RFID)
CIP_Data[4]...[S]=Device Code (5=56RF-IN-IPS12)
CIP_Data[6]= Major Revision (1)
CIP_Data[7]= Minor Revision (1)
CIP_Data[8]...[9]= Status (100 decimal, 000000001100100 binary)
[
[
[

CIP_Data[15]-[n]=

Product Name

Table 30 - Device Status (CIP_Data[8...9])

Bits Name Description

0 Owned 0=Not Owned, 1=0wned by a Master

1 Reserved Reserved

2 Configured 0=Not configured, 1=Configured

3 Reserved Reserved

4...7 Extended Device Status See Table 31

8 Minor Recoverable Fault 1=Detected a recoverable minor fault

9 Minor Unrecoverable Fault 1=Detected a non-recoverable minor fault
10 Major Recoverable Fault 1=Detected a recoverable major fault

n Major Unrecoverable Fault 1=Detected a non-recoverable major fault
12...15 | Reserved Reserved

Table 31 - Values for the Extended Device Status (Bits 4...7)

Value | Description

0 Self-Testing or Unknown

1 Firmware Update in Progress

2 At least one faulted I/0 connection

3 No I/0 connections established

4 Non-Volatile Configuration Bad

5 Major Fault

6 At least one I/0 connection in run mode
7 At least one |/0 connection is established, all in idle mode
8&9 Reserved

10...15 | Vendor specific
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Assembly Object Class Code
0x0004
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The Assembly Object binds attributes of multiple objects, which allows data to
or from each object to be sent or received over one connection. Controllers
that cannot create and establish a class 1 (scheduled) connection can use the
Assembly Object in a Message Instruction to obtain both the input and output
assemblies of the RFID interface.

The following services are implemented for the Assembly Object:

Service Code Implemented for: Service Name

Class Instance
0xOE Yes Yes Get_Attribute_Single
0x10 No Yes Set_Attribute_Single
0x18 No Yes Get_Member

Different connection instances are needed for each RFID interface based on
the model. These class 3 connection instances are different than the class 1
instances that are used by a ControlLogix* or CompactLogix™ processor due to
the limitations within the SLC™ and Micrologix™ for handling Send and
Receive data.

Use Table 32 to determine the class 3 connection instance and Send/Receive
size for your unit.

Table 32 - Class 3 Connection Instances with Size (in bytes)

Cat. No. Input Size Output Size Config Size
56RF-IN-IPS12 120 64 130 64 103 16
56RF-IN-IPD22 i 116 131 124 109 20

56RF-IN-IPD22A 122 116 132 124 112 24
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Reading the Input Image 741 MSG - MG30:0 : (1 Elements) i ;lglll
Table of a 56RF-IN-IPD22 | TEI"ﬂ*wl Send Dot | Receve Do | L

. . . - This Controfler - e ol Bits — -
with a MicroLogix 1400 e — noe e cut 10} ]
Commusication Command. |CIF Generic Break Connection (BK} [0 ]
Data Table Address (Receive] @—, Awaiting Execution (EW} [0 ]
Size in Bytes (Receivel: [116 ] (Send): AR
~ Target Device Message done (DN}
Message Timeout: Message Transmitting (5T} [ ]
Message Enabled (EN) [0 ]

Local / Remote : MultiHop:
Extended Routing Info Fie(RIX): T
S P - | )
Class et [ dech [i_] i
Instance [hex): [deck
Attibute (hex} 3| (deck 3]
Error Description -
No emors

e N10:0 is the data table address where the input image is stored and spans
N10:0...N10:57.

e The number of bytes to receive is 116 (58 words).

o The extended routing file (RIX11:0) is used to store the Multi-Hop
routing information.

e Service is type Read Assembly
e Class 4 is the Assembly Instance Class
e Instance 79h is the input image connection instance.

e Attribute 3 is the assembly attribute for the input image table

73 MSG - MG30:0 : (1 Elements) =10l =|

General [MuliHop | Send Dats | Receive Dats |
Ins = Add Hop Del = Remove Hop
Fiom Device | FromPort__| ToAddress Type | ToAddess
This MicroLogie Channel 1 EtherNet/IP Device (sir) 192168.1.212
4] | 2]

The Multi-Hop information is used to configure the communications path
from the MicroLogix to the RFID interface.
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Input Image (56RF-IN-IPD22)

Word Description Word Description
N10:0 - N10:1 Module Connection Status N10:9 Length
N10:2 Module Status N10:10 - N10:31 Data
N10:3 Reserved N10:32 Channel[1] Diagnostics
N10:4 Block Status N10:33 Command Value
N10:5 1/0 Data N10:34 Counter Value
N10:6 Channel[0] Diagnostics N10:35 Length
N10:7 Command Value N10:36 —N10:57 | Data
N10:8 Counter Value
Module Status
Bit Definition Bit Definition
0 Run Status 8 Reserved
1 Block Fault 9 Reserved
2 Aux Power Fault 10 Reserved
3 Reserved n Reserved
4 Pt00 Input Fault 12 Pt00 Output Fault
5 Pt00 Open Wire 13 Pt0ONo Load
6 Pt00 Input Short Circuit 14 Pt00 Output Short Circuit
7 Reserved 15 Reserved
1/0 Data
Bit Definition Bit Definition
0 Pt00 Data 8 Pt00 Readback
1 Reserved 9 Reserved
2 Reserved 10 Reserved
3 Reserved N Reserved
4 Reserved 12 Reserved
5 Reserved 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved
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Channel[n] Diagnostics
Bit Definition Bit Definition
0 Reset 8 Error Code
1 Fault 9 Error Code
2 Tag Present 10 Error Code
3 Busy N Error Code
4 Reset in Progress 12 Reserved
5 Continuous Read Mode 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved
Input Image (56RF-IN-IPD22A)
Word Description Word Description
N10:0 - N10:1 Module Connection Status N10:9 Length
N10:2 Module Status N10:10 — N10:31 Data
N10:3 Reserved N10:32 Channel[1] Diagnostics
N10:4 Block Status N10:33 Command Value
N10:5 /0 Data N10:34 Counter Value
N10:6 Channel[0] Diagnostics N10:35 Length
N10:7 Command Value N10:36 —N10:57 | Data
N10:8 Counter Value
Module Status
Bit Definition Bit Definition
0 Run Status 8 Pt01 Input Fault
1 Block Fault 9 Pt01 Open Wire
2 Aux Power Fault 10 Pt01 Input Short Circuit
3 Reserved n Reserved
4 Pt00 Input Fault 12 Reserved
5 Pt00 Open Wire 13 Reserved
6 Pt00 Input Short Circuit 14 Reserved
7 Reserved 15 Reserved
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1/0 Data
Bit Definition Bit Definition
0 Pt00 Data 8 Reserved
1 Pt01 Data 9 Reserved
2 Reserved 10 Reserved
3 Reserved n Reserved
4 Reserved 12 Reserved
5 Reserved 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved

Channel[n] Diagnostics
Bit Definition Bit Definition
0 Reset 8 Error Code
1 Fault 9 Error Code
2 Tag Present 10 Error Code
3 Busy n Error Code
4 Reset in Progress 12 Reserved
5 Continuous Read Mode 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved

Input Image (56RF-IN-1PS12)
Word Description Word Description
N10:0—N10:1 Module Connection Status N10:6 Channel[0] Diagnostics
N10:2 Module Status N10:7 Command Value
N10:3 Reserved N10:8 Counter Value
N10:4 Block Status N10:9 Length
N10:5 1/0 Data N10:10-N10:31 | Data

Module Status
Bit Definition Bit Definition
0 Run Status 8 Reserved
1 Block Fault 9 Reserved
2 Aux Power Fault 10 Reserved
3 Reserved N Reserved
4 Pt00 Input Fault 12 Pt00 Output Fault
5 Pt00 Open Wire 13 Pt00 No Load
6 Pt00 Input Short Circuit 14 Pt00 Output Short Circuit
7 Reserved 15 Reserved
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1/0 Data
Bit Definition Bit Definition
0 Pt00 Data 8 Pt00 Readback
1 Reserved 9 Reserved
2 Reserved 10 Reserved
3 Reserved N Reserved
4 Reserved 12 Reserved
5 Reserved 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved
Channel[n] Diagnostics
Bit Definition Bit Definition
0 Reset 8 Error Code
1 Fault 9 Error Code
2 Tag Present 10 Error Code
3 Busy n Error Code
4 Reset in Progress 12 Reserved
5 Continuous Read Mode 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved
Writing to the Output Image MG - MG3L0 (1 Hements) =101 x|
Table of a 56RF-IN-IPD22 el e hian —
o o . (- This Controller f ol Bits
witha MlcroLoglx 1400 Channel [{fnteal ] lgnore i timed out (10} [0
Communication Command: [CIP Genetic _ Bresk Connection BK} o]
{Send): Awaiting Execution [EW} E
Size in Bytes [Receive]: [Send]: Enor €A E
moe
- Target Device Message done (DN} [1 ]
Message Timeout: B3] Message Transmiting (ST} [0]
Message Enabled (EN}: [0 ]
Local / Remate : MultiHop:
Estended Routing Info File(RIX): Riciz0 | S Erer
Service: [wiite Assembly | Sevice Code (hex}
Closs T D (dec D Enor Code(Hex}: 0
Instance [hex]: [deck
Atribute (hex} {dec}
1~ Emor Descrplion -
Mo errors

e N20:0 is the data table address to store the output image and spans

N20:0...N20:61.

e The number of bytes to send is 124 (62 words).
e The extended routing file (RIX12:0) is used to store the Multi-Hop

routing information.
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Service is type Write Assembly
Class 4 is the Assembly Instance Class

Instance 83h is the output image connection instance.

Attribute 3 is the assembly attribute for the output image table

A MSG - MG31:0 : (1 Elements) =10l x|
Ins = &dd Hop Del = Remove Hop
From Device [ToAMmTE l To Address
This MicroLogix EthetNetAP Device [sir) 192168.1.212
4| | 2]

The Multi-Hop information is used to configure the communications path
from the MicroLogix to the RFID interface.

Input Image (56RF-IN-IPD22)

Word Description Word Description
N20:0 Module Data N20:12...N10:31 | Data

N20:1 Reserved N20:32 Channel[1] Reset
N20:2 Channel[0] Reset N20:33 Block Size
N20:3 Block Size N20:34 Command
N20:4 Command N20:35 Address
N20:5 Address N20:36 Length
N20:6 Length N20:37 Timeout
N20:7 Timeout N20:38...N20:39 | UIDLow
N20:8...N20:9 UIDLow N20:40...N20:41 | UIDHi
N20:10...N20:11 | UIDHi N20:42...N20:61 | Data
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Module Data
Bit Definition Bit Definition
0 Run Mode 8 Pt00 Data
1 Reserved 9 Reserved
2 Reserved 10 Reserved
3 Reserved N Reserved
4 Reserved 12 Reserved
5 Reserved 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved
Input Image (56RF-IN-IPD22A)
Word Description Word Description
N20:0 Module Data N20:12...N10:31 | Data
N20:1 Reserved N20:32 Channel[1] Reset
N20:2 Channel[0] Reset N20:33 Block Size
N20:3 Block Size N20:34 Command
N20:4 Command N20:35 Address
N20:5 Address N20:36 Length
N20:6 Length N20:37 Timeout
N20:7 Timeout N20:38...N20:39 | UIDLow
N20:8...N20:9 UIDLow N20:40...N20:41 | UIDHi
N20:10...N20:11 | UIDHi N20:42...N20:61 | Data
Module Data
Bit Definition Bit Definition
0 Run Mode 8 Reserved
1 Reserved 9 Reserved
2 Reserved 10 Reserved
3 Reserved N Reserved
4 Reserved 12 Reserved
5 Reserved 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved
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Table of a 56RF-IN-IPD22
with a SLC-5/05
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Input Image (56RF-IN-IPS12)

Word Description Word Description
N20:0 Module Data N20:6 Length
N20:1 Reserved N20:7 Timeout
N20:2 Channel[0] Reset N20:8...N20:9 UIDLow
N20:3 Block Size N20:10...N20:11 | UIDHi
N20:4 Command N20:12...N10:31 | Data
N20:5 Address
Module Data
Bit Definition Bit Definition
0 Run Mode 8 Pt00 Data
1 Reserved 9 Reserved
2 Reserved 10 Reserved
3 Reserved 1 Reserved
4 Reserved 12 Reserved
5 Reserved 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved
-3 EEM - N30:0 : (58 Elements) =101 x|
reial | Mubiiop | Send Data| Receive Data |
This Cantrolles Message Contiol Bits
Channel: Ignoee i timed out (TO} [7]
Size in Waords (Recsive Datal (S5end Data} 3] Awaiing Execution [EW] 0]
Data Table Address (Receive Datal [NiD0 | (SendData} [h/A ] Continuous Run (CO} [ ]
Eror (EA}[0]
~ Target Device Done (DN} 3]
Message Timeout [x1 sech Transmitting (5T} [T]
MultHop: Enabled (EN] 1]
Sevice [Readhsemtly | Seivice Code fhest [f_] Wialtng foe Queus Space  [0]
Class bt [1__] [dect [ = §
Instance [hek (dec} Evio Code (hestg

Attrbute (et [3_] (dect 3]

Enmce Description -

No emrors

The biggest difference between the MicroLogix1400 and the SLC-5/05 is that
the SLC uses an EEM instruction instead of an MSG instruction, but the setup
is basically the same. The routing information for the EEM is stored within the

Control Block address (N30:0)

e N10:0 is the data table address where the input image is stored and spans

N10:0...N10:57.

o The size in words is 58 (116 bytes).

e Service is type Read Assembly

e Class 4 is the Assembly Instance Class

e Instance 79h is the input image connection instance.
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e Attribute 3 is the assembly attribute for the input image table

5 EEM - N30:0 : (58 Elements)

General [MuiHop | Send Data | Receive Data|

Ins = Add Hop Del = Remove Hop

From Device From Port To Address T To Addiess

This SLCS00 1 EtherMet/IP Devica [sir:] 1921681212
4] |2

7% EEM - N31:0 ; {58 Elements)
[Genesal | MuHop | Send Data| Recerve Data |
- This Controller - Message Conlrol B
Chanrel: [T Igriore i tmed cut (TOR [0]
Size in Words (Receive Data) [SendData} [E2 | Awaiting Execution (Ew) [0]
Data Table Address (Feceive Data} {Send Daata} Continuouss Run (COF [0 ]
J Enos (ER} 0]
Tanget Device - . Done [DNE[0]
Message Timeout [x1 sac] IEI vaiﬁng[s'l'l.iﬂ
MudtiHop: Enabled (ENL[T]
e [its Arsmntly | Servis Code sk Watng orGueus Space: (0]
Classthent [ ] (deck [I_] T
Instance fhext (deck
Attriute (hext 3] ldeck B Enoe Code (hexd0
1~ Enmoe Description -
| HNo enars

e N20:0 is the data table address to store the output image and spans
N20:0...N20:61.

o The Send Data size is 62 (124 bytes).

e Service is type Write Assembly

e Class 4 is the Assembly Instance Class

e Instance 83h is the output image connection instance.

e Attribute 3 is the assembly attribute for the output image table

7= EEM - N31:0 : (56 Elements) =10l x|
General [MullHop | Send Data | Receive Data |
Ins = Add Hop Dal = Remove Hop
From Device [ FiomPot | ToAddess T | ToAddess
[ This SLCS00 1 ”'Em‘ﬁﬁnm Tar) 192168.1.212
4] |+
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Class 1 connections are used to transfer I/O data, and can be established to the
Assembly Object instances. Each Class 1 connection establishes two data
transports, one consuming and one producing. The heartbeat instances are
used for connections that can access only inputs. Class 1 uses UDP transport.

e Total numbers of supported Class 1 connections equals 2 (total for:
exclusive owner + input only + listen-only)

¢ Supported API: 2...3200 ms (The minimum API can be higher if
processor resources become a problem)

e T->O Connection type: point-to-point, multicast
e O->T Connection type: point-to-point

e Supported trigger type: cyclic, change of state

The producing instance can be assigned to multiple transports, using any
combination of multicast and point-to-point connection types.

Only one Exclusive-owner connection is supported at each time. If an
Exclusive-owner connection is already established and an originator tries to
establish a new Exclusive-owner connection, an Ownership conflict (general
status = 0x01, extended status = 0x0106) error code is returned.

For a connection to be established, the requested data sizes must be an exact
match of the connections points that the connection tries to connect to. If the
requested and actual sizes do not match, an Invalid connection size (general
status = 0x01, extended status = 0x0109) error code is returned.

This connection type is used for controlling the outputs of the module and
must not be dependent on any other condition. Only one exclusive owner
connection can be opened against the module.

If an exclusive owner connection is already opened a Connection in use
(general status = 0x01, extend status = 0x0100) error code is returned.

o Connection point O -> T must be Assembly Object, Instance 3, 162 or
166 (162 for product codes <= 0x100 only, 166 for product codes >
0x100 only).

o Connection point T -> O must be Assembly Object, Instance 52, 150 or
151 (150 for product codes <= 0x100 only, 151 for product codes >
0x100 only).
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|nput 0n|y Connection This connection is used to read data from the module without controlling the

outputs. This connection is not dependent on any other connection.

It is recommended that the originator sets the data size in the O->T direction
of the Forward_Open to zero.

IMPORTANT  If an exclusive owner connection has been opened against the module and
times out, the input only connection times out as well. If the exclusive
owner connection is properly closed, the input only connection is not be
affected.

o Number of supported input only connections equals two (shared with
exclusive owner and listen-only connection).

e Connection point O -> T must be Assembly Object, Instance 191
(Input only heartbeat).

e Connection point T -> O must be Assembly Object, Instance 52, 150,
or 151 (150 for product codes <= 0x100 only, 151 for product codes >
0x100 only).

Listen-on'y Connection This connection is dependent on another connection to exist. If that
connection(exclusive owner or input only) is closed, the listen-only connection
must be closed as well.

It is reccommended that the originator sets the data size in the Forward_Open
to zero.

e Number of supported listen-only connections equals two (shared with
exclusive owner and listen-only connection).

e Connection point O -> T must be Assembly Object, Instance 192
(listen-only heartbeat)

o Connection point T -> O must be Assembly Object, Instance 52, 150 or
151 (150 for product codes <= 0x100 only, 151 for product codes >
0x100 only)

Class 3 Connections Class 3 connections are used to establish connections to the message router.
The connection is used for explicit messaging. Class 3 connections use TCP
connections.

e Three concurrent encapsulation sessions are supported

e Six concurrent Class 3 connections are supported

e Multiple Class 3 connection per encapsulation session are supported
e Supported API: 100...10000 ms

e T->O Connection type: point-to-point

e O->T Connection type: point-to-point

e Supported trigger type: application
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Discrete Input Point Object
Class Code 0x0008
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The following class attributes are currently supported for the Discrete Input
Point Object:

Attribute ID Access Rule Name Data Type Value
1 Get Revision 0x(7 2
2 Get Max Instance UINT 4

Two instances of the Discrete Input Point Object are supported. All instances
contain the following attributes.

Attribute ID Access Rule Name Data Type Value

3 Get Value BOOL 0=0FF, 1=0N

5 FilterOffOn 0xC7 0 =No Delay
1000 ="1ms
2000=2ms
4000 =4ms
8000 =8ms
16000 =16 ms

6 FilterOnOff 0x(7 0=No Delay
1000=1ms
2000=2ms
4000 =4ms
8000 =28ms
16000 =16 ms

The following common services are implemented for the Discrete Input Point

Object.

Service Code Implemented for: Service Name

Class Instance
0xOE Yes Yes Get_Attribute_Single
0x10 No Yes Set_Attribute_Single

To obtain the status of an input point (ON or OFF), configure a CIP message
as shown following image:

Message Configuration - CIP x|

Configuration” | ication | Tag |
Message Type: CIP Generic
Service 4 - it v
ol | Get Attrbute Single = [ El

Source Length ||j| 3; [Bytes

Servi .
oa® [ MHew Cass [ HeW  pogingion CIP_Data =
Instance: |1 N‘Lribute:IS [Hex) New Tag.. |

® Enable O Enable Wailing L Stait ® Done Done Length: 1

) Enor Code: Extended Eror Code: [T Timed Out +

Errar Path:

Error Text:

ok | cancel Aoy | Hebp
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Instance 1 is the first input (Pt00), if the RFID interface supports two inputs,
then Pt01 would be instance 2.

The return value in CIP_Data[0] is either 0 (Input OFF) or 1 (Input ON).

To obtain the Input Filter OffOn value of an input point, configure a CIP
message as shown in the following image:

Message Configuration - CIP x|

Configuaton” | Commuricatin | Tag |

Message Type:
?;‘-’:9 [Get Atuibute Single =]
S E 5
Cooe & Men Oasx o MHed poginmion TP Data =]
Instance: Il Nhhle’.ls [Hex)
Mew Tag... |
® Enable O EnableWaiting O Start ® Done Done Length: 2
) Enor Code: Extended Enor Code: ™ Timed Out ¢
Enor Path:
Enor Text:

0k | cecel | appy | Hep |

Instance 1 is the first input (Pt00), if the RFID interface supports two inputs,
then Pt01 would be instance 2.

The return value contains the filter time in milliseconds.

Discrete 0utput Point Object The following class attributes are supported:

CIaSS COde 0)(0009 Attribute ID Access Rule Name Data Type Value
1 Get Revision 0xC1 1
2 Get Max Instance UINT 40r10

Two instances of the Discrete Output Point Object are supported. All
instances contain the following attributes.

Attribute | Access Rule Name Data Type Value
D
3 Get Value BOOL 0=0FF, 1=0N
5 Get/Set FaultMode BOOL 0 = Use Fault Value
1=Hold Last State
6 Get/Set FaultValue BOOL 0=0FF
0=0N
7 Get/Set ProgMode BOOL 0 = Use Program Value
1=Hold Last State
8 Get/Set ProgValue BOOL 0 =0FF
1=0N
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The following common services are implemented for the Discrete Output

Point Object.
Service Code Implemented for: Service Name
Class Instance
0xOE Yes Yes Get_Attribute_Single
0x10 No Yes Set_Attribute_Single

To obtain the state of an output point, configure a CIP message as shown in the

following image:

Message Configuration - CIP l’

Configuation” | Commurication | Tag |

Message Type: CIP Genenc
;5;1'# |Get Atibute Single =l [ =l
G
Cog” [o Mew Class [ Hed poginaion CIF_Data
Instance: [1 Attibute]3 (Hex) New Tag.. |
® Enable O EnableWating 0 Star ® Done Done Length: 1
O Enor Code; Extended Error Code: ™ Timed Out
Error Pathe
Eror Text:

] o | tow | o |

The return value contains the state of the output (0=Off, 1=On)

To set the state of an output point, configure a CIP message as shown in the
following image:
|

Configuration | Commurication | Tag |

Messe e [ -
Service Isel,gwimg Single j Source Element: ICIP_D&a_S ource vi
Type: a mirir

_ Source Lengthc |1 B: [Bytes)

g(ﬂa: I'!ﬂ {Hex). Class: IB el b sinatior =
Instance: I‘I Al!rixte:’:i_' [Hex) T I

J Enable ) Enable Watting 2 Start ® Done Done Length: 0

O Enor Code: Extended Error Code: ™ Timed Out +

Error Pathe

Emor Test:

DK |  Concel = |

CIP_Data_Source is a SINT that contains the value to set the output too
(0=0ft, 1=0n).
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Appendix C

Introduction

Install the Add-on Profile (AOP)

This appendix goes through the AOP of the RFID transceivers with the
RSLogix 5000° program. AOP:s are files that you add to your

Rockwell Automation library. These files contain the pertinent information
for configuring a device that is added to the Rockwell Automation network.

The AOP simplifies the setup of devices. It presents the necessary fields in an
organized fashion, which allows you to create and configure your system in a

quick and efficient manner.

The AOP is a folder that contains numerous files for the device. It comes as an
installation package. Install the AOP following the on-screen instructions.

1. In the File Explorer, locate the directory where the installation files were

extracted.
2. Click MPSetup.exe

Name_~ | Size | Type | Date Modiied |
(D) InstalNotes File Folder 7/26/2011 11:36 AM
license File Folder 7/26/2011 11:36 AM
Smp File Folder 7/26{2011 11:36 AM
“Sautorun.inf 1KE  Setup Information 8/9/2010 8:11 AM
CleaT ey 4——— 1,003KB  Application 9/9/2010 4:32 PM
| MPSetupCHS. il 141KB  Application Extension  9/9/2010 4:32 PM

| %] MPSEtupDEL. dil 141KB Application Extension  9/9/2010 4:32 PM
5] MPSetupENU.dI 141K Application Extension  9/9/2010 4:32 PM

| 3] MPSEtupESP. dil 141KB Application Extension  9/9/2010 4:32 PM
5] MPSetupFRAdI 141kB  Application Extension  9/9/2010 4:32 PM

| 3] MPSetupITA.di 141KB  Application Extension  9/9/2010 4:32 PM
5] MPSetupIPN. i 141KB  Application Extension  9/9/2010 4:32 PM

| 5] MPSetupkoR. dil 141KB  Application Extension  9/9/2010 4:32 PM
3 MPSEtupPTB.dl 141KB Application Extension  9/9/2010 4:32 PM
%) shfolder.dl 22KB  Application Extension  8/9/2010 8:09 AM

3. The window identifies the module profiles and the firmware revision.

Click Next.
it

Welcome to the RSLogix 5000 Module Profiles Setup
Wizard.

The RSLogix 5000 Module Profles Setup Wizard provides for the
instalation of these groups of ASLogix 5000 Modus Profies.

[Rockwel Automation S6RFANAPDZ2 Module Profiles
1.00.4

Newt > Cancel |
I |

Rockwell Automation Publication 56RF-UM001B-EN-P - April 2018 151



Appendix C Install the Add-on Profile (AOP)
4. Accept the terms of the license agreement and click Next.
=loix
License Agreement
Please ead the following icense agreement carefully.
END-USER LICENSE AGREEMENT (Rev 11/2009) il
IMPORTANT—READ THIS AGREEMENT CAREFULLY: This End-User
License Agreement (EULAY is a legal contract baiween yuu (either an
individual or a single entity) ("You or Li ") and Rock Inc.
("Rockwell Automation”) for the soft product or products that Rockwell
ﬂ.utarnaimn licenses to You, which mcludes campuler software and may
ted media ("Soft stomation may also
license to \’ou printed matenals and onlme or electronic documentatlon
"Mar "t An t nr i tn this FIll & maw
@ | accept the terms in the license agreement
€ | do not accept the terms in the license agreemenit
< Back Next » Cancel
S. With Install selected, click Next.
1ol
Program Maintenance
Irsetall o remave RSLoge 5000 Module Profiles.
@ Install
'g; Irstall RS Logix S000 Module Profles from media.
€ Uninstall
[:_‘;5] Uninatall RSLogt 5000 Module Profles.
<Back | [ New> Concel |
— 1
6. The profile name appears in the left-hand box and its details appear in
the right-hand box. Verify that the module name is correct.
Click Install.
loix
Ready to Configure RSLogix 5000 Module Profiles
The wizard is ready to configure RSLoge: S000 Module Profiles.
Click Intall to begin the installation.
If you want to review or change any of your settings, chick Back. Click Cancel to exit the wizard.
Install IhaseﬂSLngm S‘Ilmodule Profiles...
Details:
Group
FlockweﬂAMnmahun GERF-IN- IPD22
Available Software Version:
1.00.4
Inestallation Status:
| Snﬂware\l’etmri1 .00.0 Installed
4 |
Book [inaat ]| _coce |
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Common Solutions

Troubleshooting

The following table lists common problems and solutions for the RFID system.

Problem

Solution

| just hooked this unit up out-of-
the-box and cannot see the RFID
interface in RSLinx®.

The RFID interface is shipped with DHCP/BootP enabled and does have an
assigned EtherNet/IP address unless the MAC address of the RFID is in the
relationship list. There are three rotary switches on the RFID interface (all set to
0 by default), adjust the switches to a valid IP address in the range of
192.168.1.xxx where xxx is the position of the three rotary switches. Once the
switches are in place, cycle power to the RFID interface.

| am getting a yellow triangle in
RSLogix 5000° for my RFID
interface.

Open the properties of the RFID interface in RSLogix 5000 and verify:

+ The Inhibit Module box in the connection tab is not checked.

« The IP address in the General Tab is the same as the IP address configured in
the RFID interface.

«The IP address of the RFID interface is on the same subnet as the Ethernet
module in the Logix rack.

Also, verify that the RFID interface has power by checking that the Aux Power

status indicator is on solid green and the MOD status indicator is solid green, the

Link 1 status indicator is flashing green, the NET status indicator is solid green.

My RFID channel[x] status
indicator is flashing red on the
interface.

Flashing red indicates no communications between the interface and the
transceiver. Check cables between the RFID interface and transceiver. Verify that
the power status indicator on the transceiver is green.

When | putatag in the RFID field
the status indicator on my
transceiver and interface turns
amber.

When one or more RFID tags are detected in the field, the status indicators on
the interface and transceiver turn amber, which indicates tag presence. When
no tags are detected, the status indicators turn green indicating that no tags are
detected but communications are healthy.

When | putatag inthe RFID field
the power status indicator on the
transceiver is solid green, the R/
W Status status indicator is solid
green, and the status indicator
for that channel is solid green.

Verify that the RFID tag is an ICODE compatible or SL2 style tag. The RFID
interface may not be able to detect proprietary tag types.
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Notes:
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Add-on Profile (AOP)
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lock 82
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compatibility
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Class 3 147
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1/0 129

input only 147
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mode 122

teach 125
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D
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default
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username 129
definition
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digital input
connection 32
digital output
connection 32
discrete input point object
(lass Code 0x0008 148
discrete output point object

Class Code 0x0009 149
DLR 37

DSFID

lock 86
write 102

electrical installation 29
error code 131

RFID interface block 131
Ethernet

statistics 129
Ethernet address 52

EtherNet/IP 26

addressing 35

connection 33

interface block product selection 26
exclusive owner connection 146

explicit connection behavior
(P 133

F

fastening 45
ferroelectricrandom access memory 24
field map

transceiver 46
FRAM 24

fundamental IP address 38

G

general tab 51
get

multiple block security status 74
system information 75
version information 77

handheld reader/writer 25
home 127

1/0

connection 129
identity

device 130
identity object

(lass Code 0x0001 134
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Direct Dial Codes Find the Direct D.'al Code for your'product. Use th? codeto http://www.rockwellautomation.com/global/support/direct-dial.page

route your call directly to a technical support engineer.

Installation Instructions, Manuals, Brochures, and

Literature Library Technical Data. http://www.rockwellautomation.com/global/literature-library/overview.page
Product Compatibility and Download Get help determining how products interact, check !

L2 e ¥ . . g /support/pcdc.pag
Center (PCDC) features and capabilities, and find associated firmware. bt feoui fackesellantovatien.con:qlohs Suppatt:pedepage
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How Are We Doing? form at http:
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